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Design and Implementation of Data Uni-directional Transmission System

Based on EZ-USB FX2

LI Bo® LIU Jia-yong®® JIANG Yu'® LIU Xian-kui*®
(1a.Information Security Institute 1b.School of Electronics and Information Engineering Sichuan University Chengdu Sichuan 610064 China)

Abstract: To satisfy the application requirements for host-computers uni-directional data trans-
mission in different security ratings, a design scheme of uni-directional transmission system based on
EZ-USB FX2 is presented in this paper. And the system which adopts the Universal Serial Bus(USB)2.0
chip Cy7¢68013 and IDT72v06 First in First out(FIFO) memory, realizes uni-directional, high-speed, safe
and reliable data transmission between the host-computers in different security domains, with hardware
design of external FIFO through General Programmable Interface(GPIF) and application program.
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1.2 IDT72v06 FIFO
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Fig.2 IDT72v06 FIFO package block diagram
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Fig.3 FX2 interconnect to external asynchronous FIFO(IDT72v06)
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Fig.4 Firmware flow diagram
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< Datalode HO Data Activate HNO Data HO Data HO Data HO Data HO Data

<+ HemtData SameData SameData HextData SameData SamsData SameData  SameData

s Int Trig No Int Ho Int Ho Int Ho Int Ho Int Ho Int Ho Int
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Fig.5 FIFOWR waveform descriptor
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FIFOWR FIFO

void TD_Init(void)

EP2CFG = 0xA0
EP6CFG = OxEO
FIFORESET = 0x02
FIFORESET = 0x06
EP2FIFOCFG = 0x10
EP6FIFOCFG = 0x08

Gpiflnit ()

EP2GPIFFLGSEL = 0x01
EP6GPIFFLGSEL = 0x02

SYNCDELAY
SYNCDELAY
SYNCDELAY
SYNCDELAY
SYNCDELAY
SYNCDELAY

SYNCDELAY
SYNCDELAY
SYNCDELAY

void TD_Poll(void)
{if (GPIFTRIG & 0x80)

{
}SYNCDELAY
Hh
2.2 USB
FX2 2 usB EZ-loader Driver EZ-USB
(General Purpose Driver GPD)
( EPROM EEPROM) EZ-loader Windows DDK,Visual C++
Cypress Hex2c.exe EZ-USB EZ-loader
[7]
EZ-USB
USB Cypress
ezusb.sys USB
Microsoft WDM DDK Visual C++
2.3
WIN32
(API) API
Devicelo
Control® ReadFile WriteFile
Bool Devicelocontrol(
handle hdevice, 1
dword dwiocontrolcode, 1/
Ipvoid Ipinbuffer, 1
dword ninbuffersize, 1/
Ipvoid Ipoutbuffer, 1/
dword noutbuffersize, 1/
Ipdword Ipbytesreturned 1/
Ipoverlapped Ipoverlapped 1

{ if (DATA_READY))

{if (!( EP6BFIFOFLGS & 0x01))

{GPIFTCB1 = 0x01

SYNCDELAY
GPIFTCBO = 0x00  SYNCDELAY
Setup_FLOWSTATE_Read() SYNCDELAY
GPIFTRIG = GPIFTRIGRD | GPIF_EP6
SYNCDELAY

while( !( GPIFTRIG & 0x80 ) )

/I EP20UT, bulk, size 512, 4x buffer
/I EP6IN, bulk, size 512, 4x buffer
/I reset EP2 FIFO

/I reset EP6 FIFO

/I auto out mode

/I auto in mode

/l'initialize GPIF registers

/I For EP20UT, GPIF uses EF flag
/I For EPGIN, GPIF uses FF flag

/I if GPIF interface IDLE

/I if external data is not ready
/I if EP6 FIFO is not full

/I high speed mode

/I setup flowstate registers
/I launch GPIF FIFO READ Transaction

/I poll GPIFTRIG.7 GPIF Done bit
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Fig.6 Information transmission interface
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