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Rationality fault diagnostic for an input component means verification of the accuracy of the
inputsignal while in the range of what is physically possible (see Appendix A, region b versus
region f and g) when
compared to all other available information. This is a term that the California Air Resources
Board has defined
in their OBD Il rules.
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(i.e. ONLY for Key and NOT User Level)

Bit States Key States
0000 ¢ Use Long Seed or Key from
Data Security Message
000145 to FFFE4q Key Values
FFFFyg No Key Available
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TABLE 8 EDCP EXTENSION STATES
Bit States EDCP Extension States
00000000 4, Completed - all of the EDC Parameter has been sent
00000001 45 Reserved for SAE Assignment
00000010 4, More - Concatenate the following data as Higher order EDC Parameter
00000011 52 More - Concatenate the following data as Lower order EDC Parameter

00000100;5 - 0000010152  Reserved for SAE Assignment
0000011042 Data in Error Indicator/EDC Parameter is an Error Indicator

00000111 52 Data in Error Indicator/EDC Parameter is an Error Indicator and Data in Seed is an
expected time to completion

00001000455- 1111111052,  Reserved for SAE Assignment

11111 g2 Mo Error Indicator/EDC Parameter Available
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TABLE 9 ERROR INDICATOR STATES
Bit States Error Indicator States
000000, 4 No Error
000001, 4 Error NOT identified
000002, 4 Currently processing for someone else
0000035 - DDO0O00F 44 Reserved for SAE Assignment
00001044 Currently processing Erase Request
00001145 Currently processing Read Request
00001245 Currently processing Write Request
00001345 Currently processing Status Request
00001445 Reserved for SAE Assignment
0000154 Reserved for SAE Assignment
000016, 4 Currently processing Boot Load Request
000017, 4 Currently processing EDCP Generation Request
0000185 - DO001E 44 Reserved for SAE Assignment
D0001F 45 Currently processing unspecified request from this address
00002044 EDC parameter not correct for data stream
00002145 RAM did not verify on Write
0000224 FLASH did not verfy on Wnite

0000235 PROM did not verify on Write



00002445 Internal failure preventing request (i.e. within the ECLU)

00002545 - DOOOFF 44 Reserved for SAE Assignment
0001005 Addressing or DATA General Error
00010144 Addressing Error - Address not on a valid boundary (Block, Weord, Object, etc.)
000102, Addressing Error - Length not valid for memoery structure and operation
000103, Addressing Error - required memory exceeded available memory
00010445 Addressing Error - requested operation requires prior erase of DATA memory
00010545 Addressing Error - requested operation requires prior erase of PROGRAM
memory
0001064 Addressing Error - requested operation requires prior execution transfer and
erase of PROGRAM memory
00010744 Addressing Error - requested address for Boot Loader execution transfer is
NOT within executable memory
000108,5 Addressing Error - requested address for Boot Loader execution transfer is
NOT on valid boundary
0001094 DATA Error - data does NOT conform to expected or allowed value ranges
00010A, 4 DATA Errar - NAME does NOT conform to expected value
000108 45 - 0001FF 45 Reserved for SAE Assignment
0010004 Security Error General
00100145 Security Error - Invalid Password
001002,5 Security Error - Invalid User Level
00100345 Security Error - Invalid Key {Seed}
0010045 Security Error - NOT in Diagnostic mode
0010054 Security Error - NOT in Engineering or Development mode
0010086, Security Error - Engine running
001007,, Security Error - Vehicle NOT in “Park” or otherwise NOT stationary
00100845 - OFFFFE 45 Reserved for SAE Assignment
01000045 Abort from external to normal software process
01000145 Too Many Retries - module exceeding a set number of retries
01000245 NO response in the time allowed
01000345 Transport of data NOT initiated within the time allowed
010004, 5 Transport of data NOT completed within the time allowed
010005,5 - FFFFFE;4 Reserved for SAE Assignment
FFFFFF5 No Error Indicator Available
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TABLE 10 SEED STATES

Bit States Seed States
0 Seed Completed - begin sending key

1 Use Long Seed or Key from Data Security Message
2 - FFFEqs Seed values
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TABLE 11 MESSAGE APPEARANCE WHEN MULTIPACKETED

CAN CAN CAN CAN CAN CAN CAN CAN CAN
Message D DB DB2 DE3 DB4 DBS DB6 DBT DBE
First Packet of a Transport Sequence | NMumber of Faw Faw Faw Raw Faw Faw
transport sessicn Protocal - Number Ocecur- Binary Binary Binary Binary Binary Binary
Data Trans- J1839-21 rences of Data - Data - Data - Data - Data - Data -
fer Message 3.10.12 Raw #1 #2 #3 #4 #5 #5
Bimary
Data
(value =
FFis)
Second Packst Transpon Sequence Raw Raw Raw Raw Raw Raw Raw
of a transport Protocol - Number Bimary Binary Binary Binary Binary Binary Binary
session Data Trans- J1839-21 Data - Data - Data - Data - Data - Data - Data -
fer Message 3.10.12 #7 #5 #3 #10 #11 #12 #13
Last Packetof a Transpon Sequence Raw Raw FFig FFis FFi5 FFig FFi5
transport session Protocol - Number Binary Binary
Data Trans- J1e3e-21 Data - Data -
fer Message 3.10.12 F{Total #Total
Message Meszage
Length - 2} | Length - 1)

TABLE 12 MESSAGE APPEARANCE - 7 OCCURRENCES OF RAW BINARY DATA (L.E. WITHOUT TRANSPORT)

CAN CAN CAN CAN CAN CAN CAN CAN CAN
Message D DB DB2 DE3 DB4 DBS DB6 DBT oBE
When not a Binary Data Mumber Raw Faw Raw Faw Faw Faw Faw
transport session Transfer of Oecur- Binary Binary Binary Binary Binary Binary Binary
Meszage rences of Data - Data - Data - Data - Data - Data - Data -
Raw #1 &2 #3 #4 #5 #5 #7
Binary
Data
{valus =
0745

TABLE 13 MESSAGE APPEARANCE - 4 OCCURRENCES OF RAW BINARY DATA (L.LE. WITHOUT TRANSPORT])

Message CAN CAHN CAN CAN CAN CAN CAN CAN CAN
ID DE1 (1= ] DE2 DE4 DBS DEG DBT (w]=2:]
When not a Binary Data Mumber Raw Faw Faw Faw FFyg FFy5 FFyg
transport ses- Transfer af Occur- Binary Binary Binary Binary
sion with less Meszage rences of Data - Data - Data- Data -
than 7 ocour- Raw #1 72 #3 #4
rences of Raw Binary
Binary Data Data
(value =
O415)
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TABLE 14 SECURITY ENTITY TYPES
Bit States Security Entity Type
0000, Data is Long Seed
0001,, Data is Long Key
0010, Data is Session Key
00115, Data is Certificate
01004 - 1111, Reserved for SAE Assignment
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This is an Example of a Memory Access "READ MEMORY"
request from tool to device using the Transport Layer to send
data. This fransaction includes the use of the security features

aof memory access.

TOOL

T1 Timeout

T1 Timeout |-\

MA Request (Read Memory)

MA Response (Seed)

MA Request (Kay)

#MEEQQE@TJ;

TPCM RTS

DEVICE

TPCM 15

ﬁ
e

TPDT 4

— 7

'}
When the device or tool cannot complete
a data transfer for the current memory
access request, it shall send operation
failed.

Y

CM Eomack

peration Complete)

na Response (O

M.
A Request (Operation Complete)
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This is an Example of a Memory Access request from tool to
device without security and without using the transport layer.

TOOL DEVICE

MA Request (Reag Memory)

MA Response (Proceed)

WA Binary Data

A, Response (Operation Complete)

MA
Request (Operation Comple!a)
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This is an Example of a Memory Access request from tool to
device without using the transport layer. With multiple requests
including security handling.

TOOL DEVICE

e ——— |

A Reques{ (Read Memoq‘.)

MA Response (Seed)

MA Request {Key}

WA Response (Proceed)
Because we received another request
before the timeout ended, we keep the
A Binary Data connection to the tool, including the
/ same security level. This way, security
. lete does not have to be arbitrated again with
MA Response (Operation Gomplete) the tool. If a request requiring higher
security level is received, then the
\ device will send a seed to the tool to
M. start arbitration to the higher security

A Request (Read Memory}

level.
MA Response (Proceed)
MA Binary Data
When the device receives the operation
- te
onse (Operation Complete) complete response from the tool then

Resp
MA the device is ready to receive memory

access requests from other addresses
other than the tool which sent the
operation complete.

MA
Request (Operatian Cornpleie)
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This is an Example of a Memory Access request from tool to
device when the tool does not send and operation complete.

— DEVICE

-

A Request (Reag Memary)

MA Response (Procced}

MA Binary Data

MA Response (Operaﬂon Complete)

L

A Request (Read Memmw

MA Response (Procced}

MA Binary Data

MA Response LOpLzmtion Cornp1ete]

When the device times out waiting for
the operation complete from the tool, the
device completes the sequence on its
own and is ready to accept memory
access commands from other tools on
the bus.
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This is an Example of a Memory Access "WRITE MEMORY"

request from tool to device using the Transport Layer to send

data. This transaction includes the use of the security features
of memory access.

TOOL DEVICE

MA Request (Write Memor‘yj

MA Response (Seed)

MaA Req[;eSI fKE?_',.-']

MA Response (Procccd)

—_— .

TPCM RTS

_'_'_'_,_,_.—'—‘_'_'_'_'_'_'_'_
TPCM CTS

TPDT 4

TPCM EOMACK

b

M Responseé (O peration Complete)

M.
A Request (Operation Comp!ete}
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This is an Example of Memory Access requests from tool to
device when security levels of the requests change from cne
request to another.

TOOL DEVICE
M\F\

A Request (Read Memory)

MA Response (Proceed)

MA Binary Data

When a request comes in that needs
on Complete) a higher security level, the security is

MA Response (Operatl -| handled. This example shows Seed-

" | key type arbitration.
M\b\ -

A Request (Write Memory)

MA Res!

MA Response (Key)

MA Response (Proceed)

e

Binary Data

(Operation Complete)

MA Response

MA R
Equest {Operau‘on Cornp!e!e)
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This is an Example of a Memory Access "READ MEMORY"
request from tool to device. In this case the transport layer has
failed. This transaction includes the use of the security features

of memory access.

TOOL DEVICE

MA Requesi (Read Memm’yJ

MA Response (Seed)

MA Request (Key)

ed)

I

TPCM RTS

—

PCM cTg
When the device or tool cannot

/ complete a data transfer for the current

/’Tli’gl’l/’l memary access request, it shall send
operation failed. ( It is up to the tool and/

/’TE’E:E/ or device to decide when enough

oT3 attempts have been made and send
/’Tﬁ’k/ operation failed. Either may send the
TPDT 4 operation failed first.)
Missing EOMACK from tool Y

A Response (Operat’mon Failed)

M
A Request (Operatign Fa\JedJ
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This is an Example of a Memory Access request from tool to
device when security is not verified.

TOOL DEVICE

MA Request (Re:

d Memary)

MA Response (Seed)

MA Request (Key)

A Res!

MA Request (Read Memory)

A Respor

A Respor

When a bad Key is sent to the device,
the device sends a "Busy" response.

When the Tool does not send the proper
key within T1 time, the device sends a
response of "Busy."
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This is an Example of a Memory Access request from tool to
device with long seed/key security when the key is verified..

TOOL DEVICE
MA Requesg (Re

ad Memory)

A Response (D2

rity (Long seed)

Data Secy

— ]

ala Securhy {Long Key)

M Res

M
peration Comp'lete)

MA Response (O

MA ]
Request (O Peration Campfele}

The Data Security Messages may be
sent over the transport layer since the
length of this message is between 8
and to 1785 bytes. Eight byte data
security messages are shown here.
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This is an Example of a Memory Access request from tool to
device with long seed/key security when the key is not verified..

TOOL DEVICE
MA Request (R,

id M&!murw

A, Response (Data gecurity: L

(Long seed) When a bad Key is sent to the device,

Data Security the device sends a "Busy” response.

Data Security (Long Key)

MA Response (Busy)
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