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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROGRAMMABLE CONTROLLERS -

Part 4 — User guidelines

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with an IEC Publication.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

This part of the International Standard IEC 61131 has been prepared by subcommittee 65B:
Devices, of IEC Technical Committee 65: Industrial-process measurement and control.

This second edition cancels and replaces the first edition published in 1995. It constitutes a
technical revision.

This second edition of IEC 61131-4 differs extensively from the first edition. The first edition,
IEC 61131-4:1995, initiated some twenty years ago, was mainly tutorial in nature. The present
revision aims to provide an engineering overview of the IEC 61131 series for the end-user of
PLC equipment who may not be expected to delve into the details of the extensive product
standard that is IEC 61131.
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The purpose of this revision is therefore to assist the end-users of PLCs to make efficient and
effective use of the IEC 61131 series, and to realise the benefit of IEC standard compliant
programmable controllers. This revised Technical Report serves as a quick reference and
roadmap. Many of the IEC 61131 parts have gone through their maintenance cycle revisions.
This revision of IEC 61131-4 is based on the latest revisions available.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
65B/508A/DTR 65B/527/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IEC 61131 consists of the following parts, under the general title: Programmable controllers

Part 1: General information
- Part 2: Equipment requirements and tests
Part 3: Programming languages
© Part 4: User guidelines
Part 5: Communications
Part 7: Fuzzy control programming
Part 8: Guidelines for the application and implementation of programming languages

The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch” in
the data related to the specific publication. At this date, the publication will be

* reconfirmed;

* withdrawn;

* replaced by a revised edition, or
+ amended.

A bilingual version of this Technical Report may be issued at a later date.
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INTRODUCTION

This part of IEC 61131 constitutes the fourth part of a series of standards on programmable
controllers and the associated peripherals and should be read in conjunction with the other
parts of the series.

Where a conflict exists between this and other IEC standards (except basic safety standards),
the provisions of this standard should be considered to govern in the area of programmable
controllers and their associated peripherals.

Terms of general use are defined in IEC 61131-1. More specific terms are defined in each
part.
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PROGRAMMABLE CONTROLLERS -

Part 4: User guidelines

1 General

1.1  Scope and object

The object of this Technical report is to introduce the end-users of Programmable Controller
(PLC) to the IEC 61131 series, and to assist the end-users in their selection and specification
of their PLC equipment according to the IEC 61131 series. This user guideline has as its main
audience PLC end-users.

PLCs, their application program and their associated peripherals are considered as
components of a control system. Therefore, PLC users should take note that this standard
does not deal with the automated system in which the PLC and PLC system is but one
component. However, when applying this user guideline, an overall system architecture
evaluation is recommended. Functional safety of the overall automated system is beyond the
scope of this standard.

An objective of this user guideline is to facilitate communication between the PLC user and
PLC supplier according to the specifications of the IEC 61131 series that applies to PLCs and
their associated peripherals. This information exchange is illustrated in Figure 1.

SUPPLIER [=mmmmmmmnnn USER -----snnene- \

PLC fact User's own Plant

'malnl(Jj_ac.urer system < engineering

meluding: Information engineering including:

—seller of the Per flow per including: .

PLC system IEC 61131 . —prc_Jduct!on
series —third party engineering

—software syst.em '

developer » engineer » —Mmaintenance

engineering
IEC 1025/04

Figure 1 — Object of user guidelines

Copyright International Electrotechnical Commission
Provided by IHS under license with IEC
No reproduction or networking permitted without license from IHS Not for Resale



TR 61131-4 O IEC:2004(E) -9-

As depicted in Figure 1, the users consist of system integrators and end-users. The
manufacturer of PLC is required by the IEC 61131 series to furnish appropriate product
information to the user. Optionally, the user supplies operational requirements and
specifications to the manufacturer in order to receive suitable products and services from the
manufacturer. One objective of this Technical Report is therefore to assist in this
communication, especially from the end-user's perspective. Accordingly, this Technical Report
does not detail all the requirements of each and every part of the IEC 61131 series, such as
conformance tests. The user should refer to the individual parts of the standard when needed.

1.2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61131-1: Programmable controllers — Part 1: General information
IEC 61131-2: Programmable controllers — Part 2: Equipment requirements and tests
“1EC 61131-3: Programmable controllers — Part 3: Programming languages

IEC 61131-5: Programmable controllers — Part 5: Communications

IEC 61131-7: Programmable controllers — Part 7: Fuzzy control programming

IEC 61131-8: Programmable controllers — Part 8: Guidelines for the application and
implementation of programming languages

1.3 Use of this report

A PLC application starts with the user's system analysis and specification. Inquiries and
discussions (and suggestions/recommendations) with the manufacturer necessitate the use of
a mutually agreed language for interactive information exchange as in Figure 1. The user can
use this report as a basis and/or to supplement any in-house system design rules. The user
can then specify the equipment and software requirements according to the relevant parts in
the IEC 61131 series. In this user guideline, introductions and briefings of various parts of the
IEC 61131 series are presented in Annex A according to the divisions in the IEC 61131 series.
For example, Clause A.1 covers IEC 61131-1, Clause A.2 covers IEC 61131-2, etc.

This Technical Report presents only those specifications for which the user may have an
immediate need for reference. It is not a complete summary of the whole IEC 61131 series.
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2 Terms and definitions

For the purposes of this part of IEC 61131, the following terms and definitions, as well as
those given in IEC 61131-1, apply.

21

application program (user program)

logical assembly of all the programming language elements and constructs necessary for the
intended signal processing required for the control of a machine or process by a PLC system

2.2

automated system

control system beyond the scope of IEC 61131 in which PLC systems are incorporated by or
for the user, but which also contains other components including their application programs

2.3

operator (human)

person commanding and monitoring a machine or process through an HMI connected to the
PLC. The operator does not change the PLC hardware configuration, software or the
application program. A PLC is not intended for use by untrained personnel. The operator is
assumed to be aware of the general hazards in an industrial environment.

2.4

programmable controller

digitally operating electronic system, designed for use in an industrial environment, which
uses a programmable memory for the internal storage of user-oriented instructions to
implement specific functions (such as logic, sequencing, timing, counting and arithmetic) to
control, through digital or analogue inputs and outputs, various types of machines or
processes.

NOTE In the first edition of the IEC 61131 series, the acronym “PC” was used for Programmable Controller.
However, usage of the earlier acronym PLC has been persisted with the majority of industries. After consultation,
IEC Subcommittee 65B WG7 recommended that the more widely accepted acronym PLC be used, starting with all
new editions of the IEC 61131 standard.

2.5

programmable controller system

user-assembled configuration, consisting of a programmable controller and associated
peripherals that is necessary for the intended automated system. It consists of units
interconnected by cables or plug-in connections for permanent installation and by cables or
other means for portable and transportable peripherals.

2.6
service personnel
person changing or repairing the PLC hardware configuration or the application programme.

The service person may also install software updates provided by the manufacturer. They are
assumed to be trained in the programming and operation of the PLC equipment and its use.

They are persons having the appropriate technical training and experience necessary to be
aware of hazards — in particular, electrical hazards — to which they are exposed in performing
a task and of measures to minimize danger to themselves or to other persons or to the
equipment.
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3 General recommendations for installation

The installation procedure should fulfil the requirements given by documents, which are
prepared during the system selection/engineering/application phase. Not all site conditions
can be recognized at the PLC selection phase. During installation, it is important to update all
engineering and application documents according to how the PLC equipment is assembled or
modified on site.

31 Environmental conditions
The user should ensure that care is taken concerning temperature, contaminants, shock,

vibration and electromagnetic influence. Refer to IEC 61131-2 for specific environmental
requirements. Table 1 describes environmental conditions to be evaluated during installation.

Table 1 — Environmental conditions

Criteria Comments and considerations

Temperature Check for possible influence of steady or temporary heat sources:

- space heater
- solar heat
- hot goods passing by

Contaminants Moisture, corrosive gases, liquids and conductive dust can affect the function of a
PLC system. Therefore, check:

- use of adequate enclosures in compliance with international/national codes
- compliance with manufacturer's installation instructions
- degradation of thermal efficiency caused by dust

Shock and vibration Check for possible effects on site:

- engines

- compressors

- transfer lines

- presses, hammers
- vehicles

Electromagnetic interference | Check electromagnetic interference from various sources on site:

- motors

- switch gears, thyristors

- radio-controlled equipment
- welding equipment

- electrical arcs

- switched power supplies

- power converters/inverters

3.2 Field wiring

Proper field wiring practices are of prime importance to the application of PLCs. The installer
needs to follow the manufacturer's wiring instructions and applicable local regulations.

Two earthing/grounding requirements need to be fulfilled during installation: protective earth
(safety grounding) and functional earth (signal ground reference).

Protective earthing requires the solid connection (e.g., low impedance connection, including
star washers, welding, soldering, etc.) of inactive metal parts to an equipotential metallic grid
(frames, chassis, cabinets). The grid needs to be connected to protective earth in accordance
with local and national codes.

Functional earthing needs to be installed as the low impedance network of signal ground
reference lines. It should be a network separate from protective earthing.

Protective and functional earth networks may be interconnected via wires or other low
impedance paths. Such interconnections or lack thereof may be required by applicable
local/national codes, or due to noise reduction requirements, depending on the type of
controlled process/equipment. Table 2 describes installation rules of earthing measures.
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Table 2 — Installation rules: earthing measures

Criteria Reference Comments and considerations
Protective - Provide sufficient conductor cross-section for connections to earth.
earthing - Doors should have electrical connections according to local and national
codes.
- Verify connections are tight and resistant to vibration and corrosion.
Functional - Usually functional ground reference is connected only at a single point to
earthing earth. When more than one connection to earth is made, care should be

taken to avoid ground loop interference. Such multipoint earth connections
must be made to an equipotential grid.

- Protective earth conductors may be suitable for functional grounding. Such
practice can be determined on site by measurement at 50 Hz/60 Hz and at
frequencies above signal frequency. Such quality may be improved by
specially installed electrodes or, possibly, earthed conductive building
structures.

- If a direct connection of the signal ground reference conductor of the PLC to
earth is not possible, the connection may be made via a suitable capacitor.
The capacitor should correspond to the rated insulation voltage of the PLC
circuit, and should have good high-frequency properties. Static charging can
be prevented by the use of a high ohm value resistor for discharge.

- There should be no discontinuities on ground circuits, such as could be
introduced by terminals and sockets.

Caution — protective earthing is intended to reduce the risk of electric shock hazard. Under no circumstances
should the protective earth be disconnected from the PLC. Functional earth connections may be temporarily
disconnected for servicing and/or maintenance as required.

3.3 Electromagnetic compatibility

A number of common installation practices have been found to minimise EMC related
problems. Some of these are listed in Table 3

Table 3 — Installation rules: EMC

Criteria

Reference

Comments and considerations

Mains

- Mains conductors should be separately installed from other PLC wiring, i.e.,

cable spacings of 10 cm or more from signal cables.

- Unavoidable crossing should be at right angles.
- Use of mains' filters on the cabinet feed-ins may be required.
- Transient suppressor at mains' entrance may be required.

Input/output

- Separation of the field wiring from internal 1/O cabling and from bus lines.

- Care must be taken not to compromise isolation of circuits (e.g., by optical
separation) between I/O field wiring and internal PLC system.

- Filtering of susceptible I/O cables may be required.

- Use of shielded cables with low inductance cable shields (low-level signals).
- Earthing measurement in each individual case must be determined on site.
- Shield may be connected to functional ground or protective earth.

- Electrical contacts in series with inductive loads require special attention for
voltage surge and stored energy.

Noise sources

Noise damping at emission sources with noise suppressers such as:
- Separate cables for input, outputs, and power circuits.

- Minimise the total length of wiring.

- Use of manufacturer recommended cables and leads.

Analogue and
other noise-
sensitive circuits

- Use of shielded wires.
- Use of twisted-pair wiring.

Routing

Interference voltage or current noise can enter PLCs where connections are
made, as well as the power supply connections. The wiring which extends
between the PLC and these control devices should be properly routed to
minimize induced noise on these wires.
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3.4 User system markings

User system markings of components (sensors, actuators, cables, distribution-boards,
enclosures, modules, etc.) should be done in accordance with the installation drawings and
applicable codes.

Special care needs to be taken on markings of wiring. Each and every field wire should be
identified with a marking corresponding to drawing. Alteration from the drawing should be
noted on the same drawing immediately.

Care needs to be taken to ensure the following:

— markings need to be indelible;

— adequate sizes of letters and signs;

— fuse location, type, rating need to be clearly marked;

— visibility of markings; and

— conformity with installation drawings according to revision of final documents.

4 PLC in functional safety applications

When PLCs are required to perform safety functions, it is necessary that special measures be
taken to avoid and limit dangerous failures of the functional-safety-related system. Detailed
requirements for Safety-Related System (SRS) are contained in IEC 61508 and in emerging
sector implementation standards such as the IEC 61511 series. The purpose of this Clause is to
provide an overview of some of the functional safety issues that will need to be addressed. It is not
intended to provide definitive or detailed guidance for implementation.

4.1 Functional safety and safety-related-system concept

Functional safety, as defined in IEC 61508, refers to the ability of a SRS to carry out the
functions necessary to achieve a safe state for the Equipment Under Control (EUC) or to
maintain a safe state for the EUC. In this definition, the main subject is focused on the ability
of a safety-related system to do what it is required to do.

“Safety” refers to freedom from unacceptable risk. It follows that there are acceptable risks.
The level of risks may be categorized as “broadly acceptable”, “tolerable” where further risk
reduction is impracticable (the As Low As Reasonably Practical, ALARP, principle) and, the
“intolerable” where risks cannot be justified, except in extraordinary circumstances. Risk level
is assessed as a combination of “Consequence of hazardous event” and “Frequency of
hazardous event”.

The task of a SRS is to reduce the risk to a tolerable level or lower as prescribed by the
control system designer. This risk-reduction model is depicted in Figure 2.

NOTE 1 The IEC 61131 series does not deal with the functional safety or other safety aspects of the overall
automated system. Safety considerations for the overall automated system are beyond the scope of this standard.

NOTE 2 The IEC 61131 series does not contain a part on functional safety. At the preparation of this part of IEC
61131, a sector standard for PLC and similar equipment is under consideration.

NOTE 3 Safety, as covered in IEC 61131-2, refers to prevention of electric shock and fire hazards.
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Figure 2 — SRS in risk reduction concept
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Each SRS is assigned Safety Functions and is to fulfil the safety functions with a prescribed
Safety Integrity Level (SIL) requirement. IEC 61508 categorises SIL in four levels as listed in
Table 4 for Demand Mode and in Table 5 for Continuous Mode.

Table 4 — SIL of demand mode safety functions

SIL

Average probability of failure to perform the
safety function on demand (PFD)

>10-5to <104

>10-4to < 10-3

N| w]| >

>10-3to <102

>10-2to < 10-1

Table 5 - SIL

of continuous mode safety functions

SIL

Probability of a dangerous failure of the
safety function (per hour)

>10-9to < 10-8

>10-8to < 10-7

N|w]| >

>10-7 to < 10-6

>10-6to < 10-5

Note that Table 5 can also be used for Demand Mode safety functions when the demand rate
is high compared with the proof test frequency of the safety function. Typically, when the
demand rate is higher than twice the proof test frequency, then it is reasonable to specify the
safety function in terms of probability of failure per hour using Table 5.

The international standard for safety instrumented system for the process industry is the
IEC 61511 series. In the IEC 61511 series, the safety instrumented system (SIS) includes all
components and subsystems necessary to carry out the safety instrumented function, from
sensor(s) to actuator(s).
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For the machine sector, IEC 62061 is in preparation. This standard is being harmonized with
international standard 1ISO 13849-1 (EN 954-1). The Safety-Related Part (SRP) which carries
out safety functions is viewed as a component of the total control system. The ability of SRP
to fulfil a safety function is described as Performance Levels (PL). Performance Levels PL-a,
PL-b, PL-c, PL-d, and PL-e correspond to the “average probability of a dangerous failure per
hour” ranging from 10~4 to 10~8. The required PL (for a SRP) is determined on risk
parameters of “Severity of injury”, “Frequency and/or exposure time to the hazard” and
“Probability of avoiding the hazard”. Each of these parameters is categorized as high or low.
PL-a describes risks lower than SIL1. PL-b and c approximately correspond to SIL1. PL-d
corresponds to SIL2 and PL-e corresponds to SIL3. A SRP is then specified as one of five
categories: Basic, 1, 2, 3, and 4.

4.2 Using a PLC in a safety-related application

When applying a PLC in a safety-related application (that is, an application where a failure of
the SRS to carry out its intended safety function could lead to injury, loss of life or damage to
health), then it will be necessary to take into account the likelihood of dangerous failure due
to random hardware faults. It will also be necessary to address the possibility of systematic
faults in hardware and software.

Notice that safety-related applications should not be confused with basic control applications
where there are other measures, such as safety interlocks, which provide protection in the
event of such failure.

In safety-related applications, a PLC will usually form only one part of a programmable
‘electronic safety-related system. The other parts, or subsystems, of the SRS include switches
‘and/or sensors as input devices and contactors and/or valves as output actuators.

:4.21 Safety functions

In order to determine the particular requirements for a PLC used in a safety-related
application, it is first necessary to specify the entire safety requirements of the safety-related
system.

The safety requirements of a programmable electronic SRS are assigned safety functions.
Each safety function required to be carried out by the SRS is specified in terms of Safety
Function and Safety Integrity Level (SIL). The safety functional specification is a description
of the required function in terms of the action of the safety-related system under a specific set
of circumstances.

It is very important that the safety functional specification also needs to include a description
of any states of the system which should be avoided in order to prevent hazardous situations.
For example, in the case of a system used for an emergency stop safety function on a
machine tool, it is necessary to ensure that the machine does not restart when the emergency
stop actuator is reset. The machine restarts only when all faults are cleared and a start
command is given.

4.2.2 Safety Integrity Level (SIL)

The Safety Integrity Level (SIL) part of the safety functions specification is a measure of the
target acceptable probability of failure of the safety function. To determine the SIL level for a
safety function, it is necessary to take into account the hazards and risks associated with the
application together with the tolerable risk target, and any contribution to risk reduction
provided by other safety measures. Generic methods for SIL determination are given in
IEC 61508-5. Sector functional safety standards provide guidance relevant to particular
applications (see, for example, IEC 61511-3 for the process sector or |IEC 62061 for the
machinery sector).
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Experts in the industry have found that in order to achieve the required reduction of
dangerous failure rates required for higher levels of safety integrity (e.g. SIL3 and above), it
may be necessary to employ redundant architectures (e.g. 2 out of 3 voting), even taking into
account the high levels of diagnostic coverage (e.g. >99 %) typically seen in such PLCs.

4.3 Requirements on PLCs in a safety-related system

In order for a safety-related system to meet the requirements of IEC 61508 or associated
sector standards, it is necessary that the following characteristics of a PLC used in the safety-
related system be taken account of when designing a safety-related system to carry out a
safety function with a specified SIL:

— hardware reliability;

— diagnostic test coverage and test interval;
— periodic testing/maintenance requirements;
— hardware fault tolerance; and

— SIL capability.

This information should be obtained from the PLC manufacturer.

Notice that the ‘SIL capability’ is the highest SIL which can be claimed for a safety function
which uses the PLC, taking into account the measures and techniques used for the avoidance
and control of systematic faults in the PLC hardware and software (including system software
and firmware) according to IEC 61508. Note also that in order to determine the actual SIL that
can be claimed for a safety function in a particular application, it is necessary to consider all
of the above characteristics for all of the subsystems which contribute to the safety function.

4.4 Integration of PLC into a safety-related system

The process for deployment of protective features may be illustrated in the event analysis
diagram in Figure 3.

The activities undertaken to integrate a PLC into a safety-related system include the
development of application software safety requirements. Application programming or
configuration and testing should be carried out and verified according to the requirements of
IEC 61508 or associated sector standards. It will be necessary to determine how frequently it
is required to undertake proof tests in order to detect any dangerous faults which are not
revealed by the automatic diagnostic tests. Proof tests are particularly important when PLCs
are applied in redundant configurations, or when there are components (such as batteries)
whose failure may not be apparent during normal operation.

If previously developed application software library functions are to be used, their suitability in
satisfying the software safety requirements specifications need to be verified. Suitability may
be based on evidence of satisfactory operation in a similar application which has been
demonstrated to have similar functionality or having been subject to the same verification and
validation procedures as would be expected for newly developed software. Any constraints
from the previous software environment (for example operating system and compiler
dependencies, order of execution of library functions, etc.) need to be evaluated.

Application programs should be well documented, including at the least the following
information:
— legal entity (e.g.: company, author(s), etc.);
— description;
— tractability to application functional requirements;
— logic conventions used;
— standard library functions used (and associated justifications, see above);
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— inputs and outputs; and
— configuration management including a history of changes.

All integration (including hardware, software, mechanical assembly and wiring, use of tools
and programming languages, interfacing of inputs and outputs) need to be in accordance with
instructions of the PLC manufacturer.

Note that extreme caution should be exercised when combining PLCs in redundant
architectures in order to meet hardware reliability requirements. Such architectures could
introduce the possibility of systematic failure modes associated with timing synchronization
and voting which may outweigh the benefits to be gained from redundancy.

Integration should take into account the possibility of reasonably foreseeable fault conditions,
such as open circuits on inputs or power supply failure, so as to ensure that such fault
conditions do not lead to hazardous situations.

Care should be taken to ensure that it is not possible, during use of the PLC, for a previous
version of an application program (e.g. stored in NVRAM) to over-write an application program
which may have been changed to remove faults. Such over-writing could lead to software
faults being re-introduced.
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Figure 3 — Event tree analysis for deployment of SRS
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Annex A
(informative)
Overview of normative parts of IEC 61131

This Annex presents overviews of all normative parts of the IEC 61131 series. Not presented
are |IEC 61131-4, which is this Technical Report, IEC 61131-8 which is itself a guideline
Technical Report and IEC 61131-6 which is reserved for future use.

This Annex is divided into Clauses: Clause A.1 to Clause A.7. Each Clause’s number and title
(but not Subclause numbers) correspond directly with the part number of the IEC 61131
series, viz:

Clause A.1: Overview of IEC 61131-1;
Clause A.2: Overview of IEC 61131-2;
Clause A.3: Overview of IEC 61131-3;
Clause A.4: (blank);
Clause A.5: Overview of IEC 61131-5;
Clause A.6: (blank);
Clause A.7: Overview of IEC 61131-7;
Clause A.8; (blank).

The purpose of this Annex is to provide the user with a window and a bridge to the IEC 61131
series. It is not intended as a definitive specifications on PLCs, nor does it intend to substitute
for any part of the IEC 61131 series. This Annex is prepared to provide information and
selective guidance on IEC 61131 in its entirety, more related to the user point of view.

Some key specifications in IEC 61131-1, IEC 61131-2 and IEC 61131-3 that are especially
germane to the user’s specification and selection of PLCs are reflected directly from those
parts.

A.1  Overview of IEC 61131-1

A.1.1 General

The scope of IEC 61131-1 is to deal with the framework for the overall IEC 61131 series. It
applies to PLCs and their associated peripherals which have as their intended use the control
and command of machines and industrial processes. IEC 61131-1 defines the terms and
principal functional characteristics of programmable controller system.

PLCs and their associated peripherals are intended to be used in an industrial environment. If
a PLC or its associated peripherals are used in other environments, then the specific
requirements, standards and installation practices for those other environments must be
additionally applied to the PLC and its associated peripherals.

The IEC 61131 series does not deal with the functional safety or other aspects of the overall
automated system. Safety considerations for the overall automated system is beyond the
scope of this standard.

PLC safety as related to electric shock and fire hazards, electrical interference immunity and
error detecting of the PLC system operation are addressed in the IEC 61131 series. For
installation IEC 60364 and applicable national/local regulations should be referred to. IEC
61131-1 was prepared with normative referencing to IEC 61131-2 and IEC 61131-3.
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A.1.2 Terms and definitions
Some of the terms and definitions used in IEC 61131-1 are as follows:

a) Field devices
catalogued part to provide input and/or output interface or to provide data pre-conditioning.

NOTE The abbreviation “PLC” is used in this standard to stand for “programmable controllers”, as is the
common practice in the automation industry. The use of “PC” as abbreviation to “programmable controllers”
leads to confusion with personal computers.

b) Programmable Controller system (PLC system)

user-built configuration, consisting of a programmable controller and associated peri-
pherals, that is necessary for the intended automated system. It consists of units
interconnected by cables or plug-in connections for permanent installation and by cables
or other means for portable and transportable peripherals.

c) Programming And Debugging Tool (PADT)

catalogued peripheral to assist in programming, testing, commissioning and trouble-
shooting the PLC system application, program storage and documentation. PADTs may be
used as Human-Machine-Interface (HMI). PADTs are said to be pluggable when they may
be plugged or unplugged into their associated interface at any time without any risk to the
operator and the application. In all other cases, PADTs are said to be fixed.

d) Remote Input/Output Station (RIOS)

manufacturer’s catalogued part of a PLC system, including input and/or output interfaces
allowed to operate only under the hierarchy of the main processing unit (CPU) for 1/O
multiplexing/de-multiplexing and dated pre-processing/post-processing. The RIOS is the
only peripheral permitted to have limited autonomous operation, for example, under
emergency conditions such as breakdown of the communication link to the CPU, or when
maintenance and trouble-shooting operations are to be performed.

A1.3 Functional characteristics
A.1.3.1 Basic functional structure of a PLC system

The structure of a PLC system and communication interfaces are illustrated in Figure A.1,
Figure A.2 and Figure A.3. These models are the basis of IEC 61131-2 on hardware, IEC
61131-3 on programming, IEC 61131-5 on communication and IEC 61131-7 on fuzzy
programming.
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Figure A.1 — Basic functional structure of a PLC system
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Figure A.2 — PLC hardware model

The CPU function consists of the application program storage, the data storage, the operating
system, the execution of the application program function and processes signals obtained
from sensors as well as internal data storage and generates signals to actuators as well as
internal data storage in accordance with the application program. These include:

Interface function to sensors and actuators converts 1/O signals including pre-processed
signal from special modules such as PID, fuzzy control module, high speed counter
module, and motion module.

Communication function provides the data exchange with other systems (third party
devices) such as other PLC systems, robot controllers, computers, etc.

Human-Machine Interface (HMI) function provides for interaction between the operator,
the signal processing function and the machine/process.

Programming, debugging, testing and documentation functions provide for application
program generation and loading, monitoring, testing and debugging as well as for
application program documentation and archiving.

Power supply functions.
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Figure A.3 — Typical interface/port diagram of a PLC system

A.1.3.2 Characteristics of the CPU function
A.1.3.21 Programmable functions

Capabilities of a PLC are determined by programmable functions of the CPU, summarised in
Table A.1.
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Table A.1 — Summary of programmable functions

Function group

Examples

Logic control
— Logic

— Timers

— Counters

Programming language elements

AND, OR, NOT, XOR, bi-stable elements
On-delay, off-delay

Up and/or down counting (of pulses)

Signal/data processing
— Mathematical functions

— Data handling
— Analogue data processing

Basic arithmetic: ADD, SUB, MUL, DIV

Extended arithmetic: SQRT, trigonometric functions
Comparisons: greater, smaller, equal

Selecting, formatting, moving

PID, integration, filtering (not as standard elements)
Fuzzy control

Interfacing functions
— Input/output
— Other systems
— HMI
— Printers
— Mass memory

Analogue, digital I/0 modules

BCD conversion, Communication protocols
Display, commands

Messages, reports

Logging

Execution control periodic

Periodic, event-driven execution

System configuration

Status checking

TR 61131-4 O IEC:2004(E)

A.1.3.2.2 Operating system and re-start of PLC

The operating system is responsible for the management of internal PLC system functions.
According to the controlled system application, the user needs to ascertain how the PLC
system is to re-start after interruption of operation. Re-start is classified into Cold restart, Hot
restart, and Warm restart.

1) Cold restart

Restart of the PLC system and its application program after all dynamic data (variables
such as I/O image, internal registers, timers, counters, etc., and program contexts) are
reset to a predetermined state. A cold restart may be automatic (e.g. after a power failure,
a loss of information in the dynamic portion(s) of the memory(ies), etc.) or manual (e.g.
push-button reset, etc.).

2) Hot restart

Restart after power failure, within the maximum interruption time allowed, for the PLC
system to recover as if there had been no power failure. All I/O information and other
dynamic data as well as the application program context are restored or unchanged.

Hot restart capability requires a separately powered real time clock or timer to determine
elapsed time since the power failure was detected and a user accessible means to
program the process dependent maximum interruption time allowed.

3) Warm restart

Restart after a power failure with a user programmed predetermined set of dynamic data
and a system predetermined application program context. A warm restart is identified by a
status flag or equivalent means made available to the application program indicating that
the power failure shut down of the PLC system was detected in the run mode. At warm
restart, usually only the MPU is supplied with Un-interruptible Power Supply (UPS) power
source.
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A1.4 Languages and documentation of program

For programming of the PLC application, four types of languages are defined in IEC 61131-3.
These languages are: Instruction List (IL), Structured Test (ST), Function Block Diagram (FBD)
and Ladder Diagram (LD). Although one type of language may be more widely used in a
particular region, the collection encompasses the whole spectrum of software technology and
complement each other in many instances. The user may note that IEC 61131-3 specifies
PLC language elements and does not describe any particular language in practical use. Such
practical language would necessarily include proprietary information or copyright issues that
are outside the scope of this standard.

Application program(s) should be documented in a package that may consist of description(s)
of the hardware configuration(s) with project-dependent notations. Program documentation
should include the following:

— program listing with mnemonics for signal and data;
— cross-reference tables for all data processed;

— comments;

— description of modifications;

— maintenance manual.

Application program archiving in non-volatile media enables rapid repair and minimizes down-
time.

A.1.5 Availability and reliability

Every automated system requires a certain level of availability and reliability of its control
system. It is the user's responsibility to ensure that the architecture of the overall automated
system, the characteristics of the PLC system and its application program will jointly satisfy
the intended application requirements. Factors governing availability and reliability include:

a) Architecture of the automated system

Techniques such as redundancy, fault tolerance and automatic error checking, as well as
machine/process diagnostic functions can provide enhancements in the area of availability
of the automated system.

b) Architecture of the programmable controller system

A modular construction in conjunction with suitable internal self-tests allowing rapid fault
identification may provide enhancements in the area of maintainability of the PLC system
and therefore of the availability of the automated system. Techniques such as redundancy
and fault tolerance may also be considered for special applications. Evaluation of
availability and reliability of a PLC system with a particular architecture may be carried out
with the help of related IEC standards such as IEC 61508-6 for the process industry.

c) Design, testing and maintenance of the application program

Most programmable controllers provide enough computing power to permit implementation
of diagnostic functions in addition to the minimum control function. Machine/process
behaviour modelling and subsequent identification of faulty conditions should be
considered.

Adequate testing of the application program is mandatory. The extent of testing, such as
point-to-point, loop back or full simulation of process, should be specified. Every
modification requires proper design and testing such that the overall availability and
reliability are not impaired. The program documentation needs to be maintained and
annotated accordingly.
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d) Installation and service conditions

PLC systems are typically of rugged design and construction intended for general purpose
service. The more stressful the service conditions are, the more degradation is possible
for availability and reliability. Conversely, improvements in availability and reliability may
be expected when actual service conditions are less stressful than the normal service
conditions specified in [IEC 61131-2.

Some applications may require consideration of special enclosure, cooling, electrical noise
protection, etc., for reliable operation.

A.2 Overview of IEC 61131-2

A.2.1 General
A.2.11 Scope and objectives

IEC 61131-2 establishes the functional, electrical safety, electromagnetic compatibility (EMC)
and electrical, mechanical, environmental and construction requirements for the PLC and
specifies testing methods accordingly. This standard covers PLCs and any products
performing the function of PLCs and their associated peripherals. Only equipment intended
for use in an industrial environment for control and command of machines and industrial
processes are covered.

This standard also applies to any products performing the function of PLCs and/or their
peripherals.

Equipment covered in IEC 61131-2 are intended for use in Overvoltage Category Il as per
IEC 60664-1 in low-voltage installations where the rated mains supply does not exceed 1 000
Vr.m.s.or 1500V DC.

The object of IEC 61131-2 is to establish the definitions and identify the principle
characteristics relevant to the selection and application of PLCs and their associated
peripherals. It specifies the minimum requirements for functional, electrical, mechanical,
environmental and construction characteristics, service conditions, safety, EMC, user
programming and tests applicable to PLCs and the associated peripherals.

A.2.1.2 Compliance with this standard

When compliance with IEC 61131-2 is indicated without qualification, compliance with all
clauses, including all tests and verifications required in IEC 61131-2, must be verified.
Moreover, the manufacturer’s obligations expressed in IEC 61131-2 are not waived if no type
test is required, or if the test conditions are restricted for practical reasons.

When compliance with some portion of IEC 61131-2 is indicated, it is only necessary to verify
compliance with those clauses against which the compliance claim is made. The
manufacturer’s obligations as indicated above are still applicable. The smallest unit of
IEC 61131-2 for compliance purposes is a Clause, such as Functional Requirements,
Immunity Requirements, Safety Requirements, etc.

All requirements not tested according to Tests and Verifications Clauses need to be verifiable
under a procedure to be agreed upon by the manufacturer and the user. The manufacturer
needs to provide, on request, compliance verification information for all requirements
referenced in the claims of compliance with all or a portion of this standard.
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A.2.1.3 Normative references

IEC 61131-2 lists some 28 normative references, including:
IEC 60068-2-1, Environmental testing - Part 2: Tests. Tests A: Cold

IEC 60364-4-443, Electrical installations of buildings — Part 4: Protection for safety — Chapter
44: Protection against overvoltages — Section 443: Protection against overvoltages of
atmospheric origin or due to switching

IEC 60417-DB:20021, Graphical symbols for use on equipment
IEC 60529, Degrees of protection provided by enclosures (IP Code)

IEC 60664-1:1992, Insulation coordination for equipment within low-voltage systems — Part 1:
Principles, requirements and tests

IEC 60664-3:1992, Insulation coordination for equipment within low-voltage systems — Part 3:
Use of coatings to achieve insulation coordination of printed board assemblies

IEC 60695-2-1, Fire hazard testing — Part 2: Test methods — Section 1: Glow-wire test and
methods

IEC 60707, Flammability of solid non-metallic materials when exposed to flame sources — List
of test methods

IEC 60947, Low-voltage switchgear and controlgear

IEC 60950, Safety of information technology equipment, including electrical business
equipment

IEC 60947-5-1:1997, Low-voltage switchgear and controlgear — Part 5-1: Control circuit
devices and switching elements — Electromechanical control circuit devices

IEC 60947-7-1:2002, Low-voltage switchgear and controlgear — Part 7-1: Ancillary equipment
— Terminal blocks for copper conductors

IEC 60950-1:2001, Information technology equipment—Safety — Part 1: General requirements

IEC 61000-4-2:1995, Electromagnetic compatibility (EMC) — Part 4-2: Testing and measure-
ment techniques — Electrostatic discharge immunity test

IEC 61000-4-3:2002, Electromagnetic compatibility (EMC) — Part 4-3: Testing and measure-
ment techniques — Radiated radio-frequency electromagnetic field immunity test

IEC 61000-4-4:1995, Electromagnetic compatibility (EMC) — Part 4: Testing and measurement
techniques — Section 4: Electrical fast transient/burst immunity test

IEC 61000-4-5:1995, Electromagnetic compatibility (EMC) — Part 4-5: Testing and measure-
ment techniques — Surge immunity test

IEC 61000-4-6:1996, Electromagnetic compatibility (EMC) — Part 4-6: Testing and measure-
ment techniques — Immunity to conducted disturbances induced by radio-frequency fields

1 "DB" refers to the IEC on-line database.
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IEC 61000-4-8:1993, Electromagnetic compatibility (EMC) — Part 4-8: Testing and measure-
ment techniques — Power frequency magnetic field immunity test

IEC 61000-4-12:1995, Electromagnetic compatibility (EMC) — Part 4-12: Testing and measure-
ment techniques — Oscillatory waves immunity test

IEC 61010-1:2001, Safety requirements for electrical equipment for measurement, control,
and laboratory use — Part 1: General requirements

CISPR 11:1999, Industrial, scientific and medical (ISM) radio-frequency equipment -
electromagnetic disturbance characteristics — limits and methods of measurement

CISPR 16-1:1999, Specification for radio disturbance and immunity measuring apparatus and
methods. — Part 1: Radio disturbance and immunity measuring apparatus

CISPR 16-2:1999, Specification for radio disturbance and immunity measuring apparatus and
methods. — Part 2: Methods of measurement of disturbances and immunity

A.2.2 Terms and definitions
Some basic PLC equipment related definitions are listed in this Clause.

a) clearance
Shortest distance in air between two conductive parts.
b) creepage distance

shortest distance along the surface of the insulating material between two conductive
parts.

c) digital input types

O Type1 Digital Input
senses signal from mechanical contacts such as pushbuttons.

O Type 2 Digital Input
senses signals from solid state switching devices such as 2-wire proximity switches.
This class could also be used for type 1 or type 3 applications.

O Type 3 Digital Input
senses signals from solid state switching devices only.

d) earth, functional earth, protective earth

O Earth refers to part of the earth globe considered as conductive, the electrical potential
of which is conventionally taken as zero.

O Functional Earth is a conductor that is in electrical contact with earth for purposes of
interference immunity improvement.
O Protective Earth is a conductor in electrical contact with earth for purposes of safety.
e) Electro-Magnetic Compatibility (EMC)

The ability of an equipment or system to function satisfactorily in its electromagnetic
environment without introducing intolerable electromagnetic disturbances to anything in
that environment.

NOTE 1 According to IEV 161-01-07.

f) equipment class

Equipment classes, or Protection classes, designate the means by which electric shock
protection is maintained in normal use and single fault conditions:
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O Class | Equipment
are those with protection against electric shock which does not only rely on basic
insulation, but also include means by which accessible conductive parts cannot become
live in the event of a failure of the basic insulation.

O Class Il Equipment
are those with protection against electric shock which does not rely on basic insulation
only but also include additional safety precautions such as double insulation or
reinforced insulation.

O Class lll Equipment
are which protection against electric shock is provided by circuits supplied by Safety
Extra-Low Voltage (SELV, 30 Vr.m.s., 42,4 V peak or 60 V DC) and where voltages
generated do not exceed the limits for SELV.

g) functional earthing conductor

A conductor that is in electrical contact with earth or earth equal-potential, for example
those used for purposes of interference immunity improvement.

h) hazardous live

Capable of rendering an electric shock or electric burn in normal conditions or single fault
conditions.

i) hazardous voltage

Hazardous voltage is which under normal conditions exceeds either 30 V r.m.s., or 42,4 V
peak.

j) immunity (to a disturbance)
The ability of a device, equipment or system to perform without degradation in the
presence of an electromagnetic disturbance.
NOTE 2 Definition according to IEV 161-01-20.
NOTE 3 Immunity may also refer to no degradation of performance in the presence of vibration, humidity, etc.
k) insulation
NOTE 4 Insulation can be a solid, a liquid, a gas (e.g. air), or any combination. According to IEV 151-03-30.
O Basic Insulation

Insulation of hazardous live parts, which provides basic protection against electric
shock under fault free conditions.

NOTE 5 According to IEV 195-06-06 and IEV 195-06-01. This concept does not apply to insulation used
exclusively for functional purposes. Such insulation is referred to as functional insulation.

O Double Insulation
Insulation comprising both basic insulation and supplementary insulation.
Note 6 According to IEV 195-06-08.

O Reinforced Insulation

Insulation of hazardous live parts which provides a degree of protection against
electric shock equivalent to double insulation.

NOTE 7 According to IEV 195-06-09. Reinforced insulation may comprise several layers which cannot be
tested singly as basic or supplementary insulation.

O Supplementary Insulation
Independent insulation applied in addition to basic insulation, for fault protection.
NOTE 8 According to IEV 195-06-07.

) live part

A conductor or conductive part intended to be energized in normal use, including a neutral
conductor, but by convention not a PEN conductor or PEM conductor or PEL conductor.

NOTE 9 According to IEV 195-02-19. This concept does not necessarily imply a risk of electric shock.
(IEV 195-02-19).
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O PEN conductor

A conductor combining the functions of both a protective earthing conductor and a
neutral conductor. (IEV 195-02-12).

0 PEM conductor

A conductor combining the functions of a protective earthing conductor and a mid-point
conductor. (IEV 195-02-13).

O PEL conductor

A conductor combining the functions of both a protective earthing conductor and a line
conductor. (IEV 195-02-14).

m) normal condition

Condition in which all means for protection against hazards are intact, that is, a fault-free
condition.

n) normal use
Operation, including stand-by, according to the instructions for use or for the obvious
intended purpose.
NOTE 10 Normal service conditions are stated in IEC 61131-2.

o) operator

Person commanding and monitoring a machine or process through an HMI connected to
the PLC. The operator does not change the PLC hardware configuration, software or the
application program. A PLC is not intended for use by untrained personnel. The operator
is assumed to be aware of the general hazards in an industrial environment.

p) overvoltage category (of a circuit or within an electrical system)

A classification based on limiting (or controlling) the values of prospective transient
overvoltages occurring in a circuit (or within an electrical system having different nominal
voltages) and depending upon the means employed to influence the overvoltages.

NOTE 11 Equipment covered in IEC 61134-2 is intended for use in overvoltage category Il.

q) pollution degree (in the micro-environment)
For the purpose of evaluating clearances and creepage distances, three degrees of
pollution in the micro-environment are established.

NOTE 12 The conductivity of a polluted insulation is due to the deposition of foreign matter and moisture. The
minimum clearances given for pollution degrees 2 and 3 are based on experience rather than on fundamental
data.

O Pollution Degree 1
No pollution or only dry, non-conductive pollution occurs. The pollution has no
influence.

O Pollution Degree 2
Normally, only non-conductive pollution occurs. Occasionally, however, a temporary
conductivity caused by condensation must be expected.

O Pollution Degree 3
Conductive pollution occurs, or dry, non-conductive pollution occurs which becomes
conductive due to condensation, which is expected.

r) protective conductor
A conductor provided for purposes of safety, for example protection against electric shock.
NOTE 13 According to IEV 195-02-09.

s) Protective Extra-Low Voltage (PELV) circuit

An electrical circuit in which the voltage cannot exceed AC 30 V r.m.s., 42,4 V peak or DC
60 V under normal condition and under single fault conditions, excepting earth faults in
other circuits.

A PELV circuit is similar to an SELV circuit that is connected to protective earth.
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t) Safety Extra-Low Voltage Circuit (SELV circuit)

An electrical circuit in which the voltage cannot exceed AC 30 V r.m.s., 42,4 V peak or DC
60 V under normal and under single fault conditions, including earth faults in other circuits.

An SELV circuit is not connected to protective earth.
u) service personnel

The person changing or repairing the PLC hardware configuration or the application
program.

The service personnel may also install software updates provided by the manufacturer.
They are assumed to be trained in the programming and operation of the PLC equipment
and its use.

They are persons with the appropriate technical training and experience necessary to be
aware of hazards — in particular, electrical hazards — to which they are exposed in
performing a task and of measures to minimize danger to themselves or to other persons
or to the equipment.

v) type of test

The following ways of testing may be used by PLC manufacturers to evaluate and confirm
specified quality. IEC 61131-2 extensively specifies test methods and requirements. That
information is not presented in this Technical Report since the user is normally not
expected to delve into the details of the PLC manufacturing process.

O Routine Test
is applied to each individual catalogued device during or after its manufacturing
process to ascertain compliance with certain criteria.

O Type Test
is applied to one or several basic PLC systems or samples of catalogue devices
subjected to in order to ascertain compliance with required criteria.

O Withstand Type Test (Withstand Test)

Verifies that the application of more severe influencing quantities to the basic PLC
system does not impair its ability to assume its intended mission. During this test, the
basic PLC system is not energised.

A.2.3 Type tests to verify conformity

A Type Test is a conformity test on one or more items representative of the production.

Type tests are used to verify compliance of the PLC and the associated peripherals with the
requirements given in IEC 61131-2. This compliance verification also includes visual
inspection or/and measurement. In addition, routine tests are specified in I[EC 61131-2. A
routine test is a conformity test made on each individual item during or after manufacture.

The tests specified in IEC 61131-2 are qualification tests, and not tests related to the ways
PLCs are employed. According to the scope of IEC 61131-2, the compliance verification may
not cover the verification of the ability of the PLC system to satisfy the intended automated
system requirements. Where special tests (not covered by IEC 61131-2) are required, those
tests need to be agreed to between the manufacturer and the user.

Examples of Equipment Under Test (EUT) for noise immunity and EMC tests are shown in
Figure A.4 in which each subpart of the PLC system as shown may constitute an EUT
represented in Figure A.3 as EUT A, B, C, D, E and/or F. To exercise the different ports of
each EUT, the manufacturer may define subsystems and the different EUTs are tested in turn.
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Interfaces/Ports shown are meant to represent major/example links,
not all links. Most EUTs will have multiple interface/ports active during testing.

A
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power party and
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Figure A.4 — Type test EUT configuration

A.2.3.1 Withstand test conditions

A Withstand Test is a Type Test which verifies that the application of more severe influencing
quantities to the basic PLC system does not impair its ability to assume its intended mission.
In general, the manufacturer’'s catalogued module needs to be to tested alone during the
Withstand Test.

A.2.3.2 General conditions for tests

Tests are carried out under the general test conditions given in IEC 61131-2, unless otherwise
specified. No sequence is imposed for type tests, unless otherwise specified.

Table A.2 — General conditions for tests

Test conditions

Mains power supply Rated voltage and frequency
15°Cto 35°C
<75 %

86 kPa to 106 kPa (650 mm Hg to 800 mm Hg)

Temperature
Relative humidity
Barometric pressure

Output loads Outputs loaded to rated load

Pollution Pollution degree 2
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A.24 Normal service conditions and requirements

It is the user's responsibility to ensure that the equipment service conditions are not exceeded.
The PLC and PLC system is intended to be used in an industrial environment.

The user must ensure the installation conditions match the environmental conditions given in

IEC 61131-2.
A.2.41 Climatic conditions and requirements
A.2411 Operating ambient air temperature

The equipment needs to be suitable for the operating temperature ranges given by Table A.3.

Table A.3 — Operating ambient air temperature of PLC systems

Enclosed equipment Open equipment
(ventilated/non-ventilated)
Temperature range Type of Permanent Non-permanent Permanent
limit installation installation installation
Max. 40 °C 40 °C 55 °C
Min. 5°C 5°C 5°C
Average temperature over 24 h | Max. 35°C 35°C 50 °C
Notes 1 m away for non-ventilated. Temperature of
. . . incoming air
Temperature of incoming air for immediately below the
ventilated. equipment.

No forced external cooling is assumed. Open peripherals, which are intended to be
permanently installed as part of the PLC system, need to meet the operating temperature
range of the PLC.

A.2.4.1.2 Relative Humidity

The equipment needs to be suitable for a relative humidity level from 10 % to 95 %, non-
condensing.

A.2.413 Altitude

The equipment needs to be suitable for operation up to 2 000 m. No test required.

A.2.41.4 Pollution degree

Where not otherwise specified by the manufacturer, the equipment is designed for use in
Pollution Degree 2.

A.2.4.2 Mechanical service conditions and requirements

Vibration, shock and free fall conditions vary widely depending on the installation and
environment and are very difficult to specify.

The service conditions listed in IEC 61131-2 are indirectly defined by the following
requirements which apply to fixed equipment as well as to unpackaged portable and hand-
held equipment. Experience shows that equipment meeting these requirements is suitable for
industrial use on stationary installations.

Conditions are also prescribed for transportation and storage, including temperature, altitude,
free fall in manufacturer’s original packaging and other conditions.

Copyright International Electrotechnical Commission
Provided by IHS under license with IEC
No reproduction or networking permitted without license from IHS Not for Resale



- 34 - TR 61131-4 O IEC:2004(E)

A.2.4.3 Electrical service conditions and requirements

Electrical service conditions prescribed in IEC 61131-2 include: AC and DC mains power
supply, overvoltage category, control of transient overvoltages, transient overvoltages at the
point of connection to the mains power supply, non-periodic overvoltages.

The user needs to take the necessary steps to prevent damage to the PLC system (e.g. by
interposing a transformer) under overvoltage conditions, in particular the very damaging
nature of non-periodical overvoltage (spike) at the mains resulting from power interruption of
high-energy circuit/equipment.

When the service conditions are more severe than those given in IEC 61131-2, or other
adverse environmental conditions exist, (e.g. air pollution by dust, smoke, corrosive or
radioactive particles, vapours or salts, attack by fungi, insects or small animals), the
manufacturer should be consulted to determine suitability of the equipment or the steps to be
taken.

A.2.5 Functional requirements

A.2.51 Functional power supply and memory power back-up requirements
a) Rated value and operating range

Incoming power supplies to the PLC system and to the externally powered I/O modules
are specified as:

0 Rated DC voltages are: 24 V, 48 V and 125 V with tolerance (min./max.) of
—15 %/+20 %.

0O Rated AC r.m.s. voltages are: 24 V, 48 V, 100 V, 110 V, 120 V, 200 V, 230 V, 240 V,
and 400 V with voltage tolerance of =15 %/+10 %. The specified frequencies are 50 Hz
or 60 Hz. with tolerance (min./max.) of -6 %/+4 %.

O AC voltage is in terms of the total r.m.s. voltage values measured at the point of entry
to the equipment.

O Total r.m.s. content of true harmonics (integral multiple of nominal frequency) less than
10 times nominal frequency may reach 10 % of the total voltage. Harmonic and other
frequency content for higher frequencies may reach 2 % of the total voltage. However,
to provide constant comparative results, the equipment needs to be tested at the third
harmonic only (10 % at 0° and at 180° phase angle).

b) Memory power back-up

Power back-up for volatile memories needs to be capable of maintaining stored
information for at least 300 h under normal use, and 1 000 h at a temperature not greater
than 25 °C when the energy source is at rated capacity. (For power back-up needing
replacement, the rated capacity is the value used to designate the procedure and time
interval for replacement.)

The manufacturer is to specify storage time information relative to volatile memory if
different from stated durations.

It should be possible to change or refresh power back-up without loss of data in the
backed-up portions of memory. If a memory back-up battery is provided, a warning of “Low
Battery Voltage” needs to be provided.
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A.2.5.2 Digital inputs/outputs

‘Some digital I/O parameters are illustrated in Figure A.5.

‘Other types of outputs include: protected outputs, short-circuit-proof outputs, and non-
protected output fitted with an external protective device recommended by the manufacturer.
‘With protected outputs, the PLC system is specified to return to normal operation after re-
setting or replacement of the protective device alone.

Electromechanical relay outputs are to be capable of performing at least 0,3 million
operations at specified load.

Current sourcing digital output for direct current has rated value of 0,1 A to 2 A with maximum
range for state 1 of 0,12 A to 2,4 A.

Input

Common (Reference)

|
PS Output PS

CF\Pr?mon c |
eference -
( ) PLC-system Load
E Current sinking lE Current sourcing E
1 PLC Input PLC Output il
IEC 1032/04
Key:
C: Output.
Mechanical or static contact (e.g. dry relay contact, tria, transistor or equivalent).
E: Earthings.

The earths shown are optional.

Earthing is dependent on national regulations and/or application needs.
Z: Input.

Input impedance.
PS: External power supplies.

NOTE Some applications may use only one PS common to inputs, outputs and PLC system.

Figure A.5 — Digital I1/O parameters

A.2.5.3 Analogue 1/0s

Analogue input voltage signals are rated 10 V, (0 to 10) V and (1 to 5) V with input
impedance limit of 21 kQ, =1 kQ and =500 Q respectively. The rated current signals are (4 to
20) mA and (0 to 20) mA both with input impedance of <300 Q.

Analogue output voltage outputs are rated + 10 V, (0 to 10) V and (1 to 5) V with input
impedance limit of = 10 kQ, = 10 kQ and = 5 kQ respectively. The rated current outputs are
(4 to 20) mA and (0 to 20) mA both with input impedance of < 600 Q.
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A.2.5.4 Remote Input/Output Stations (RIOSs) requirements

RIOSs are part of the permanent PLC installation and are therefore to be tested accordingly.
In the case of loss of communication with the MPU application program, RIOSs are able to fix
the states of their outputs to specified values, within specified delays and without passing
through unspecified states and are capable of providing a fault indication signal. The MPU
system needs to provide the user's application program with relevant information on current
status of RIOSs.

A.2.5.5 Peripherals (PADTs, TEs, HMIs) requirements

Peripherals which are not a permanent part of the PLC system should not cause malfunction
of the system when making or breaking communication with an operating system.

Connectors for the peripherals need to be polarized to prevent improper connection, or the
PLC system needs to be so designed that no malfunction occurs if a connection is improper.

The system consisting of the peripheral and the PLC system needs to be designed to ensure
that the edited program executing in the PLC system is functionally identical to the edited
program displayed on the peripheral.

If on-line modification of the application program and/or the modes of operation of the PLC
system by a peripheral is possible (i.e. when the PLC system is in active control of a machine
or industrial process), then:

— The peripheral needs to automatically give clear warnings equivalent to "during on-line
modification, program display may differ from application program, control of the
machine/process may be interrupted during ... ms, etc.", as applicable.

— The peripheral needs to ask the operator "do you really want to carry out this action?" or
some similar words and execute the command only after a positive reply has been given
by the operator.

It has to be possible to upload the new application program to the manufacturer's supplied
data media and verify, on-line, that the record is functionally equivalent to it, and means need
to be provided to prevent unauthorized use of these functions (hardware or software).

A.2.5.6 PLC system self-tests and diagnostics requirements

The manufacturer needs to provide means of self-tests and diagnostics of the PLC system
operation. Such means are built-in services of the PLC system, and/or recommended ways to
implement the intended application.

The following need to be provided;

— a means for monitoring the user's application program (i.e. watchdog timer, etc.),
— a hardware or software means to check the memory integrity,

— a means to check the validity of the data exchanged between memory(ies), processing
unit(s) and 1/0 modules (such as an application loop-back test),

— a means to check that the power supply unit(s) does not exceed the current and voltage
limits allowed by the hardware design,

— a means to monitor the status of MPU.

The permanently installed PLC system needs to be capable of operating an alarm signal on
an alarm output. When the system is monitored as “functioning correctly”, this alarm output
shall be in a predetermined state; in the other case it shall go to the opposite state. The
manufacturer needs to specify the conditions of the "correct functioning state" and the self-
tests which are executed to drive this alarm output.
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RIOSs need to be capable of operating an alarm signal on an alarm output (for example,
through a digital output module) in the event of loss of power or loss of normal communication
with the MPU and go to a predetermined state.

A.2.5.7 Other requirements

Other requirements prescribed in IEC 61131-2 include: functional earthing, mounting
requirements, and general marking requirements.

For marking, functional earth terminals (i.e. used for non-safety purposes such as interference
immunity improvement) are marked with the following symbol:

A

A.2.6 Normal service and function type tests and verification
IEC 61131-2 prescribes the following tests and verifications:

— climatic tests, mechanical tests;
— shut-down test, start-up test;
- gradual shut-down/start-up test;
— verification of special functional requirements for power ports and memory back-up;

- special Immunity limits for power ports;

verification of functional mains power port (AC or DC);
- voltage range, ripple and frequency;
- external energy supply variation tests (immunity tests);
- supply voltage variation test;
- Improper power supply connection tests;
- reverse of DC power supply polarity test (withstand test);
- improper voltage level and/or frequency test;
— verification of memory back-up requirements;
— verification of input/output requirements;
— verification of digital inputs;
— operating range test;
— reversal of signal polarity test (withstand test);
— verification of digital outputs, including:
- operating range test,
- test of protected not-protected,
- short-circuit proof outputs, and
- reversal of signal polarity;
— verification of analogue 1/Os, including:
- operating range test,
- analogue input overload withstand test,
- short-circuit test (voltage output), and
- open-circuit test (current output);

NOTE No physical damage or abnormal phenomenon should be detected. Functional verification is
performed after the tests, voltage supply variation test and reversal of signal polarity test (withstand test).
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— verification of remote I/O station, including:
- response time test;
- loss of communication test;
— verification of peripherals (PADTs, TEs, HMIs) requirements;
— verification of PLC system self-tests and diagnostics;
— verification of markings and manufacturer’s documentation.

A.2.7 Equipment information to be provided by the manufacturer
A.2.71 Information on type and content of documentation
A.2.711 Information on catalogues and datasheets

These documents need to contain the description and the specifications of the PLC system
and its associated peripherals. Additionally, they need to contain any other relevant
information to aid in understanding the application and use of these products including
functional characteristics, equipment configuration rules, normal service conditions, physical
dimensions and weights, and list compliance with standards and certifications.

A.2.7.1.2 Information on user's manuals

These documents include the necessary information for the proper installation, wiring,
troubleshooting, user programming and commissioning of the PLC system by the user. They
are to include as a minimum:

installation and commissioning instructions;

programming and troubleshooting instructions;

maintenance and service requirements, and

accessory and spare parts lists (e.g. fuses).

A.2.7.1.3 Information on technical documentation

The manufacturer may optionally provide a set of documents which contain more information
than those given in the users manual such as: schematic diagrams, internal or external data
protocols, bus assignments, physical dimension characteristics, energy available, firmware,
internal test programs or repair procedures, etc.

A.2.7.2 Information on compliance with this standard

The manufacturer needs to provide information on compliance with IEC 61131-2, which can
be claimed on two levels:

a) full compliance with all of the requirements contained in all clauses of the standard, such
as indicated by reference to IEC 61131-2 without qualification;

b) compliance with a portion of the standard where documentation identifies the specific
clauses of the standard with which the product has been determined to comply.

A.2.7.3 Information on reliability

If the manufacturer provides values of the Mean Time Between Failures (MTBF) of any
subassembly or module, and of the type-test configuration (s) (PLC system (s)) under normal
service conditions the manufacturer also needs to explain the method used to determine it.

A.2.7.4 Information on other conditions

The user is to reach agreement with the manufacturer for any mechanical conditions that are
not specified in IEC 61131-2.
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A.2.7.5 Information on shipping and storage

The manufacturer provides shipping and storing instructions.

A.2.7.6 Information on AC and DC power supply

The manufacturer is to provide the following information:

data to allow selection of a suitable power distribution network to provide specified voltage
at each power utilization point. This information includes peak inrush (at cold start and
warm restart), repetitive peak and steady-state r.m.s. input currents under full load
conditions;

external terminal identification for power supply interfaces;
typical example(s) for power supply system(s);

special supply installation requirements, if any, for PLC systems energized through
multiple power supplies or supply voltages and frequencies not included in IEC 61131-2;

the effect of the following incorrect connections of power to the supply(ies): reverse
polarity, improper voltage level and/or frequency and improper lead connection;

complete information on PLC system behaviour for typical power up/down sequences;

data to allow evaluation of the maximum values of interruption time which do not affect the
normal operation of any PLC system configuration; PS class (PS-1 or PS-2) of DC
supplied devices;

memory back-up time with respect to temperature and maintenance requirements;

recommended time interval between replacement of energy sources, if applicable, and
recommended procedure and subsequent effects on the PLC system;

peak inrush current (at cold start and warm restart) or recommended fuse size and
blowing characteristics.

A.2.7.7 Information on digital inputs (current sinking)

The manufacturer is to provide the following information:

volt-ampere curve over the full-operating range, with tolerances or equivalent;
digital input delay time for 0 to 1 and 1 to O transitions;

existence of common points between channels;

effect of incorrect input terminal connection;

isolation potentials between channel and other circuits (including ground) and between
channels under normal operation;

type of input (Type 1, Type 2 or Type 3);

monitoring point and binary state of visual indicator;

effects when withdrawing/inserting input module under power;

additional external load when interconnecting inputs and outputs, if needed;

explanation of signal evaluation (for example static/dynamic evaluation, interrupt release,
etc.);

recommended cable and cord lengths depending on cable type and electromagnetic
compatibility;

terminal arrangements;
typical example(s) of external connections.
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A.2.7.8 Information on digital outputs for alternating currents (current sourcing)

The manufacturer is to provide the following information with respect to digital outputs for AC
operation:

— type of protection (i.e. protected, short-circuit proof, not-protected output) and:

- for protected outputs: operating characteristics beyond 1,1 rated current including the
current(s) level(s) at which the protecting device energizes, the current behaviour
beyond, and the time(s) involved;

- for short-circuit proof outputs: information for replacement or resetting the protective
device as required,;

- for not-protected outputs: specification for protective device to be provided by the user,
as required;

— output delay time for state 0 to state 1 and state 1 to state 0 transitions;

— commutation characteristics and turn-on voltage with respect to zero voltage crossing;
— existence of common points between channels;

— terminal arrangements;

— typical example(s) of external connections;

— number and type of outputs (e.g. NO/NC contacts, solid state, individually isolated
channels, etc.);

— for electromechanical relays, the rated current and voltage complying with IEC 61131-2;
— output ratings for the other loads such as incandescent lamps;
— total output current for multi-channel modules;

— characteristics of suppresser networks incorporated into the output circuit against
voltage peaks due to inductive kickback;

— type of external protective networks, if required;
— effects of incorrect output terminal connection;

— isolation potentials between channel and other circuits (including ground) and between
channels under normal operation;

— monitoring points of visual indicators in the channel (e.g. MPU side/load side);
— recommended procedures for changing output modules;

— output behaviour during interruptions of MPU control, voltage drops and interruptions and
power up/down sequences;

— type of operation (i.e. latching/non-latching type);
— effects of multiple overloads on isolated multi-channel modules.

A.2.7.9 Information on digital outputs for direct current (current sourcing)

The information to be provided by the manufacturer for digital outputs for DC is the same as
for digital outputs for AC. However, the specification of commutation for zero voltage crossing
does not apply, and with regard to electromechanical relay outputs.
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A.2.7.10

—41 -

Information on analogue inputs

Besides the type and standard range, the manufacturer is to provide the following information:

a)

Information on analogue inputs - static characteristics

Static characteristics

Units and examples

1)

2)

3)
4)
5)
6)
7)
8)
9)
10)
11)

Input impedance in signal range (manufacturer should specify if this is in
the ON or OFF state)

Analogue input error:

— Maximum error at 25 °C

— Temperature coefficient

Maximum error over full temperature range

Digital resolution

Data format returned of the application program
Value of a LSB (least significant bit)

Maximum permanent allowed overload (no damage)
Digital output reading under overload condition
Type of input

Common mode characteristics (DC, AC 50 Hz, AC 60 Hz) if applicable
For other inputs (thermocouples, RTD, etc):

— Type(s) sensor(s)

— Measurement range(s)

— Linearisation method

I+

% of full scale
% of full scale/K

+ % of full scale

I+

+

Number of bits

Binary, BCD, etc

mV, mA

V, mA

e.g. flag

e.g. differential
CMRR-dB, CMV-V

J, K, T, etc.: Pt, 100, etc.
Min. °C to Max. °C
Internal or user-provided

b)

Information on analogue inputs - dynamic characteristics

Dynamic Characteristics

Units and examples

Sample duration time (including setting time)
Sample repetition time

Input filter characteristics:

— Order

— Transition frequency

Maximum temporary deviation during each specified electrical interference
test

ms
ms
First, second, etc.
Hz

+ % of full scale

c)

Information on analogue inputs general characteristics

General characteristics

Units and examples

w N =
—_— — — ~—

N

Conversion method
Operating modes
Type of protection

Isolation potentials under normal operation between channel and other
circuits (including ground), between channels, power supply(ies) and
interface(s)

External power supply data, if required
Common points between channel if any

Type, length of cable, installation rules recommended to provide
interference immunity

Calibration or verification to maintain rated accuracy
Terminal arrangements

Typical example(s) of external connections

Effect of incorrect input terminal connection

Dual slope, S.A, etc.

Trig, self-scan, etc.

RC, opto-isolator, MOVs, etc..
\Y,

Technical data

Twisted pair, 50 m max.

Months, years
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d) Information on analogue inputs - miscellaneous characteristics

Miscellaneous characteristics Units and examples

-

Monotonicity with no missing codes Yes, no

Crosstalk between channels at DC, AC 50 Hz and AC 60 Hz dB

w N

% of full scale

N

Repeatability at fixed temperature after specified stabilization time % of full scale

)
)
) Non-linearity
)
)

(¢}]

Life time of electromagnetic relay multiplexers, if applicable Number of cycles, of hours

A.2.7.11 Information on analogue outputs
Besides the type and standard range, the manufacturer is to provide the following information:

a) Information on analogue outputs - static characteristics

Static characteristics Units and examples

1) Output impedance in signal range (manufacturer should specify if this is in | Q
the ON or OFF state)

2) Analogue output error: -
— Maximum error at 25 °C

I+

% of full scale (which scale)

— Temperature coefficient % of full scale/K

I+

3) Maximum error over full temperature range + % of full scale(which scale)
4) Digital resolution Number of bits

5) Data format returned of the application program Binary, BCD, etc

6) Value of a LSB (Least Significant Bit) mV, mA

b) Information on analogue outputs - dynamic characteristics

Dynamic Characteristics Units and examples

1) Settling time for full range change ms
2) Overshoot % of full scale

3) Maximum temporary deviation during each specified electrical interference |+ % of full scale
test

c) Information on analog outputs - general characteristics

General characteristics Units and examples

1) Type of protection Opto-isolator, etc.

2) Isolation potentials between channel and other circuits (including ground) |V

and between channels under normal operation -
3) External power supply data, if required Technical data

4) For current outputs with external supply, the maximum and minimum \%
voltage drop across the output terminals in the full output range -

5) Type, length of cable, installation rules recommended to provide Twisted pair, 50 m max.
interference immunity -

6) Calibration or verification to maintain rated accuracy Month, years

7) Terminal arrangements -

8) Common points between channels if any -

9) Allowed type(s) of loads Floating, grounded
10) Maximum capacitive load (for voltage outputs) pF

11) Maximum inductive load (for current outputs) mH

12) Typical example(s) of external connections -

13) Output response at power up and power down -

14) Effect of incorrect output terminal connection -
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d) Information on analogue outputs - miscellaneous characteristics

Miscellaneous characteristics Units and examples
1)  Monotonicity Yes, no
2) Crosstalk between channels at DC, AC 50 Hz and AC 60 Hz dB
3) Non-linearity % of full scale
4) Repeatability at fixed temperature after specified stabilization time % of full scale
5) Output ripple % of full scale

A.2.7.12 Information on communication interfaces

If the manufacturer provides communication interfaces to other than his own equipment, he
needs to provide the necessary information for correct operation. This may be achieved by
referencing a specific standard or specification together with details of any options such as
baud rate, type of cable to be used, etc.

A.2.7.13 Information on main processing unit(s) and memory(ies) of the PLC system

The following information is to be provided by the manufacturer for main processing unit(s)
and memory(ies):

—_

organization, capacity of program memory;

N

)

) organization, capacity of data memory and number of bits per word;
) memory type(s) (i.e. CMOS-EPROM, etc.) available;
)
)

A W

memory back-up functionality and service requirements if any;

a

data, constraints and procedures to determine a desired configuration (racks, cables, bus
expanders, power supply unit, maximum number of 1/Os per type, maximum number of
I/0O modules, etc.);

6) description of the programming languages supported by the PLC system (combination of
the PADT and the main processing unit(s);

7) to what extent the languages defined in IEC 61131-3 are supported, including the
differences if any (objects, instructions, semantic and syntactic rules, etc.);

8) calculation methods to determine every memory utilization (user's application program
and data, firmware program and data where applicable) and average values of every
relevant time (scan time(s), system response time(s), transfer time(s), execution time(s));

9) mechanisms in which 1/Os are processed (i.e. use of I/O image registers periodically
refreshed by the system, immediate "get/put" type instructions, interrupt and event-driven
programs, etc.) and their effect on the following subjects:

- system response time(s);
- restart capabilities (i.e. cold, warm, hot restart);
- detailed times for inputs, outputs, processing, etc.;

- effect of non-permanently installed peripherals on every relevant time (see item 8
above) when they are plugged/unplugged, connected/disconnected to their PLC
system interface;

- PLC system status information concerning cold, warm and hot restart if applicable.
Description and usage of programmable timers usable to determine the process-
dependent difference between warm and hot restart;

- self-test and diagnostic functions implemented.
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A.2.7.14 Information on Remote Input/Output Stations (RIOS)

The manufacturer is to provide the following information:

specifications for the selection of adequate cables and other devices needed for the
communication link;

specifications for proper installation of the whole system (including proper selection of
energy source(s));

type of /O communication network (point to point, star, multi-drop, ring, etc.)

principles, procedures and transmission speeds used on the communication link and their
capability to transfer data from and to the RIOSs with respect to error coding/detection
and to the delays of transmission in the best, most likely and worst cases;

effect on transfer time(s) introduced to provide remote input information and RIOSs status
to the user's application program and to transmit its logical decisions to remote outputs;

specified values and delays;

configuration related data: maximum number of RIOSs in one single PLC system
configuration, min/max size of each;

which I/O modules of the total 1/0 system may not be used in RIOSs and/or which of their
functions are altered if any;

type, architecture and characteristics of redundancy if provided;
modems/repeaters if applicable. Maximum distance with or without repeaters;
terminating devices if required;

physical characteristics of the communication interface including isolation characteristics,
maximum acceptable common mode voltage, built-in short-circuit protections, etc.;

type of standard link interface (i.e. RS 232, RS 422, RS 485, RS 511, etc.);
functional and safety earthing specifications;

procedures for making/breaking logical and physical connection of a RIOS to a PLC
system (e.g. "on line").

A.2.7.15 Information on peripherals (PADTs, TEs, HMIs)

The manufacturer is to provide the following information through convenient documentation
and marking:

clear warnings and precautions to be observed when using functions enabling alteration of
control conditions such as PLC system status modification, changing of data or programs
in the memory, forcing input or output signal, etc.;

usability of peripherals at RIOSs;

service conditions for peripherals which are intended for use in an environment less
severe than stated under normal conditions (such peripherals may need to be remotely
connected to the rest of the PLC system through communication lines);

specifications for the selection of adequate cables and other devices needed for the
communication link;

specifications for proper installation of the whole system (including proper selection of
energy source(s));

type of communication network (point to point, star, multi-drop, ring, etc.);

principles, procedures and transmission speeds used on the communication link and their
capability to transfer data from and to the RIOSs with respect to error coding/detection
and to the delays of transmission in the best, most likely and worst cases;

terminating devices if required;

physical characteristics of the communication interface including isolation characteristics,
maximum acceptable common mode voltage, built-in short-circuit protections, etc.;
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— type of standard link interface (i.e. RS 232, RS 422, RS 485, etc.);
— functional and safety earthing specifications.

A.2.7.16 Information on self-tests and diagnostics

The manufacturer is to provide the following information through convenient documentation
and marking:

— description of tests and diagnostics which are implemented and when they are executed
(i.e. permanently, periodically, upon user's application program request, during start-up
procedure, etc.);

— correct functioning state and driving conditions of the alarm output(s).

A.2.8 Electromagnetic compatibility (EMC) requirements

A.2.8.1 General

The requirements of IEC 61131-2 are intended to characterize the EMC performance of the
PLC system equipment and are the responsibility of the manufacturer. The user, advised by
the manufacturer, is responsible for the electromagnetic compatibility of the product as
installed.

Since the PLC system is only one component of the overall automated system, this standard
does not deal with the EMC compatibility of the overall automated system.

If an optional EMC enclosure (e.g. cabinet) or other protection device (e.g. filter) is specified
by the manufacturer it needs to be included as part of the Equipment Under Test (EUT).

The EMC enclosure port is the physical boundary of the PLC system through which
electromagnetic fields may radiate or impinge.

A.2.8.2 Emission requirements

For emissions, the objective of the requirements, given in Table A.4, is to ensure protection of
the radio frequency spectrum.

Since the PLC system is not connected to the public mains, there is no requirement up to
150 kHz. Emission limits in the high frequency range are shown in Table A.4.

Table A.4 — Emission limits

Basic

Port

Frequency range

Severity level
(normative)

Severity level
(optional)

standard

(radiated)

Enclosure port

(30 to 230) MHz

(230 to 1 000) MHz

Measured at 10 m
distance

40 dB (pV/m) quasi-peak
47 dB (pV/m) quasi-peak

Measured at 30 m
distance

30 dB (pnV/m) quasi-peak
37 dB (pV/m) quasi-peak

CISPR 11 Class A,
Group 1

(conducted)

AC power port

(0,15 to 0,5) MHz

(0,5 to 30) MHz

79 dB (pV) quasi-peak
66 dB (pV) average
73 dB (pV) quasi-peak
60 dB (pV) average

CISPR 11 Class A,
Group 1

NOTE Emission limits at frequencies above 1 000 MHz are under consideration.
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A.2.8.3 EMC immunity requirements
A.2.8.3.1 General

If a product is to be used in multiple zones, then it needs to be designed and tested to the
most severe combination of requirements for its intended immunity zones. PLC’s are designed
for Zone B (which encompasses Zone A), unless otherwise indicated by manufacturer’s
information. Immunity zones are illustrated in Figure A.6 and further described in Table A.8.
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IEC 1033/04

Zone C: Factory mains (isolated from public mains by dedicated transformer), primary surge protection and
severe interference coupling.

Zone B: Dedicated power distribution, secondary surge protection and typical industrial interference coupling.
Zone B is the most typical industrial environment.

Zone A: Local power distribution, 1/0 impedance limiting and low interference coupling.

Figure A.6 — Immunity zones

Figure A.6 is meant to describe the EMC and interference coupling mechanisms in a factory
environment. Zone separation is determined by power distribution and I/O wiring. Dotted lines
are not meant to indicate physical separation of segregation. The letters (F, K, C, D, etc.)
correspond to those referred to in Figure A.3.
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A.2.8.3.2 Performance criteria

See Table A.5.

Table A.5 — Criteria to prove the performance of a PLC-system against EMC
disturbances

Performance criterion

Operation
Criterion During test After test

| The PLC system should continue to operate as The PLC system should continue to operate as
intended. No loss of function or performance, intended.
according to PFVPs.

I Degradation of performance accepted, e.g. The PLC system should continue to operate as
analogue values can vary within manufacturer- intended. Temporary degradation of performance
specified limits, but no change of operating must be self recoverable.
mode and no irreversible loss of stored data,
according to PFVPs.

Il Loss of functions accepted, but no destruction The PLC system should continue to operate as
of hardware or software (program or data). intended automatically, after manual restart or

power OFF/power ON.

A.2.8.3.3 General radiated immunity limits

Radiated and conducted immunity limits in Zones A and B are detailed in IEC 61131-2 based
on IEC 61000-4.

A.2.8.3.4 Voltage drops and interruptions power ports

For longer interruptions of the supply(ies), the PLC system needs to be either maintain normal

operation or go to a predefined state and have a clearly specified behaviour until normal
operation is resumed.

Table A.6 — Voltage drops and interruptions

(5) (3),(4) Maximum Time interval Low voltage
Interruption between drops
Time
DC supply Severity level PS1 1 ms >1s Any voltage under
lower operational
Severity level PS2 10 ms >1s limit Ueiin (2)
AC supply 0,5 period (1) >1s

Any arbitrary phase angle.

Voltage interruptions are from Ue min.

U. min is the rated voltage at tolerance minimum.

PS1 applies to PLC systems supplied by battery.

PS2 applies to PLC systems energized from rectified AC supplies and/or long DC lines.

The requirements of Table A.6 apply to the mains power interface/port in Figure A.3 for short
disturbances of the power supply to the PLC system, including RIOS.
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3A.2.9 Electromagnetic compatibility (EMC) type tests and verification
The following tests and verifications are detailed in IEC 61131-2:

— EMC related tests;

— test environment;

— measurement of radiated interference;

— measurement of conducted interference;

— electrostatic discharge;

— radio frequency electromagnetic field — amplitude modulated;
— power frequency magnetic fields;

— fast transient bursts;

— high energy surge immunity;

— conducted radio frequency interference immunity;

— damped oscillatory wave immunity (for Zone C only);

— voltage drop and interruptions immunity — power port type test and verification.

A.2.10 EMC information to be provided by the manufacturer

Information to be made available can be in other than printed form.

General rules of installation are as noted in IEC 61131-4. Specific installation information
needs to be provided by the manufacturer.

The manufacturer needs to state if its devices are intended to be used under normal service
conditions or in a less severe environment (e.g. office environment). If the PLC is intended for
other than Zone B (which encompasses Zone A), the manufacturer needs to state the
intended zone.

The Test Report needs to describe all the tests, the rationale for the selection of the typical
(representative) configuration of the EUT and the test results. The EUT software during the
test is to be documented.

A.2.11 Safety requirements

The PLC safety clauses in IEC 61131-2 has two main subjects: protection against electrical
shock and protection against the spread of fire. IEC 61131-2 specifies the design, material
and testing methods to meet the safety requirements.

A.2.11.1 Protection against electrical shock

Protection against electric shock of the PLC system is maintained in normal and single fault
conditions. Accessible parts of equipment should not be, or become, hazardous live.

Protection is provided by compliance with dielectric strength, operator accessibility, normal
condition, single fault and clearance and creepage requirements in IEC 61131-2.

A.2.11.11 Permissible limits for accessible parts

To ensure that accessible parts are not hazardous live, the voltage, current, charge or energy
between an accessible part and reference test earth, or between any two accessible parts on
the same piece of equipment within a distance of 1,8 m (over a surface or through air) are
specified in IEC 61131-2.

Copyright International Electrotechnical Commission
Provided by IHS under license with IEC
No reproduction or networking permitted without license from IHS Not for Resale



TR 61131-4 O IEC:2004(E) - 49 -

a) Values in normal conditions

Hazardous live conditions are voltage values above AC 30 V r.m.s. and 42,4 V peak or DC
60 V.

b) Value in single-fault conditions

In single fault conditions, voltage values above AC 50 V r.m.s. and 70 V peak or DC 20 V
are deemed hazardous live.

A.2.11.1.2 Open PLC system equipment

Open PLC system equipment is equipment that may have live electrical parts accessible, e.g.
a main processing unit. Protection against electric shock needs to be provided for those
interfaces that are so classified in A.2.11.1.5. Open equipment is to be incorporated into other
assemblies manufactured to provide safety.

A.2.11.1.3 Enclosed PLC system equipment

Enclosed PLC system equipment is equipment which is enclosed on all sides, with the
possible exception of its mounting surface, to prevent personnel from accidentally touching
live or moving parts contained therein, to protect the equipment against ingress of 12,5 mm
diameter and greater solid foreign bodies, and meeting requirements of mechanical strength,
flammability, and stability (where applicable). Protection degree must be =IP20 as per
IEC 60529.

Protection against electric shock needs to be provided for those interfaces that are classified
as in A.2.11.1.5. Each entity of an enclosed PLC system needs to comply with the
requirements of Equipment Classes I, Il or lll. The protection degree is =2IP20. The protective
earthing conductor is a part of a flexible cord set.

A.2.11.1.4 Dielectric strength type test

The dielectric withstand type test is detailed in IEC 61131-2 between all parts and circuits
where basic, reinforced or double insulation are specified for protection against electric shock.

A.211.1.5 Operator accessibility

Table A.7 defines ports of a PLC system requiring protection against shock. Under special
circumstances, some ports of either open or enclosed equipment may or may not be
considered operator accessible. This is to be agreed upon between the manufacturer and
the user.
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Table A.7 — Shock protection requirements for open and enclosed equipment

Protection required

Port Open equipment Enclosed
equipment
Al — Communication interface/port for local 1O extension rack No Yes
Ar — Communication interface/port for remote 10 station No Yes
Be — Open communication interface/port also open to third party Yes Yes
devices ( e.g. personal computer used for programming instead of a
PADT)
Bi — Internal communication interface/port for peripherals No No
C — Interface/port for digital and analogue input signals No Yes
D - Interface/port for digital and analogue output signals No Yes
E — Serial or parallel communication interfaces/ports for data Yes Yes
communication with third party devices
F — Mains power interface/port No Yes
G - Interface/port for protective earthing No Yes
H — Interface/port for functional earthing No Yes
J — 1/0 power interface/port used to power sensors and actuators. No Yes
K — Auxiliary power output interface/port No Yes

A.2.11.1.6 Protection in normal condition

Operator accessible parts need to be prevented from becoming hazardous live under normal
conditions by one or more means of basic insulation, enclosures or barriers, and/or protective
impedance.

A.211.1.7 Protection in single fault condition

Additional protection needs to be provided to ensure that operator accessible conductive parts
are prevented from becoming hazardous live when a single fault occurs. This additional
protection needs to be provided by means of protective earthing and bonding, supplementary
insulation and/or protective impedance.

A single fault is considered to occur when a single component providing protection is unable
to continue providing that protection. Requirements on fault tests are detailed in IEC 61131-2,
including the following.

a) Protective Earthing and Bonding

Operator accessible conductive parts are to be bonded to the protective conductor
terminal if they could become hazardous live in case of a single fault of the primary
protective means specified in IEC 61131-2. Alternatively, such accessible parts are
separated from parts that are hazardous live by a conductive protective screen or barrier
bonded to the protective conductor terminal.

Operator accessible conductive parts need not be bonded to the protective earth terminal
if they are separated from all hazardous live parts by double insulation or reinforced
insulation.

b) Supplementary Insulation

Clearances and creepage distances are specified in IEC 61131-2. The requirements for
protection under single fault conditions are satisfied with double or reinforced insulation.
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c) Protective Impedance

The protective impedance needs to limit the voltage from becoming hazardous live under
normal or single fault conditions on operator accessible parts or to values for SELV. The
use of a single component not liable to become defective in such a manner as to cause a
risk of hazard is allowed. Verification of these requirements is specified in IEC 61131-2.

A.2.11.2 Protection against the spread of fire

Protection against the spread of fire is to be evaluated between limited power circuits and
other circuits. There are no requirements for protection against the spread of fire within
limited power circuits.

If limited power circuits are not employed, all other requirements of IEC 61131-2 for the
protection against the spread of fire are to be met. Where breakdown of components is
involved, compliance is to be verified.

A.2.11.3 Limited power circuits

A limited power circuit is a circuit supplied by sources such as a battery or a transformer
winding where the open-circuit potential is not more than AC 30 V r.m.s. and 42,4 V peak or
DC 60 V, and the energy available to the circuit is limited according to one of the following
means:

the maximum output current and power are inherently limited and specified in IEC 61131-2;

— the maximum output current under all conditions and power are limited by impedance to
below the limits set in IEC 61131-2;

— an over-current protective device limits the maximum output current and power to below
the limits set by IEC 61131-2;

— a regulating network limits the maximum output current and power to those set by
IEC 61131-2;

— aregulating network limits the maximum output current and power as the result of any one
fault in the regulating network set by IEC 61131-2.

Where an over-current protective device is used, it needs to be a fuse or a non-adjustable
non-self-resetting device.

Conformity is checked by measuring the output voltage, the maximum output current and the
maximum available output power.

A.2.11.4 Clearance and creepage distances requirements

Creepage values are primarily directed at accommodating pollution concerns. Clearance
values are primarily directed at accommodating overvoltage concerns.

IEC 61131-2 specifies clearance and creepage distances, including:

a) Clearances relating to overvoltage Category Il:
O Field wiring terminal clearance.
O Clearance of other than field wiring terminals.
b) Clearance for micro-environment where voltages are known and controlled.
O Creepage distances for basic and supplementary insulation.
O Minimum creepage distances for printed circuits and other types of circuits.
c) Creepage distance requirements for recurring peak voltages.
d) Creepage distance for double/reinforced insulation.
e) Creepage for field-wiring terminals.
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A.2.11.5 Flame-retardant requirements for non-metallic materials

Requirements are specified in IEC 61131-2 for the following:
a) non-metallic enclosure material;
b) non-metallic material supporting live parts;
¢c) components, including:
0 non-metallic components;
O decorative and labelling materials;
O internal wiring or interconnection cables.

A.2.11.6 Temperature limits

Component temperature limits: components should not be operated beyond their rated
temperature limits or rated temperature rises. Easily touched parts: parts likely to be touched
by an operator in normal use or by service personnel should not exceed the temperature
limits of Table A.8.

Table A.8 — Temperature limits

Absolute maximum temperatures Access time Metallic Non-metallic Examples
Operator hand-held equipment Continuous 55 °C 70 °C Handheld terminals
Operator parts normally touched in Momentary 70 °C 85°C Push buttons on
operation cabinet
Parts accessible during servicing, Momentary 70 °C 85°C Key switches on PLC
normally touched in operation
Parts accessible during servicing, not | Momentary 100 °C (1) 100 °C (1) Heatsinks
normally touched in operation

Warning label is necessary if temperature exceeds level shown.

Field wiring terminals need to be monitored for the temperature during the temperature test.
This data is to be used in conjunction with the device’s rated ambient to determine the field
wiring insulation temperature rating.

A.2.11.7 Enclosures

Enclosures need to provide protection against the hazards of moving parts and contact with
live parts. Requirements for equipment enclosures are specified in IEC 61131-2, including:

a) Open equipment.

b) Enclosed equipment.

Enclosed equipment need to meet IP20 requirements as a minimum. This protection also
needs to be provided under all conditions of operator use.

O Shafts and knobs external to the enclosure does not need to be in contact with
hazardous live parts.

O Mechanical Strength of the enclosure needs to be such as to withstand rough handling
in normal use.

A.2.11.8 Field wiring terminals constructional requirements

Terminals need to be so designed that loose strands of wire should not reduce the required
clearance/creepage requirements and other requirements as per IEC 61131-2.
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A.2.11.9 Provisions for protective earthing

The requirements specified below do not apply to SELV circuits where protective earthing is
not required.

A.2.11.9.1 Protective earthing constructional requirements

The accessible parts of Class | equipment (e.g. chassis, framework and fixed metal parts of
metal enclosures) other than those which do not constitute a danger need to be electrically
interconnected and connected to a protective earth terminal for connection to an external
protective conductor. This requirement can be met by structural parts providing adequate
electrical continuity and applies whether the equipment is used on its own or incorporated in
an assembly.

Cords or cables that supply power to portable peripherals need to be provided with a
protective earthing conductor. Protective earthing conductor insulation, if provided, is to be
green with a yellow stripe.

NOTE In North America, the colour green is also acceptable.

Accessible isolated conductive parts are considered not to constitute a danger if they are so
located as to exclude any contact with live parts and withstand the dielectric test voltage
specified in IEC 61131-2 for reinforced insulation corresponding to the highest rated
operational voltage of the unit.

Class Il equipment may have an internal functional bonding conductor but may not be
provided with a protective earthing terminal or a protective earthing conductor in the mains
power input cord.

A.2.11.10 Protective earthing terminal

If the PLC system is provided with a protective earthing terminal (class | equipment), the
following requirements also apply in addition to the previous general connection specifications:

— The protective earthing terminal needs to be readily accessible and so placed that the
connection of the equipment to the protective earthing conductor is maintained when the
cover or any removable part is removed.

— Products which are intended for cord connected use (such as peripherals) need to be
provided with a protective earthing terminal integral to the plug cap, or socket (if
removable cord set).

— The protective earthing terminal needs to be of screw, stud or pressure type and needs to
be made of a suitable corrosion resistant material.

— The clamping means of protective earthing terminals need to be adequately locked against
accidental loosening and it should not be possible to loosen them without the aid of a tool.

— Protective earthing terminals and earthing contacts are not to be directly connected to the
neutral terminal within the PLC system. This does not prevent the connection of
appropriately rated devices (such as capacitors or surge suppression devices) between
the protective earthing terminal and neutral.

— The protective earthing terminal and subsequent protective equipment internal to the PLC
system need to comply with the test specified in IEC 61131-2.

The protective earthing terminal needs to have no other function.
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A.2.11.11 Wiring

IEC 61131-2 specifies wiring requirements applicable to all wiring provided by the
manufacturer for the internal and/or external wiring of the PLC system, including internal
wiring and interconnecting wiring. This Subclause does not apply to SELV/PELV circuits,
earthing or bonding conductors.

A.2.11.11.1 Internal wiring

Insulation on all internal wiring is to be rated for the voltage and temperature of use.

A.2.11.11.2 Interconnection wiring

Cables and cords provided for interconnection of equipment should comply with requirements
as for internal wiring.

A.2.11.11.3 Mains power input cord

The mains power input cord provided by the manufacturer should comply with the mains
power input cord requirements in IEC 61010-1.

The circuitry connected to a cord set (removable or fixed) needs to be so designed that there
is no risk of electric shock after 1 s when touching the pins of the plug and/or receptacle. Test
are to be conducted in accordance with specifications of IEC 61131-2.

A.2.11.12 Switching devices

Switching devices should be used within their ratings, as per IEC 60947-5-1, or equipment
utilizing them need to be subjected to the overload and endurance tests specified in
IEC 61131-2. The endurance test is not conducted on solid state output devices for general or
resistive use.

A.2.11.13 Components

Components should comply with the applicable safety requirements of the relevant |IEC
product standard(s) or have been approved by a recognized testing authority for conformity
with applicable safety requirements and need not be re-tested.

NOTE Components are parts of PLC system units; e.g., capacitors, resistors, printed circuit boards, relays,
transformers, switches.

A.2.11.14 Battery requirements

Battery cases or compartments need to be designed to protect against accumulation of
flammable gases or damage from spilling of corrosive liquid as applicable.

Rechargeable and non-rechargeable batteries, if used in the PLC, need to be provided with
suitable protection, internal or external to the battery cell, so as to minimize the risk of battery
explosion. Parameters to be considered in the design should include temperature,
possibility/prevention of reverse current flow, limited discharge, etc.

Means need to be provided to prevent charging and to limit the discharge current of non-
rechargeable batteries in both normal and single fault conditions.

A.2.11.15 Maximum voltage and minimum voltage

The equipment should operate as intended without an increased risk of fire or electric shock
when subjected to maximum voltage or minimum voltage conditions. This requirement needs
to be verified as per IEC 61131-2.
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A.2.11.16 Markings and identification

Markings as indicated below need to be visible from the exterior of enclosed equipment, or be
visible after removing a cover or opening a door without the aid of a tool, if the cover or door
is intended to be removed or opened by an operator. For open equipment, markings are
permitted to be on any surface that becomes visible after removal of the equipment from the
rack or panel.

For all equipment, as a minimum, the information marked on the device need to identify the
manufacturer (the company bringing the product to market) and the device. The remaining
information needs to be provided in the data sheet, supplied with the device.

The following information needs to be provided by the manufacturer:

— manufacturer’s name, trademark or other identification;

— model/catalogue number, type designation or name;

— hardware serial number or series and/or revision level, and date code or equivalent;
— information on replaceable fuses, including current, voltage and type;

— live parts and protective earth terminals markings as required.

A.2.11.16.1 External wiring terminals identification

External wiring terminals need to be marked to indicate the proper connections for the power
supply, load, control circuit, and the like, or a wiring diagram coded to the terminal marking
needs to be provided. A marking or manufacturers installation instructions need to be
provided to identify the temperature rating of field wiring to be connected to the wiring
terminals.

A.2.11.16.2 Live parts

A live part exceeding SELV limits and likely to be mistaken as dead-metal (non-energized
metal) and exposed to service personnel needs to be marked with the following “Dangerous
voltage” symbol:

NOTE Symbol according to IEC 60417- 5036 (DB:2002-10).
A.2.11.16.3 Protective earth terminals markings

The protective earth terminal markings need to be durable and clearly identifiable. The
identification needs to be achieved by the notation PE, or by a graphical symbol for use on
equipment or by the colour green-yellow.

NOTE Notation PE according to 5.3 of IEC 60445. In North America, the colour green only is also acceptable.

The graphical symbol for protective earth is:

D

NOTE Symbol according to IEC 60417- 5019-a (DB:2002-10).
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A.2.11.16.4 Equipment protected by double/reinforced insulation

Equipment protected throughout by double/reinforced insulation (Class Il) needs to be marked
with the following symbol unless it is provided with a protective terminal.

Equipment, which is only partially protected by double/reinforced insulation, should not bear
this symbol.

NOTE Symbol according to IEC 60417- 5172 (DB:2002-10).
A.2.11.16.5 Equipment supplied by SELV/PELV

Equipment intended to only be energized by a SELV or PELV source of supply needs to be so
marked on equipment and/or provided in product literature.

A.2.11.16.6 Rating information
Equipment needs to be marked with the following as applicable:

— rated voltage(s) or range of voltage in volts (V);
— rated frequency in Hertz (Hz);

— kind of supply system (AC, DC, AC/DC or the symbols 5032 (DB:2002-10), 5931
(DB:2002-10) or 5033 (DB:2002-10) from IEC 60417);

— number of phase conductors if more than one;

— rated current in Amperes (A); and/or

— rated input and/or output power in Watts (W) or Volt-Amperes (VA).

For open type equipment, the information needs to be marked on the equipment or in the
manual. This includes: requirements for safety type tests and verifications test and

verifications for safety in accordance with IEC 61131-2, and requirements for safety routine
tests and verifications safety routine tests or an equivalent verification method.

A.2.11.17 Requirement for dielectric strength verification

Protection against electric shock needs to be verified between non-SELV circuits and SELV
circuits, non-SELV circuits and accessible conductive parts, and isolated non-SELV circuits.
This verification needs to be performed by one of the following approaches:

— routine dielectric withstand testing of the product in accordance with IEC 61131-2;

— verification, during product development, that all of the relevant insulating materials and
creepage and clearance distances of the product and that all isolating components meet
one of the following:

— the component requirements of IEC 61131-2;
— 100 % dielectric withstand tested;

— verified by measurement to meet the required creepage and clearance distances.

A.2.11.18 Requirement for protective earthing verification

The manufacturer needs to verify protective earthing continuity between the protective
earthing interface/port and all operator accessible metal parts intended to be earthed, in
accordance with the test described in IEC 61131-2.
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A.2.11.19 Requirements for information on safety

Information on safety needs to be provided by the manufacturer in accordance with
IEC 61131-2.

A.2.11.20 Safety type tests and verifications

The safety related tests and verifications prescribed in IEC 61131-2 are mainly for the
manufacturer. These include the following:

A.2.11.21 Safety related mechanical tests and verifications
— impact withstand test;

— operator accessibility test;

— general examination of openings;

— wire flexibility test;

— temperature test;

— protective coating test;

— rigidity test;

— clearance and creepage verification;

— field-wiring terminals constructional verification.

A.2.11.22 Safety related electrical tests
— dielectric withstand verification test;

— protective earthing continuity test;

— stored energy injury risk test;

— overload test;

— endurance test.

A.2.11.23 Single-fault condition test
— breakdown of component test;

— protective impedance test;

— mains transformer test.

A.2.12 Safety routine tests
These tests include:

— dielectric withstand test;
— dielectric withstand verification test (routine dielectric withstand test);
— protective earthing test.

A.2.13 Safety information to be provided by the manufacturer
The manufacturer's data are to include the following information as a minimum:
— Protective earthing requirements and recommendations concerning personnel safety

circuits.

— Requirements for the maintenance of protective devices, such as protective earthing
circuits, overcurrent protective devices, and batteries utilized for memory back-up, etc.
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— If the PLC system is provided as "open equipment", a suitable enclosure is required to
provide the necessary level of safety and environmental protection and guidelines for
mounting, spacing, and/or internal barriers or shields if needed for safety.

— Precautionary instructions, if removal of any module while the equipment is in operation
can affect safety related to electrical shock, fire hazard and electrical damage.

— A statement of the intended use of the PLC system relative to Overvoltage Category.

— Isolation potentials between channel and other circuits (including ground) and between
channels under normal conditions.

— Information to be made available can be in other than printed form.

In addition, the following information is to be provided:

A.2.13.1 Information on evaluation of enclosures for open equipment (power
dissipation)

The manufacturer's documents are to provide information to allow the evaluation of the power
dissipation of every PLC configuration, sub-assembly and module and provide information
regarding minimum spacing required to assure adequate cooling under normal service
conditions.

A.2.13.2 Information on mechanical terminal connection

The manufacturer is to provide the following information through convenient documentation
and/or marking:

a) Type, cross-sectional area and material of the conductors that may be connected to the

PLC system.

b) Recommendations for use of shielded cables, and how they are to be connected and
earthed.

A.2.14 lllustration of PLC system hardware definition

Figure A.7 illustrates the hardware in the PLC system as defined for the purposes of
IEC 61131-1 and IEC 61131-2.
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Main Remote Non-permanent Peripherals

processing input/output Eéarﬁ)nhaenrg?; Not on-line On-line
unit stations pluggable pluggable
Non-transportable
MPU RIOs Portable
Hand-held
Programmable controller < Peripherals >
<—Permanent installation —» §Non-permanent installation
«<— Programmable Controller System (PLC-system)—

IEC 1034/04

Figure A.7 — Programmable Controller System (PLC system)

Portable and hand-held peripherals have specific requirements and have to be distinguished
from permanently installed peripherals.

A.3 Overview of IEC 61131-3

A.3.1 Introduction

IEC 61131-3 specifies the basic PLC programming languages and the syntax and semantics.
IEC 61131-3 starts with the foundation of PLC programming languages, i.e. software model,
common elements data types, program organization units which culminate in the
specifications of the four common programming languages. IEC 61131-3 includes the
following clauses:

— Clause 1 contains the scope of IEC 61131-3, the normative references, the definitions of
terms used in IEC 61131-3and the normative requirements for compliant programs and
compliant programming systems.

— Clause 2 defines the language elements which are common for the standardised
languages. The common languages are given elements in textual and graphical
representation.
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— Clause 3 and 4 defines the various standard languages. Two textual languages
"Instruction List" and "Structured Text" and two graphical languages "Ladder Diagram" and
"Function Block Diagram" are normative.

Sequential Function Chart (SFC) elements are defined for structuring the internal organization
of programmable controller programs and function blocks. Also, configuration elements are
defined which support the installation of programmable controller programs into
programmable controller systems.

In the annexes of IEC 61131-3, the formal specifications, keywords, examples, etc. are given.

A.3.2 General
A.3.21 Scope

IEC 61131-3 specifies syntax and semantics of programming languages for programmable
controllers as defined in IEC 61131-1.

A.3.2.2 Definitions

Some of the definitions listed in IEC 61131-3 are examples for use of PLC language terms in
IEC 61131-3:
a) action

Boolean variable, or a collection of operations to be performed, together with an
associated control structure.

b) action block

Graphical language element which utilizes a Boolean input variable to determine the value
of a Boolean output variable or the enabling condition for an action, according to a
predetermined control structure.

c) access path

The association of a symbolic name with a variable for the purpose of open
communication.

d) bistable function block

Function block with two stable states controlled by one or more inputs.
e) call

Language construct for invoking the execution of a function or function block.
f) configuration

Language element corresponding to a programmable controller system as defined in
IEC 61131-1.

g) declaration

The mechanism for establishing the definition of a language element. A declaration
normally involves attaching an identifier to the language element, and allocating attributes
such as data types and algorithms to it.

h) function (procedure)

Program organization unit which, when executed, yields exactly one data element and
possibly additional output variables (which may be multi-valued, for example, an array or
structure), and whose invocation can be used in textual languages as an operand in an
expression.
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i)

t)

function block (function block type)
PLC programming language element consisting of:
— the structure of data structure partitioned into input, output, and internal variables; and

— a set of operations to be performed upon the elements of the data structure when an
instance of the function block type is invoked.

function block diagram

Network in which the nodes are function block instances, graphically represented
functions (procedures), variables, literals, and labels.

global variable

Variable whose scope is global.

in-out variable

Variable that is declared in a VAR_|I N_OUT. . . END_VAR block.
instance

Individual, named copy of the data structure associated with a function block type or
program type, which persists from one invocation of the associated operations to the next.

instantiation
The creation of an instance.
invocation

The process of initiating the execution of the operations specified in a program
organization unit.

keyword
Lexical unit that characterises a language element, for example “IF”.
label

Language construction naming an instruction, network or group of networks, including an
identifier.

network
Arrangement of nodes and interconnecting branches.
pragma

Language construct for the inclusion of text in a program organization unit which may
affect the preparation of the program for execution.

resource

Language element corresponding to a “signal processing function” and its “man-machine
interface” and “sensor and actuator interface functions”, if any, as defined in IEC 61131-1.

semantics

The relationships between the symbolic elements of a programming language and their
meanings, interpretation and use.

step

Situation in which the behaviour of a program organization unit with respect to its inputs
and outputs follows a set of rules defined by the associated actions of the step.

task

Execution control element providing for periodic or triggered execution of a group of
associated program organization units.

transition

The condition whereby control passes from one or more predecessor steps to one or more
successor steps along a directed link.
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A.3.3 Software model

The basic high-level language elements and their interrelationships are illustrated in Figure
A.8. These consist of elements which are programmed using the languages defined in
IEC 61131-3, that is, programs and function blocks; and configuration elements, namely,
configurations, resources, tasks, global variables, access paths, and instance-specific
initialisations, which support the installation of programmable controller programs into
programmable controller systems.

CONFIGURATION
RESOURCE RESOURCE
TASK TASK TASK TASK
1 \ 1 1
1 AN \ 1 1
PROGRAM PROGRAM PROGRAM PROGRAM
N \ ]
:
GLOBAL and DIRECTLY REPRESENTED VARIABLES
and INSTANCE-SPECIFIC | INITIALIZATIONS
ACCESS PATHS

Communication function (See IEC 61131-5)

Execution control path

<@ B or —P» Variable access paths

Function block

1 Vvariable
IEC 2468/02
NOTE 1 This figure is illustrative only. The graphical representation is not normative.
NOTE 2 In a configuration with a single resource, the resource needs not be explicitly represented.

Figure A.8 — Software model

The mapping of the language elements defined in this Subclause onto communication objects
is defined in IEC 61131-5.

A.3.4 Communication between software elements

Values of variables can be communicated among software elements in the following ways:

a) directly by connection of the output of one program element to the input of another;

b) global variables (VAR_GLOBAL) can be used to pass variables between programs in the
same configuration;
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¢) using the communication function blocks defined in IEC 61131-5 between different parts of
a program, between programs in the same or different configurations, or between a
programmable controller program and a non-programmable controller system;

d) data can be made available by access paths (VAR_ACCESS) between programmable
controllers or non-programmable controller systems.

jA.3.5 Programming model
fThe elements of programmable controller programming languages are classified as follows:

Data types Variables
Program organization units
Functions
Function blocks
Programs
Sequential Function Chart (SFC) elements
Configuration elements
Global variables
Resources
Access paths
Tasks

Figure A.9 shows the combination of PLC program language elements.
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LIBRARY ELEMENTS PRODUCTIONS DERIVED ELEMENTS
1 .
DATA TYPES M Derived
Standard (See 2.3.1,2.3.2) B Declaration (See2.3.3) — data
Derived
types
2 .
FUNCTIONS @) Declaration (See 2.5.1.3) Derived
Standard (See 2.5.1.5) |—— = IL. ST. LD. FBD —— functions
Derived " OTHERS
FUNCTION BLOCKS (3) Declaration (See 2.5.2.2) .
IL, ST, LD, FBD Derived
Standard _(See 2.5.2.3) SFC elements (See 2.6) - function
Derived OTHERS : blocks
. (4)
Declaration (See 2.5.3)
IL, ST, LD, FBD —— PROGRAM
SFC elements (See 2.6)
PROGRAMS
(See 2.5.3)
5
\ Declaration (See 2.7.1) ()
Global variables (See 2.7.1) —»| CONFIGURATION
Access paths (See 2.7.1)
Tasks (See 2.7.2
RESOURCES / ( :
(See 2.7.1)
IEC 1035/04

Key

LD — Ladder Diagram

FBD — Function Block Diagram

IL — Instruction List

ST — Structured Text

OTHERS — Other programming languages

NOTE Subclause numbers refer to clauses in IEC 61131-3.

Figure A.9 — Combination of programmable controller language elements
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A.3.6 Compliance

This Subclause defines the requirements for programmable controller systems and programs
which claim compliance with IEC 61131-3.

A.3.6.1 System compliance

A PLC system which claims to comply, wholly or partially, with the requirements of IEC 61131-
3 shall do so only as described in the following manner.

A compliance statement shall be included in the documentation accompanying the system, or
is produced by the system itself. The form of the compliance statement is:

“This system complies with the requirements of IEC 61131-3, for the following language
features: ” followed by a set of compliance tables.

For details on the compliance tables and the remaining compliance requirements, see
IEC 61131-3.

A.3.6.2 Program compliance
A programmable controller program complying with the requirements of IEC 61131-3 needs to:

a) use only those features specified in this standard for the particular language used;

b) not use any features identified as extensions to the language;

c) not rely on any particular interpretation of implementation-dependent features.

The results produced by a complying program is to be the same when processed by any
complying system which supports the features used by the program, such results are

influenced by program execution timing, the use of implementation-dependent features in the
program, and the execution of error handling procedures.

A.3.7 Common language elements

The following language elements are common to all standardized programmable controller
languages to assure their harmonized usage and exchange.

A.3.7.1 Printed characters
Printed characters include:

— character set;
— identifiers;

— keywords;

— white space;
— comments;

— pragmas.

A.3.7.2 External representation of data
— numerical literals;
— character string literals;
— time literals:
- duration;
- time of day.
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A.3.8 Data type

For the standard languages, the data types are commonly defined. Data typing prevents
errors in an early stage of the life cycle of a user program. It is used to define the type of any
parameter used, i.e. variables or constants. This avoids, for instance, dividing a date by an
integer.

A.3.8.1 Elementary data types

Elementary data types represented in keywords include:

BOOL (Boolean);

SI NT (short integer);

I NT (integer);

LI NT (long integer);

USI NT (un-signed short integer);

Ul NT (un-signed integer);

UDI NT (un-signed double integer);

ULI NT (un-signed long integer);

REAL (real number);

LREAL (long reals);

Tl ME (duration);

DATE — only for calendar date (date);

TOD or TI ME_OF_DAY - only for clock time (Time of day);
DT or DATE_AND_TI ME (date and time of day);

STRI NG (variable-length single-byte string);

BYTE (bite string of length 8);

WORD (byte string of length 16;

DWORD (byte string of length 32);

LWORD (byte string of length 64);

WSTRI NG (variable-length double-byte character string).

A.3.8.2 Generic data types

Generic data types are used in the specification of inputs and outputs of standard functions
and function blocks. They are pre-fixed with the keyword “ANY”. Generic data types are not
used in user-declared program organization.

A.3.8.3 Derived data type

Derived data type is user or manufacturer defined using the other data types. For example, an
analogue input channel can be defined as a data type and re-used over and over again.
Derived data types are declared in manners shown in Table A.9.
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Table A.9 — Data type declaration features

No. Feature/textual example

1 Direct derivation fromelenentary types, e.qg.:
TYPE RU_REAL: REAL; END TYPE

2 Enumerated data types, e.g.:
TYPE ANALOGUE_SI GNAL_TYPE: (SI NGLE_ENDED, DI FFERENTI AL); END_TYPE

3 Sub-range data types, e.g.:
TYPE ANALOGUE_DATA: | NT (-4095..4095); END TYPE

4 Array data types, e.g.:
TYPE ANALOGUE_16_| NPUT_DATA: ARRAY [1..16] OF ANALOGUE DATA; END TYPE

5 Structured data types, e.g.:
TYPE
ANALOGUE_CHANNEL _ CONFI GURATI ON\:
STRUCT
RANGE: ANALOGUE_SI GNAL_RANGE;
M N_SCALE: ANALOGUE_DATA,
MAX_SCALE: ANALOGUE_DATA,;
END_STRUCT;
ANALOGUE_16_1 NPUT_CONFI GURATI ON\:
STRUCT
SI GNAL_TYPE: ANALOGUE_SI GNAL_TYPE;
FI LTER_PARAMETER: SINT (0..99);
CHANNEL: ARRAY [1..16] OF ANALOGUE_CHANNEL_CONFI GURATI ON\;
END_STRUCT;
END_TYPE

A.3.9 Variables

The IEC 61131 series distinguishes variables which are directly assigned to explicit hardware
addresses (e.g. input and outputs) in configurations, resources or programs and variables
which may be globally or locally accessed. In this way, a high level of hardware independency
is created, supporting the reusability of the software.

The scope of the variables are normally limited to the organization unit in which they are
declared, e.g. local. This means that their names can be reused in other parts without any
conflict, eliminating another source of errors, e.g. the scratchpad. If the variables should have
global scope, they have to be declared as such (VAR_GLOBAL). Parameters can be assigned
an initial value at start up and cold restart, in order to have the right setting.

Prefixes for directly represented variables are shown in Table A.10. Variable declaration
keywords are shown in Table A.11.

Table A.10 — Location and size prefix features for directly represented variables

No. Prefix Meaning Default data type
1 | Input location

2 Q Output location

3 M Memory location

4 X Single bit size BOOL

5 None Single bit size BOOL

6 B Byte (8 bits) size BYTE

7 w Word (16 bits) size VWORD

8 D Double word (32 bits) size DWORD

9 L Long (quad) word (64 bits) size LWORD

10 Use of an asterisk (*) to indicate a not yet specified location

NOTE National standards organizations can publish tables of translations of these prefixes.
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Table A.11 — Variable usage

Keyword Variable usage
VAR Internal to organization unit.
VAR_| NPUT Externally supplied, not modifiable within organization unit.
VAR _QUTPUT Supplied by organization unit to external entities.
VAR | N_QUT Supplied by external entities — can be modified within organization unit.

VAR _EXTERNAL

Supplied by configuration via VAR_GLOBAL
Can be modified within organization unit.

TR 61131-4 O IEC:2004(E)

VAR_GLOBAL Global variable declaration.

VAR_ACCESS Access path declaration.

VAR_TEMP Temporary storage for variables in function blocks and programs.
VAR_CONFI G Instance-specific initialisation and location assignment.

RETAI Npcde Retentive variables.

NON_RETAI Np.c.de Non-retentive variables.

CONSTANT2 Constant (variable cannot be modified).

AT Location assignment.

NOTE The usage of these keywords is a feature of the program organization unit or configuration element in
which they are used. Normative requirements for the use of these keywords are given in IEC 61131-3.

a
b

The CONSTANT qualifier should not be used in the declaration of function block instances.

The RETAIN and NON_RETAIN qualifiers may be used for variables declared in VAR, VAR_INPUT,
VAR_OUTPUT, and VAR_GLOBAL blocks but not in VAR_IN_OUT blocks and not for individual elements of
structures.

Usage of RETAIN and NON_RETAIN for function block and program instances is allowed. The effect is that
all members of the instance are treated as RETAIN or NON_RETAIN, except if:

- the member is explicitly declared as RETAIN or NON_RETAIN in the function block or program type
definition;
- the member itself is a function block.

Usage of RETAIN and NON_RETAIN for instances of structured data types is allowed. The effect is that all
structure members, also those of nested structures, are treated as RETAIN or NON_RETAIN.

Both RETAIN and NON_RETAIN are features. If a variable is neither explicitly declared as RETAIN nor as
NON_RETAIN, the “warm start” behaviour of the variable is implementation-dependent.

A.3.10 Program Organization Units (POUs)

The program organization units defined in IEC 61131-3 are the function, function block, and
program. These program organization units can be delivered by the manufacturer, or
programmed by the user by the means defined in IEC 61131-3.

Program organization units is not to be recursive; that is, the invocation of a program
organization unit does not cause the invocation of another program organization unit of the
same type.

A.3.10.1  Functions

For the purposes of programmable controller programming languages, a function is defined as
a program organization unit which, when executed, yields exactly one data element, the
function result. Output elements (VAR_OUTPUT and VAR_IN_OUT) can be added. The
invocation of a function can be used in textual languages as an operand in an expression. For
example, the SIN and COS functions could be used as shown in Figure A.11.

There are defined standard functions and user defined functions. Standard functions are for
instance ADD(addition), ABS(absolute value), SQRT(square-root), SIN(sine) and COS(cosine).
User defined functions, once defined, can be used over and over again. Figure A.10 shows
two examples of function usage.
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a) VAR X, Y, Z, RES]1, RES2: REAL; EN1,V: BOOL; END VAR

RES1: = DIV(INL: = COS(X), IN2:= SIN(Y), ENO => EN1);
RES2: = ML (SIN(X), CO8(Y));
Z: = ADD(EN: = EN1, INl:= RES1, IN2:= RES2, ENO => V);
b) R e + eeea-- +
X---+] COS|--+ -|ENENQ ----- | EN ENQ --- V
L0
| +----- + 4+---| DIV |----- | ADD |--- Z
| [ N
I B I
Y o] SIN---e-- |1 et
IR + |
H-- e + |
I
Hoo - - +  H------ + |

I

||

||

|

| +| SIN|--+-]ENENQ - |
|

I

I

I

Ho- o - + + -] ML |---+
[

bt ||

-] CO8 |------ |

I +

[ +

IEC 2474/02
Key

a)  Structured Text (ST) language.
b)  Function Block Diagram (FBD) language.

Figure A.10 — Examples of function usage

Figure 10 shows two different representations of the same functionality. It is not required to
support any automatic transformation between the two forms of representation.

A.3.10.2 Function Block (FB)

For the purposes of programmable controller programming languages, a function block is a
program organization unit which, when executed, yields one or more values. Only the input
and output variables are accessible outside of an instance of a function block, i.e., the
function block's internal variables are hidden from the user of the function block.

The scope of an instance of a function block is local to the program organization unit in which
it is instantiated, unless it is declared to be global in a VAR_GLOBAL block.

The maximum number of function block types and instantiations for a given resource are
implementation-dependent parameters.

Figure A.11 shows instantiation of a FB by the graphical language and by textual language.
Input and output variables of an instance of a function block can be represented as elements
of structured data types.
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Graphical (FBD language) Textual (ST language)
FF75 VAR FF75: SR, END VAR (* Declaration *)
Fommm +
| SR | FF75(S1: =% X1, R =% X2); (* lnvocation *)
% X1---|S1 QL ---9%X3 %NX3: = FF75.Ql; (* Assign Qutput *)
WX2---|R |
Fommm +
MyTon VAR a, b, r,out: BOOL; MyTon: TON;, END VAR
Fommmm +
| = >
hr ] TON| lvle’czln(_E:\l NOT (a <> b),
a--| NE |---Q EN ENQ -- o
=> .
b--| | r--|IN QO out NOT Q => out);
+----+ --| PT ET|--
Fomm e +

IEC 2479/02

Figure A.11 — Function block instantiation examples

Assignment of a value to an output variable of a function block is not allowed except from
within the function block. The assignment of a value to the input of a function block is
permitted only as part of the invocation of the function block. Allowable usages of function
block inputs and outputs are summarized in Table A.12.

Table A.12 — Examples of function block I/O variable usage

Usage Inside function block Outside function block

Input read Not allowed (Notes 1 and 2)

IF INL THEN ...
Not allowed (Notes 1 and 3)

Input assignment FB_I NST(I NL: =A, | N2: =B) ;

Output read QUT: = OUT AND NOT | N2; C = FB_I NST. QUT;
Output assignment QuT: = 1 Not Allowed (Note 1)
In-out read |E I NOUT THEN ... | F FBL.1NOUT THEN. ..

In-out assignment INOUT: = QUT OR I NL; (Note 3) FB_I NST( | NOUT: =D) ;

NOTE 1 Those usages
unpredictable side effects.

listed as “not allowed” in this table could lead to implementation-dependent,

NOTE 2 Reading and writing of input, output and internal variables of a function block may be performed by the
“communication function”, “operator interface function”, or the “programming, testing, and monitoring functions”
defined in IEC 61131-1.

NOTE 3 Modification within the function block of a variable declared in a VAR_IN_OUT block is permitted.

Standard FB include: bi-stable FB, counters, timers, and communication FB.

A.3.10.3 Programs

As defined in the IEC 61131 series, a program is a “logic assembly of all the programming
language elements and constructs necessary for the intended signal processing required for
the control of a machine or process by a programmable controller system.” Therefore by its
scope, a program is in itself a POU. Typically, a program consists of a network of Functions
and Function Blocks, which are able to exchange data. Function and Function Blocks are the
basic building blocks, containing a data-structure and an algorithm. An action block is a
graphical element for the combination of a Boolean variable with one of the action qualifiers to
produce an enabling condition for an associated action. These features are shown in Table
A.17. Action block operates under specific control rules detailed in IEC 61131-3.
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A.3.10.4 Sequential Function Chart (SFC)

Sequential Function Chart (SFC) is a common element for use in structuring internal
organization of a PLC program organization unit. SFC can be written in one of the
programming languages defined in IEC 61131-3 for the purpose of performing sequential
control functions, as shown in Figure A.12.

Step 1

—— Transition 1

Step 2

—r— Transition 2

Step 3

IEC 1036/04

Figure A.12 — Sequential function chart

SFC describes the behaviour of a control program. It is derived from Petri Nets and
IEC 60848 Grafcet, with the changes necessary to convert the representation from a
documentation standard to a set of execution control elements. SFC structures the internal
organization of a program, and helps to decompose a control problem into manageable parts,
while maintaining the overview. SFC consists of Steps, linked with Action Blocks and
Transitions. Each step represents a particular state of the systems being controlled. A
transition is associated with a condition, which, when true, causes the step before the
transition to be deactivated, and the next step to be activated. Steps are linked to action
blocks, performing a certain control action. Each element can be programmed in any of the
standard languages, including SFC itself.

SFC program features include: steps, transitions and action, as shown in Table A.13 to Table
A.15.
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Table A.13 — Step features

No. Representation Description
1 |
U + Step — graphical form
| xx with directed links
e + "Hx*" = step name
I
| Initial step — graphical form with directed links
+=======+ "***x" = name of initial step
NI
1l
B et p——t
I
2 STEP ***: Step — textual form
(* Step body *) without directed links
END_STEP "Erxt = step name
I NI TIAL_STEP ***: Initial step — textual form
. . without directed links
(* Step body *) "**xx" = name of initial step
END_STEP
Step flag — general form
A3 | xxx x "xxx" = step name
*** X = BOOL#1 when *** is active BOOL#0 otherwise
| . .
3B a R + Step flag — direct connection
| **% | ---- of Boolean variable *** . X to
PR + right side of step " ***"
I
Step elapsed time — general form
43 | wxx T ' ***" = step name
*** T =a variable of type TI ME
NOTE The upper directed link to an initial step is not present if it has no predecessors.
aWhen feature 3A, 3B, or 4 is supported, it needs to be an error if the user program attempts to modify the
associated variable. For example, if S4 is a step name, then the following statements would be errors in the ST
language:
S4.X. = 1; (* ERROR *)
SA4. T: = t#100ms; (* ERRCR *)
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Table A.14 — Transition and transition conditions

No Example Description
I
oo * Predecessor step
| STEP7|
oomon + Transition condition
1 | physically or logically
+ UX2. 4 & BX2. 3 adjacent to the transition
| using ST language
too--- + Successor step
| STEPS|
Fommm - +
I
|
oo * Predecessor step
| STEP7|
IR + Transition condition
2 | %X2.4 %X2.3 | physically or logically
o [|-------- ¥ adjacent to the transition
| | using LD language
oo + Successor step
| STEPS|
Hom - +
I
|
Foooes * Predecessor step
| STEP7|
o oo + Transition condition
3 | & | physically or logically
BX2. 4|  |----- + adjacent to the transition
WX2.3---] | | using FBD language
Fom e + ----- +
| STEPS| Successor step
Hom - +
I
| Use of connector:
H--m - +
predecessor step
| STEP7|
H--m - +
4 | transition connector
STRANX>- - == === - - -~~~ +
| successor step
[ +
| STEPS|
- +
I
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4A

4B

| %X2.4 %X2.3

SeER I EEEE || -- - - >TRANX>
I

oo oo - - - +

| &
WX2.4---| |-->TRANX>
9 X2.3---| |

oo oo oo - +

Transition condition:
Using LD language

Using FBD language

STEP STEP7: END_STEP

TRANSI TI ON FROM STEP7 TO STEP8
= B X2.4 & W X2. 3;
END_TRANSI TI ON

STEP STEP8: END_STEP

Textual equivalent
of feature 1
using ST language

STEP STEP7: END_STEP

TRANSI TI ON FROM STEP7 TO STEP 8:
LD % X2. 4
AND % X2. 3

END_TRANSI TI ON

STEP STEP8: END_STEP

Textual equivalent
of feature 1
using IL language

Use of transition name:

predecessor step

transition name

successor step

7A

TRANSI TI ON TRAN78 FROM STEP7 TO STEPS:
I |

| 9% X2.4 % X2.3 TRAN7S |

aRRl I EEEEE IEPRERE ()---+

I |
END_TRANSI TI ON

Transition condition
using LD language

7B

TRANSI TI ON TRAN78 FROM STEP7 TO STEPS:

e e +
| & |
%WX2.4---| |--TRAN78
%WX2.3---| |
e e +

END_TRANSI TI ON

Transition condition
using FBD language

7C

TRANSI TI ON TRAN78 FROM STEP7 TO STEPS:
LD % X2. 4
AND 9% X2. 3

END_TRANSI TI ON

Transition condition
using IL language

7D

TRANSI TI ON TRAN78 FROM STEP7 TO STEP8
= WBX2.4 & U X2. 3;
END_TRANSI TI ON

Transition condition using
ST language
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Table A.15 — Declaration of action

No. Feature
1 Any Boolean variable declared in a VAR or VAR_OUTPUT block, or their graphical
equivalents, can be an action.
Example Feature

o +
| ACTI ON 4 |

] T e + Graphical
| | %X1L 93 S8. X %QX17 | | declaration in LD
| R [----11----- ()---+ language
(. |1
| e ]
| +----]EN ENQ 9X10 | |
| 1 Co] LT | -mmmeeee (S)---+
| | D1 | I
|- L
i +
o +
| OPEN_VALVE 1 |
o +

28 | | | . | Inclusion of SFC
| + + | elements in action
| || VALVE_1_READY || |
|+ + I
I I
|  + STEP8. X
(I I
R B S TSP SR + |
| | VALVE 1 OPENING |--| N |VALVE 1 _FWD| |
R R B S TSP R + |
I I
i +
o +
| ACTI ON 4 |
R I + Graphical

2F | | R | declaration
| %Xl--| &| | in FBD language
| 9WK3--| |--9%QXx17 |
| S8.X---o--- N |
| +---+ FF28 |
| oot
I | SR |
| - +] QU -9%K10 |
| G- LT [--|S1| |
| Dl | et
I o
e +
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No.

Feature

3S | ACTI ON ACTI ON 4:

UQKL7: = % X1 & K3 & S8. X;
FF28(Sl: = (C<D));

9%VK10: = FF28. Q

Textual declaration
in ST language

END_ACTI ON
3 | ACTION ACTI ON 4:
LD S8.X
AND 9% X1
AND  %\VX3
ST wQX17
LD C
LT D
S1  FF28
LD FF28.Q
ST %W10
END_ACTI ON

Textual declaration
in IL
language

NOTE The step flag S8. X is used in these examples to obtain the desired result such
that, when S8 is deactivated, %QX17: = 0.

Programming in SFC can use alternative sequences and parallel sequences, such as
commonly required in batch applications. For instance, one sequence is used for the primary
process, and the second for monitoring the overall operating constraints. Because of its
general structure, SFC provides also a communication tool, allowing program sharing

between users of different localities.

Actions are associated with Steps as shown in Table A.16. This figure is normative to the
IEC 61131 series because |IEC 61131-3 requires that a PLC supporting SFC elements is to
have one or more of the association mechanisms shown in Figure A.15.
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Table A.16 — Step/action association

No. Example Feature
| Action block
1 et Ao e S physically or
| S8 |--] L | ACTION 1 |DNi| logically
adjacent to the
4o+ |t#10s] | | step
| +--e-- e - +-- -+
+ DN1
I
I Concatenated
2 e e om ot action blocks
| S8 |--] L | ACTION.1 |DN physically or
+----+ | t#10s| | logically
| 4o o e oot adjacent to the
+DNL | P| ACTION2 | | step
| +--e-- e +---+
| | N| ACTION3 | |
| +----- R +---+
STEP S8:
3 ACTI ON_1(L, t #10s, DN1) ; Textual
ACTION 2(P); step body
ACTI ON 3(N) ;
END_STEP
Heommm T +o- -+
----] N| ACTION4 | |---
N Tt Action block
| %X17:= B XL & %WX3 & S8. X | "q" field
| FF28 (Sl:= (C<D)); |
| 9%/X10: = FF28.Q |
B +
@ When feature 4 is used, the corresponding action name cannot be used in any other
action block.
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Table A.17 — Action block features

No. Feature Graphical form
12 |"a": Qualifier
2 "b": Action name +oo - R R +ooo - +
3P |¢": Boolean "indicator" --- tat | bt | e |-
variables Ho---- Homeeimeee - +
"
4 "d" : Action using: : | |
5 — IL language e N
6 — ST language
7 — LD language
— FBD language
No. Feature/Example
8 Use of action blocks in ladder diagrams (see 4.2 of IEC 61131-3):
| S8.X WX7.5 +---+------ +---+ K1 |
4==] |----] |----] N| ACT1 |DNL|--( )--+
| [ SR S +---+ |
9 Use of action blocks in function block diagrams (see 4.3 of IEC 61131-3):
B LI Sy +o- oo - +
S8. X---] & |----- | N| ACT1 | DNL |---OK1
WX7.5---] | +---A------ +----- +
+-- -+
@ Field “a” can be omitted when the qualifier is “N’".
b Field “c” can be omitted when no indicator variable is used.

A.3.11 Configuration elements

A very simple programmable controller may contain one resource, running one task,
controlling one program in a closed loop. IEC 61131-3 adds much to this, making it open to
the future that includes multi-processing and event driven programs. Within IEC 61131-3, the
Programs, Function Blocks and Functions are called Program Organization Units (POUSs).

At the highest level, the entire software required to solve a particular control problem can be
formulated as a Configuration. A configuration is specific to a particular type of control system,
including the arrangement of the hardware, i.e. processing resources, memory addresses for
I/0 channels and system capabilities.

Within a configuration one can define one or more Resources. One can look at a resource as
a processing facility that is able to execute PLC programs.

Within a resource, one or more Tasks can be defined. Tasks control the execution of a set of
programs and/or function blocks. These can either be executed periodically or upon the
occurrence of a specified trigger, such as the change of a variable.

Figure A.13 shows an example of configuration with FB and program declarations.
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FUNCTI ON_BLOCK A FUNCTI ON_BLOCK B

VAR_QUTPUT VAR_I NPUT

yl: U NT; y2: BYTE bl: U NT; b2: BYTE;

END_VAR END VAR
END_FUNCTI ON_BLOCK END_FUNCTI ON_BLOCK
FUNCTI ON_BLOCK C FUNCTI ON_BLOCK D

VAR_QUTPUT cl1: BOCOL; END VAR VAR | NPUT d1: BOOL; END VAR
VAR C2 AT % : BYTE; VAR _QUTPUT y2: | NT; END VAR
C3: INT; END_FUNCTI ON_BLOCK

END_VAR
END_FUNCTI ON_BLOCK

PROGRAM F
VAR I NPUT x1: BOOL; x2: U NT; END VAR
VAR QUTPUT y1: BYTE; END VAR

VAR COUNT: | NT; TIMEL: TON, END VAR
END_PROGRAM

PROGRAM G
VAR_QUTPUT out 1: U NT; END_VAR
VAR_EXTERNAL z1: BYTE; END VAR
VAR FB1: A, FB2: B; END VAR
FB1(...); outl:= FBl.yl; zl1l:= FBl.y2;
FB2(bl: = FB1.yl, b2:= FBl.y2);
END_PROGRAM

PROGRAM H
VAR OUTPUT HOUT1: |INT; END VAR
VAR FBl: C, FB2: D, END_VAR

FB1(...);
FB2(...); HOUTL:= FB2.y2;
END_PROGRAM

Figure A.13 - Function block and program declarations for configuration example

In the configuration of Figure A.13, the FBs are resources. A resource is a signal processing
function storing data and program code and execution upon invocation of a POU. Table A.18
lists configuration and resource declaration. Table A.19 shows an example of configuration

and resource declaration.

Table A.18 — Configuration and resource declaration features

No. Description

1 CONFI GURATI ON. . . END_CONFI GURATI ON construction

VAR _GLOBAL. . . END_VAR construction within CONFI GURATI ON

RESCURCE. . . ON. . . END_RESOURCE construction

4 VAR _GLOBAL. . . END_VAR construction within RESOURCE

5a Periodic TASK construction

5b Non-periodic TASK construction

6a W TH construction for PROGRAMto TASK association

6b W TH construction for Function Block to TASK association

6¢c PROGRAMdeclaration with no TASK association

7 Declaration of directly represented variables in VAR_GLOBAL

8a Connection of directly represented variables to PROGRAMinputs

8b Connection of GLOBAL variables to PROGRAMinputs

9a Connection of PROGRAMoutputs to directly represented variables

9b Connection of PROGRAMoutputs to GLOBAL variables
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No.

Description

10a

VAR _ACCESS. . . END_VAR construction

10b

Access paths to directly represented variables

10c

Access paths to PROGRAMinputs

10d

Access paths to GLOBAL variables in RESOURCES

10e

Access paths to GLOBAL variables in CONFI GURATI ONs

10f

Access paths to PROGRAMoutputs

10g

Access paths to PROGRAMinternal variables

10h

Access paths to function block inputs

10i

Access paths to function block outputs

11

VAR_CONFI G. . . END_VAR construction

12a

VAR _GLOBAL CONSTANT in RESOURCE declarations

12b

VAR _GLOBAL CONSTANT in CONFI GURATI ON declarations

13a

VAR _EXTERNAL in RESOURCE declarations

13b

VAR _EXTERNAL CONSTANT in RESOURCE declarations

Table A.19 — Examples of configuration and resource declaration features

No. Example
1 CONFI GURATI ON| CELL_1
2 VAR GLOBAL w U NT; END VAR
3 RESOURCE STATI ON_1 ON PROCESSCR TYPE 1
4 VAR GLOBAL z1: BYTE; END VAR
5a TASK SLOW 1(1 NTERVAL: = t #20ms, PRI ORI TY:= 2):
5a TASK FAST_1(1 NTERVAL: = t #10ms, PRIORITY:= 1)
6a PROGRAM PL W TH SLOW 1:
8a
F(x1:= 9% X1.1);

9b PROGRAM P2: G(OUTL => w,
6b FBL WTH SLOW 1,
6b FB2 WTH FAST 1)
3 END_RESOURCE
3 RESOURCE STATI ON 2 ON PROCESSCR TYPE 2
4 VAR GLOBAL z2 : BOOL;
7 AT %QNB: | NT
4 END VAR
5a TASK PER 2(| NTERVAL: = t #50ns, PRI ORI TY: = 2);
5b TASK I NT_2(SINGLE: = 22, PRORITY:= 1);
6a PROGRAM PL W TH PER 2:
8b

F(x1:= z2, x2:=w)
6a PROGRAM P4 W TH | NT_2:
o H(HOUT1 => %6,
6b FBL WTH PER 2);
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No. Example
3 END_RESOURCE
10a VAR ACCESS
10b ABLE : STATION 1.9 X1.1 : BOOL READ ONLY ;
10c BAKER : STATION 1.P1.x2 : U NT READ WR TE:
10d CHARLIE: STATION 1.71 : BYTE
10e DOG : w © UNT READ ONLY :
10f ALPHA : STATION 2. PL.yl : BYTE READ ONLY :
10f BETA : STATION 2. P4 HOUTL : | NT READ ONLY ;
10d GAMVA : STATION 2.z2 : BOOL READ WR TE;
109 S1_COUNT: STATI ON_1. P1. CONT: | NT;
10h THETA: STATI ON 2. P4. FB2. d1: BOOL READ VR TE;
10i ZETA: STATI ON 2. P4. FBL. c1: BOOL READ ONLY:
10k OMVEGA:  STATI ON_2. P4. FBL. C3: | NT READ WRI TE;
10a END_VAR
11 VAR _CONFI G
STATI ON_1. PL. COUNT: [NT: = 1
STATI ON_2. PL. GOUNT: | NT: = 100;
STATI ON 1. PL. TIMEL: TON: = (PT: = T#2. 58)
STATI ON 2. PL. TIMEL: TON: = (PT: = T#4. 5s)
STATI ON 2. P4. FBL. C2 AT %XB25: BYTE;
END VAR
1 END_CONFI GURATI ON

NOTE 1 Graphical and semi-graphic representation of these features are allowed but is beyond the
scope of IEC 61131-3.

NOTE 2 It is an error if the data type declared for a variable in a VAR_ACCESS statement is not the
same as the data type declared for the variable elsewhere, e.g., if variable BAKER is declared of type
WORD in the above examples.

A.3.12 Programming languages

In IEC 61131-3, four programming languages are defined. This means that their syntax and
semantics have been defined. The languages are:

1) Textual languages:

O Instruction List, IL
O Structured Text, ST
2) Graphical languages:
ad Ladder Diagram, LD
O Function Block Diagram, FBD

Basic appearances of these languages are illustrated in Figure A.14.
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Instruction List

(IL) Structured Text (ST)
LD
C=A
ANDN B AND NOT B
ST

Function Block Diagram

(FBD) Ladder Diagram (LD)

AND

IEC 1038/04

Figure A.14 — The four programming languages

In Figure A.14, all four languages describe the same part of a program. The choice of
programming language depends on:

— background of the user company and programmer;

— the nature of control project at hand;

— the level of project description;

— the structure of the overall automation system; and

— the interface between the program to other people/departments within the user company.

The four languages provide a common suite evolved from industrial practice. The
programming languages defined in IEC 61131-3 therefore serves as a communication tool for
PLC workers of different backgrounds.

A.3.13 Textual languages
A.3.13.1 Common elements
Program structuring elements common to both IL and ST languages include:

TYPE. . . END_TYPE;
VAR. .. END_VAR;

VAR | NPUT. . . END_VAR;
VAR_OUTPUT. . . END_VAR;
VAR | N_OUT. . . END_VAR;
VAR_EXTERNAL. . . END_VAR,
VAR_TEMP. . . END_VAR;
VAR_ACCESS. . . END_VAR;
VAR _GLOBAL. .. END_VAR;
VAR _CONFI G. . . END_VAR;

FUNCTI ON. . . END_FUNCTI ON;

FUNCTI ON_BLOCK. . . END_FUNCTI ON_BLOCK;
STEP. . . END_STEP;

TRANSI TI ON. . . END_TRANSI TI G,

ACTI ON. . . END_ACTI ON;

PROGRAM . . END_PROGRAM
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A.3.13.2 Instruction list (IL)

Instruction list has its roots in Europe. A textual language, it resembles assembly language. IL
is generally used to program specialised low level functions. Programming elements of
instruction are Operators, which are illustrated in Table A.20.

Table A.20 — Operators of Instruction List language

Operation

Operator

Main

LDload, ST store, S set, Rreset, & AND and,
OR, XOR, NOT, ADD, SuB, MU, DV, MDD

Compare

GI, GE, EQ NE, LE, LT

Jump

JMP, CAL call function or functional block

RET return (after call)

Modification

N negative, C conditional jump,

) evaluate deferred execution

An example for the use of IL programming is illustrated below. In this example, the function

VEI GH provides BCD-to-binary

conversion of a gross-weight input from a scale.

wei gh_conmand: BOOL;

tare_wei ght: |NT;
END_VAR
(* Function Body *)

FUNCTI ON WEI G+ WORD (* BCD encoded *)
VAR | NPUT (* "EN' input is used to indicate "scal e ready" *)

gross_wei ght: WORD; (* BCD encoded *)

END_FUNCTI ON (* Inplicit "ENO' *)

The body of function VEI GH in the 