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Presenter
Presentation Notes
Good evening everyone, thanks for joining this presentation. 

In the 40mn of this presentation, I will focus on the Ethernet feature of the STM32 connectivity line and introduce the TCP-IP stack.
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STM32F107 Ethernet 
Generic information about TCP-IP
Nichelite TCP-IP Stack
Application Examples

Content

Presenter
Presentation Notes
We will start with the description of the Ethernet IP of the STM32F107, and present the Precision Time Protocol also called IEEE 1588.

Then we will go on with generic information about TCP-IP stack, its key protocols and also application layers protocols. 

Then we will introduce the NicheLite TCP-IP stack from interniche. This is one software solution packaged by STMicroelectronics. 

In the last part of this presentation I will provide some example of application, I will describe some HW configuration as well as a Software solution for each example.

ANIMATION
Let’s start with the hardware part with STM32F107 Ethernet.
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STM32F107

Ethernet

The STM32F107 MAC block diagram

• Configurable and flexible MAC 802.3
• Support two industry standard interfaces for the PHY

– Media Independent Interface (MII)
– Reduced Media Independent Interface (RMII)

• Integrated DMA controller
• Hardware support of IEEE 1588
• Ethernet wakeup event
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Presenter
Presentation Notes
This is a simplified  block diagram of the STM32F107 Ethernet IP, ---ANIMATION---, the core part is the MAC 803.2 part.

This MAC supports 2 standards to connect the PHY : ---ANIMATION---
MII interface (media independent interface)
Or the Reduced Media Independent interface that is using less pins but requires an higher input clock.

On the Block diagram we can see a MDC/MDIO connection between the MAC and the PHY, this allows the MAC to access the register of the PHY and  configure it. It is a 2 signals connection : 
The MDC is providing the clock
The MDIO is the data line. 

---ANIMATION---

The MAC also have a integrated DMA controller, this controller is part of the Ethernet peripheral and allows flexible data transfer to/from the memory of the STM32. You see here that the Ethernet peripheral is connected on the high speed AHB bus for increased performances. 

---ANIMATION---

The STM32 has hardware support for the IEEE1588, also called precision time protocol, I will introduce it in the next slide. 

---ANIMATION---

The last feature presented on this diagram is the Wake Up event, the Ethernet IP can wake up the core and the other peripheral. upon reception of any Ethernet Frame or upon reception of a specific frame. 

There are many other features to improve the performances of the Ethernet that are not described in this simplified diagram, such as advanced CRC features. I invite you to read the reference manual. 
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• It is a protocol designed to synchronize real-time clocks of 
the devices of a network

• Synchronization is done with the most accurate clock found 
in a packet-based network: called the Grand Master Clock.

• Accuracy is Sub-µsecond

09:00
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09:10 09:01

Grand 
Master 
Clock
09:00

09:00 09:00

09:00 09:00

Precision Time Protocol (IEEE1588) : What is it 

Detailed PTP 
description

Presenter
Presentation Notes
Now I will introduce the Precision Time Protocol or IEEE1588… What is it?

---ANIMATION---

Is it a protocol to synchronize devices on a network, in other words it allow the devices to share the same real-time clock. 

---ANIMATION---

Here I have 5 devices on my network : 
One at 9:00 sharp, 
One a 9:05
9:10…

None of the devices have the same clock, this can be a big issue for some industrial applications. There are ways to synchronize devices, one is to include a GPS module in each device and they will all synchronize on the GPS clock. But this is an expensive solution that will not work indoor. There are other protocol like NTP (network time protocol) but not very accurate. 

So how does it works? 

---ANIMATION---

I have a grand Master clock ---ANIMATION--- the device on the left, and I want all the device share the same clock. 
The precision time protocol can help you to do that, the master device will exchange several UDP frame with the other devices and each device will be able to compute its offset with the master clock and resynchronize itself continuously. Part of the protocol is implemented in software, the timestamp part of if is done in hardware.

---ANIMATION---

This with a sub-microsecond accuracy, less of a microsecond.

One comment, this PTP (precise time protocol) is a low cost way to have a very precise clock shared around your network, that’s it. This protocol does not guaranty a real-time delivery of the packets, for example, it will not garanty the delivery time of a TCP packet sent by your application. 

It only keeps the devices’ clock synchronized, but it does it very well. ---ANIMATION---

Click on the detailed PTP description only if you have time to present it
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STM32F107 Ethernet 
Generic information about TCP-IP
Nichelite TCP-IP Stack
Application Examples

Content

Presenter
Presentation Notes
This was a simple introduction of the STM32F107 Ethernet Peripheral, I will come back on some hardware consideration later in this presentation. 

---ANIMATION---

But for the moment I will go on with an overview of the TCP-IP protocol suite also called TCP-IP stack.
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Generic information about TCP-IP
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Presenter
Presentation Notes
We know, or have seen all these protocols, but :
what is the purpose of all theses protocols ?
What are the Key protocols ?
Some protocols are not known, but aren’t they important protocols as well?
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TCP-IP : A layered protocol stack

Data link
Layer

Internet
Layer

Transport
Layer

Application
Layer

• The main interface for the user.
• Higher level protocols

• End-to-end connections (UDP and TCP)
• Ensure reliability (TCP)

• Intra & Inter-Network communication
• no guaranty of delivery

• Intra-Network communication
• Transport data on the physical support

Presenter
Presentation Notes
TCP-IP is a layered protocol stack, each layer providing different services. 

---ANIMATION---

I will start with the application layer, ---ANIMATION--- user application are usually at this layer, high level protocols such as email protocols are in this layer as well. 

---ANIMATION---

The second layer is the Transport Layer, ---ANIMATION--- it provides end to end connection services. For some of the protocols of this layer such as TCP will ensure the reliability of the connection, other protocols such as UDP don’t ensure the reliability of the connection. We will come back on this difference later on. 

---ANIMATION---

Below the Transport layer you will find the internet layer that provides an intra-network and inter-network communication service. ---ANIMATION--- What is the difference between intra and inter network communication :  
An intra-network communication is a communication of devices connected on a Hub for example
While an example of inter-network communication is a communication between devices located in 2 different companies, information sent by the first device need to go through routers to reach the second device

One of the Key information here is that the Internet layer does not provide any guaranty of delivery, it is a best effort delivery, we will come back on this later. 

Finally the Datalink layer, ---ANIMATION--- this part is mainly implemented by hardware, the MAC and the PHY are inside this layer, the low level Ethernet driver as well. ---ANIMATION---This layer provides intra-network communication service and physical transport of the information (electrical signal). The STM32 and its Ethernet peripheral is in side this Datalink layer.

There are 4 layers in the TCP-IP stack, we will see later in the presentation where are the protocols located in these layers architecture. 
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Presenter
Presentation Notes
Before introducing the protocols, I would like to present another key notion of software stacks : the encapsulation.

In this example I want to send user data over the network using the TFTP protocol.

A simple description of encapsulation is :
---ANIMATION--- I have user data to send
---ANIMATION--- I put the user data into a TFTP datagram (like an enveloppe)
---ANIMATION--- I then put the TFTP protocol into an UDP datagram
---ANIMATION--- The UDP protocol is then put into an IP datagram
---ANIMATION--- The IP protocol is the put into an Ethernet frame 
---ANIMATION--- The  Ethernet frame is then sent over the network

Practically this encapsulation is performed by :
---ANIMATION--- taking my user data
---ANIMATION--- Adding a TFTP header to the user data to form a TFTP datagram 
---ANIMATION--- Adding a UDP header to the TFTP datagram to form an UDP datagram
---ANIMATION--- Adding a IP header to the UDP datagram to form an IP datagram
---ANIMATION--- Adding a Ethernet header and a Ethernet trailer IP datagram to form an Ethernet Frame

But then why do I need so many “enveloppes” …

Because I have different information in each header :
The TFTP header will contain some commands specific to the TFTP protocol
---ANIMATION--- The UDP header will contain some information like a UDP port used for the end to end connection and a checksum. You can see that the UDP checksum is computed on the header and the data (the red rectangle)
---ANIMATION--- The IP header contains the IP address used to identify the destination device and a checksum. This checksum covers only the header
---ANIMATION--- Then the Ethernet header contains the MAC address of the destination device and the Ethernet trailer contains information on the header and the IP datagram

---ANIMATION--- In this simplified diagram I show only some information included in the headers. Each header contains more information than shown here. 
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TCP-IP : Key Protocols
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Presenter
Presentation Notes
Here I will introduce the TCP-IP key protocols. 

I will change my approach from a top to bottom approach to a bottom up approach :

Her you can see the lower three layer described previously
The datalink layer 
The internet layer
And the Transport layer

---ANIMATION--- The STM32F107 and the PHY are located in the datalink layer. 

---ANIMATION--- The first protocol I will describe is the IP (Internet Protocol), Its purpose is to send data to another device identified by its IP address, or receive data from it. Here you can see “I want to  send data to 127.127.127.127” . 
---ANIMATION--- As seen before, the IP datagram is encapsulated in a Ethernet frame. IP means internet protocol and is located in…. ---ANIMATION--- The internet layer. 

Let’s have a look to the characteristics of the IP protocol (click on the IP letter)

---ANIMATION--- The second protocol I will describe is UDP (User Datagram Protocol) Its purpose is to send data to send datagrams to another device. The UDP header conatins a port number to better identify the receiver, Here you can see “I want to send a datagram on the port #” . 
---ANIMATION--- As seen before, the UDP datagram is encapsulated in an IP frame

--- analogy ---
To explain the port number I will make an analogy, if I send a letter to my friends house I will need to use my friends address, here it is the IP address. But what if I want my friend to read it and not his father, I need to write my friend’s name on the envelope as well. The port number is like the name of the application I want to send the data to. On a device there can be many application, the port number is here to help identify which application on this device

---ANIMATION--- You can see that the UDP relies on IP 

Let’s have a look to the characteristics of the UDP protocol (click on the UDP letter)

---ANIMATION--- The third protocol I will describe is TCP (Transmission Control Protocol), Its purpose is to send data to send datagrams to another device in a reliable way. The TCP header contains a port number to better identify the receiver, Here you can see “I want to send data in a reliable way on the port #” . 
---ANIMATION--- As seen before, the TCP datagram is encapsulated in an IP frame

--- analogy ---
In the previous analogy, I wanted to send a letter to my friend, but I had no way to make sure that my friends received it, indeed his father may have lost it… with the TCP the connection is reliable, the protocol will first set up a connection, it like giving a phone call to my friend and tell him I will send you one letter, my friends will be able to tell me if he received it or not… TCP is a reliable connection 

---ANIMATION--- You can see that the TCP relies on IP 

Let’s have a look to the characteristics of the UDP protocol (click on the TCP letter)

---ANIMATION--- as mentioned earlier these are key protocols of the TCP IP stack

---ANIMATION---
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TCP-IP : Key Protocols
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Presenter
Presentation Notes
Here I will introduce 2 key protocols of the stack that are less known. 

First the ARP, meaning Address Resolution Protocol. ---ANIMATION---  when encapsulating the IP datagram in an Ethernet frame, you need to know the MAC address of your destination ---ANIMATION--- . To learn the MAC address, the stack will use the ARP protocol. Here you can see “Who knows 127.127.127.127’s MAC address? “---ANIMATION--- This protocol relies on Ethernet and is broadcasted on the network (FF.FF.FF.FF.FF.FF)

-ANIMATION--- The next less known protocol is ICMP, Internet Control Message Protocol, -ANIMATION---  the ping function is using this protocol. It allows one device to send messages on the network, messages can be queries or error messages. For the Ping function, the ICMP Echo Request is used, this request is answered by a Echo Reply if the target device is reachable. -ANIMATION--- ICMP is at the Internet layer and relies on the IP protocol

--- analogy ---
-ANIMATION--- This protocol is like the traffic lights of internet.

-ANIMATION--- 
-ANIMATION--- 
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TCP-IP : Key Application layer protocols
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Presenter
Presentation Notes
I will introduce some Key layer application protocols

-ANIMATION--- The first one is well known, it is DHCP Dynamic Host Configuration Protocol, -ANIMATION--- this protocol relying on UDP allows a device with a DHCP client to retrieve an IP address from a configuration server. The BOOTP (bootstrap protocol) be offers the same services but is an older protocol mainly replaced by DHCP.
-ANIMATION--- 

The second protocol is the DNS, -ANIMATION---  DNS means Domain Name Service. It is the Phone Book of internet that allows to retrieve the IP address of a device knowing its registered name. -ANIMATION---  For example you know www.st.com, a request to the DNS server will reply you the IP address of ST portal.
-ANIMATION--- 
-ANIMATION--- 

http://www.st.com/
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Application layer protocols
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Presenter
Presentation Notes
This slide summarize the main application protocols and their function :

-ANIMATION--- World Wide Web 
-ANIMATION--- HTTP (HyperText Transfer Protocol) use to get resources on the web, usually html pages

-ANIMATION--- Terminal connection :
---ANIMATION--- Telnet is use to emulate a terminal connection on internet 

---ANIMATION--- Network Management
---ANIMATION--- SNMP (Simple Network Management Protocol) is a framework to help manage our growing networks 

---ANIMATION--- Email 
---ANIMATION--- SMTP (Simple Mail Transfer Protocol) is used to send emails
---ANIMATION--- POP3 (Post Office Protocol version 3) is used to retrieve emails from a server it as no sending feature.

---ANIMATION--- File transfer
---ANIMATION--- TFTP (Trivial File Transfer Protocol)
---ANIMATION--- FTP (File Transfer Protocol)
these are 2 protocols user for file transfer, TFTP uses UDP and has its own mechanism to ensure the reliability of the connection, FTP is build on top TCP and uses the TCP reliability.
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Presenter
Presentation Notes
Here are all these protocols shown in their relative layers.

---ANIMATION--- ….. ---ANIMATION---
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STM32F107 Ethernet 
Generic information about TCP-IP
Nichelite TCP-IP Stack
Application Examples

Content

Presenter
Presentation Notes
I will now present one of the TCP-IP solution available on the STM32 : Nichelite TCP-IP
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Other 
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Presenter
Presentation Notes
Nichelite is a TCP IP stack from a US company called interniche. 

---ANIMATION---  in the block diagram below you see that the implementation from Interniche is flexible and have many modules.
---ANIMATION--- The yellow boxes are the modules included in the free package from ST. you will find here all the Key protocols of the stack. 

In addition to theses free modules there are some demos included :
---ANIMATION--- an HTTP simple application ( without CGI)
---ANIMATION--- 
---ANIMATION--- a UDP client server demo
---ANIMATION--- a TCP client server demo

---ANIMATION---
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Presenter
Presentation Notes
You will find the link to download the package on our ST website : www.st.com/stm32

You will find as well an application note : AN3000 that contains :
An introduction to TCP-IP
A presentation of the Nichelite 
Some debugging tips
A detailed description of the demos provided in the package

http://www.st.com/stm32
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STM32F107 Ethernet 
Generic information about TCP-IP
Nichelite TCP-IP Stack
Application Examples

Content

Presenter
Presentation Notes
In the coming part I will present 2 examples each time I will give some inputs on the Hardware and Software parts.
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Hardware Requirements
• Use a MII PHY already qualified by customer
• Minimize the BOM cost

Software Requirements
• The customer has its own protocol 
• Data is similar a stream of bytes :

– Lost packets need to be resent
– Packets need to be ordered

• Lost data / data reordering is not handled by the protocol

Example 1 : User defined  protocol over TCP-IP
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Presenter
Presentation Notes
Here is an example how to implement a user define protocol on top of TCP-IP

---ANIMATION--- Here are the Hardware Requirement :
---ANIMATION--- For this application the customer already has a qualified MII PHY and wants to use it for this application
---ANIMATION--- The customer want to minimize the BOM cost

---ANIMATION--- The Software requirements :
---ANIMATION--- As mentioned in the title, the customer has its own protocol and want to implement it on top of TCP-IP
---ANIMATION--- This protocol need to send data in a “stream like” way 
This means that all the data need to arrive at the destination is the same order and data cannot be lost
---ANIMATION--- The user protocol is currently not handling the loss of data or reordering of the data. This means that the reliability has to be ensure by the lower protocols, ---ANIMATION--- in other words the TCP protocol is the most suitable transport layer protocol to use here. 
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STM32F107

Example 1 : Ethernet Block Diagram
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Ethernet
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MII

• One 25Mhz external crystal (internal oscillator)
• MII interface

– 15 pins for the communication between the MAC & PHY
– 2 pins for the MDC / MDIO (to access PHY registers) 

XT1
25MHz 25MHz

MDC/MDIO 2 pins

Hardware Example 

Other configurations

can be used as well

Presenter
Presentation Notes
---ANIMATION--- Here is a example of block diagram that can be used for this application

---ANIMATION--- Only one 25Mhz crystal is required here, reducing the BOM cost, the 25Mhz generated by the internal oscillator is output on the MCO GPIO and provided to the PHY

---ANIMATION--- Here the MII interface requires 17pins :
---ANIMATION--- 15 pins for the data transmission between the MAC & PHY
---ANIMATION---  2 pins for the PHY configuration

---ANIMATION---  This is an example, other configuration can be used as well. 
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Example 1 : user defined  protocol over TCP-IP

STM32F107
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STM32F107

PHY

Ethernet

ARP

IP

TCP

TCP client / server 
Application

Presenter
Presentation Notes
A few words on the software part :

---ANIMATION--- The customer is starting from the Nichelite package for STM32 downloaded from our website :

---ANIMATION--- using the TCP-Client server demo to build his application 
---ANIMATION--- then you see that all the protocol requires are already in the package : TCP
---ANIMATION--- IP
---ANIMATION--- ARP 
---ANIMATION--- an the STM32

---ANIMATION--- for both sending and receiving frames.
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TFTP

Example 2 : Firmware upgrade

Hardware Requirements
• Use RMII to optimize the GPIO usage
• Reduce the BOM cost

Software Requirements
• Need a commercial solution
• Need a cost effective solution
• Need the source code 

• Using a simple protocol
• Reliable protocol

I want to 
transfer files. 

TFTP

UDP

Port 69 
Check

su
m

Included

Presenter
Presentation Notes
Here is an example how to add a device firmware upgrade to your ethernet enabled application 

---ANIMATION--- Here are the Hardware Requirement :
---ANIMATION--- For this application the customer wants to use an RMII PHY to reduce the GPIO count 
---ANIMATION--- The customer want to minimize the BOM cost

---ANIMATION--- The Software requirements :
---ANIMATION--- the customer wants a commercial solution (no open source) 
---ANIMATION--- he needs a cost effective solution 
---ANIMATION--- The customer engineers require the source code of the stack
---ANIMATION--- The Nichelite Package is a good match 

A few words about the protocol, 
---ANIMATION--- the engineers want a simple protocol 
---ANIMATION--- and for sure it as to be reliable 
---ANIMATION--- The TFTP protocol already included in the package is a good match 
---ANIMATION--- while relying on UDP this protocol implement a simple AND RELIABLE way to transfer files. 






STM32 全国研讨会 14-25/09/2009 22

Example 2 :Ethernet Block Diagram

• RMII interface ( RMII + MDC/MDIO = 9 pins)
• One 25Mhz external crystal
• Or one 50Mhz external oscillator

RMII + 50MHz

PLLs XT1/XT2

RMII_REF_CLK

PHY_CLK

50MHz

HCLK

XTAL
25MHz
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PHY

7 pins RMII
+MDC 
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Ethernet
MAC 10/100

MII

MDC/MDIO

RMII +

RMII_REF_CLK

PLL HCLKOSC
50MHz XT1PHY_CLK 50MHz

50MHz PHY

Hardware Examples 

Other configurations

can be used as well

Presenter
Presentation Notes
---ANIMATION--- Here is a example of block diagram that can be used for this application

---ANIMATION--- Here the RMII interface requires 9 pins :
---ANIMATION--- 9 pins for the data transmission between the MAC & PHY
---ANIMATION---  2 pins for the PHY configuration

---ANIMATION--- A first option is to use only one 25Mhz crystal is required here, reducing the BOM cost, the 25Mhz generated by the internal oscillator goes through a PLL to output the 50Mhz clock required by the MAC and the PHY

---ANIMATION--- A second option is to use only one 50Mhz oscillator used by the MCU, the MAC and the PHY

---ANIMATION---  This is an example, other configuration can be used as well. 
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Example 2 : Firmware upgrade
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Presenter
Presentation Notes
A few words on the software part :

---ANIMATION--- The customer is starting from the Nichelite package for STM32 downloaded from our website. 

---ANIMATION--- A TFTP demo is under development 
---ANIMATION--- then you see that all the protocol requires are already in the package : TFTP
---ANIMATION--- UDP
---ANIMATION--- IP
---ANIMATION--- ARP 
---ANIMATION--- an the STM32

---ANIMATION--- for both sending and receiving frames.
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Summary

The STM32F107 is a product with advanced features
• IEEE1588 support   
• MAC IP designed for performances

The STM32F107 is a flexible product :
• RMII and MII connection available on all the packages
• The customer can use his prefered PHY
• Minimum external HW required

ST offers a effective Hardware & Software solution
• NicheLite stack available for download with the Key 

Protocols and demo to start quickly
• Source code of the stack provided
• www.st.com/stm32

Presenter
Presentation Notes
Here is a summary of this presentation

http://www.st.com/stm32
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Thank You

Presenter
Presentation Notes
THANK YOU
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