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Smart Distributed System—An Open Network Specification
Internet Access to Specifications
All Smart Distributed System General Specifications are available for viewing and/or downloading on the World Wide Web:
http://www.honeywell.com/sensing/prodinfo/sds/sdspec.stm
Or to request additional Smart Distributed System information and/or literature, send E-Mail to:

info@micro.honeywell.com
“Honeywell Responsibilities”
Honeywell Micro Switch has taken all reasonable steps to assure the accuracy of these specifications. However, specifications may change at any time without notice. The information we supply is believed to be accurate and reliable as of this printing.  However, we assume no responsibility for its use. In no event  shall  Honeywell  be  liable  for  any  cost  of  cover,  or  for  any  indirect,  special,  consequential, incidental or punitive damages of any sort.

While we provide application assistance, personally, through literature and on the Web, it is up to the customer to determine the suitability of any developer’s product in the application.
WARNING
MISUSE OF DOCUMENTATION
This information is presented for reference only.  DO NOT USE this document as installation information Complete installation, operation and maintenance information is provided in the instructions supplied by the developer.
Failure to comply with these instructions could result in death or serious injury.

Comments
Any comments  and  or  questions  on  this  document are greatly appreciated.  With your assistance any deficiencies, resulting from unclear, misleading, or erroneous information, can be eliminated.  You can submit your comments in several ways.  You can mail them to SDS Council, IL50/B4-523, Honeywell MICRO SWITCH Division, 11 West Spring Street, Freeport, IL  61032.
You  can  FAX  them  to

815/235-5623. Your comments can also be submitted directly to the Smart Distributed System Council via electronic mail:

SDSCouncil@micro.honeywell.com
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1. Introduction
1.1 Purpose
The Smart Distributed System Application Layer Protocol (ALP) has  been  designed  to  meet  the speed, reliability, and flexibility required for manufacturing automation applications, including the requirements for real-time control.  The Smart Distributed System ALP achieves high reliability through error detection and correction as well as message acknowledgment.
1.2 Scope
This document specifies the Smart Distributed System application layer services and protocol. The protocol provides a comprehensive set of messages, ranging in complexity from simple event-driven Change-Of-State messages to more complex operations conveying binary, analog, and alphanumeric values.
The  Smart  Distributed  System  Protocol is intended for, but is not limited to, use in industrial automation  applications.  These  applications  typically  require  a  variety  of  devices  such  as  the following.

Sensors, such as photoelectric and proximity
Operator interfaces
Switches, such as limit and manual push buttons
Diagnostic data collectors Analog sensors such as current, pressure, and air flow
Personal computer interfaces PLC interfaces
Variable-Speed Drives Annunciators                                                                          Servo-Drives
Power Control and monitoring devices
Network interfaces Motor starters
IEC1131-3 Functions Soft-start motor starters
SDS Function Blocks Machine controller
Equipment monitoring
1.3 Architecture
1.3.1  Relationship with The OSI Reference Model
The Smart Distributed System ALP is based on a three-layer architecture. These layers constitute a collapsed form of the Open Systems Interconnection (OSI) seven-layer architecture, mapping onto the physical, data link, and application layers of the OSI Reference Model (ISO 7498).
The  resource  and  overhead  costs  of  implementing  a  full  OSI  seven-layer  architecture  make  it impractical for smart sensors and actuators. Typical control applications consist of tightly coupled loops running over a single data link. This eliminates the need for presentation, session, and network layer  functionality.  Required transport layer functions such as segmentation are handled by the application  layer,  resulting  in  a  three-layer  model  that  is  more  suitable  for  real-time  control applications. This architecture is similar to that of other industrial network protocols.
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The ALP uses the services provided by a CAN (Bosch V2.0A CAN Specification) data link layer. The  CAN  protocol  is  compatible  with  a  variety  of  physical  media.  Figure  1.1  compares  the architecture of the Smart Distributed System protocol model with the OSI Reference Model.
Smart Distributed System
Protocol Model


Corresponding  ISO Layers
APPLICATION LAYER
APPLICATION LAYER
|
PRESENTATION LAYER
|
SESSION LAYER
|
TRANSPORT LAYER
|
NETWORK LAYER
CAN DATA LINK LAYER
DATA LINK LAYER
PHYSICAL LAYER
PHYSICAL LAYER
Figure 1.1  SDS Protocol Architecture
1.3.2  Use with Other Data Link Layers
The Application Protocol Data Unit formats specified in this document are optimized for use with the  CAN  Data  Link  Layer. However, since the Smart Distributed System protocol has a layered architecture, it can also be used over other protocol data link layers.  If  used  with  other  data  link layers, addressing and address filtering mechanisms may be subject to revision, and the sizes of the various fields in the Application Protocol Data Units may need to be adjusted.
SDS   Application Layer Protocol

TCP



SPX

IP
IPX

CAN
SP50



Various

DATA LINK

LAYER
Various


DATA LINK

LAYER

DATA LINK

LAYERS
Physical
Physical
Physical
Figure 1.2  SDS Application Layer Protocol with Other Protocols
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1.4  Definition of Terms
(+)
A qualifying suffix used with Result parameter service descriptions.  As a Result qualifier, it refers to a successful result in Service Convention diagrams.
(–)
A qualifying suffix used with Result parameter service descriptions.  As a Result qualifier, it refers to an unsuccessful result in Service Convention diagrams.
(=)
A qualifying prefix used with indication and confirm primitive descriptions in Service Convention diagrams.  It means that the primitive is the same as one previously occurring at another level

(e.g., the indication primitive may be the reception of the request primitive, shown as (=) Request received).
ALP
Application Layer Protocol
APDU
Application Layer Protocol Data Unit
Application Layer
The SDS protocol is based on a three layer architecture that is a compacted form of the ISO/OSI Reference Model and includes physical, data link, and application layers. The Application Layer provides communications services enabling the interaction of embedded objects to accomplish the desired application functions.
Application Layer
Protocol



The rules governing the structure and timing of APDUs that are used to achieve the services provided by the application layer.
Application Layer
Protocol Data Unit


The unit of data transfer exchanged between application layers. It is encapsulated within a Data Link Layer Protocol Data Unit

(DLPDU) when transmitted from one component  to another.
Application Layer Service
A service provided to the Service User of the application layer.
The service may be provided by means of a specified function call. Branch
Communication line that is a final circuit from a trunk to a node Bus
The trunk and all of the physical components connected to it
CAN
Controller Area Network
CCD
Channel Capable Device
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Channel
Channel is one of the SDS Service Types.
Channel Capable Device
A Channel Capable Device is one that is able to send, receive and properly process Channel messages.
Channel Code
In a Channel APDU this Service Parameters subfield specifies one of several channel types; for example, Multicast and Peer-to-Peer Channels.
Channel Number
In a Channel APDU this Service Parameters subfield holds a channel number that is the Channel Identifier for the message.

CiA
CAN in Automation International Users and Manufacturers group
Confirm (primitive)
A representation of an interaction in which a Service-Provider indicates, at a particular service-access-point, completion of some procedure previously invoked, at that service-access-point, by an interaction represented by a request primitive. The confirm service is an Application Layer primitive. A confirm  notifies the Service User of the presence of the response.
Connection Manager
The Network Object responsible for relaying Connection APDUs between the Initiating and Responding Devices
COS
COS (Change-Of-State) services are specialized services used by SDS single-point binary objects to report the occurrence of changes in binary I/O. A binary sensor changes states when actuated, whereas a binary actuator changes states upon a command.
COV
COV (Change Of Value) is an event used to report that an input has changed by a predetermined amount.
Device
Logical Device
Device-Object
Device-Object is an addressable object that is defined by its
Logical Address and its EOID.
Dir/Pri
Dir/Pri is a field in all APDUs. In Host-Guest relationships, the
Direction/Priority field determines the communication Direction

(i.e., if Dir/Pri = 0, the Logical Device Address field holds a destination address; if Dir/Pri = 1, the Logical Device Address field holds a source address).  However, in Channel APDUs, it determines the priority (high/low) of the messages.
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Embedded Object
An Embedded Object is a network-addressable entity within a logical device. The word object is used as an abstraction for one of several possible types of entities such as I/O Devices. The address of the embedded object is a combination of the Logical Address plus the EOID.  Embedded objects have defined attributes, actions, and events that are specific to the embedded object types that make up a Logical Device. An Embedded I/O Object may exist singly or coexist with other Embedded Objects within the Logical Device.
Embedded Object
Identifier


The Embedded Object Identifier is a 5-bit APDU field that holds a number used to differentiate among up to 32 embedded objects in a Logical Device.  The EOID field is used in all APDUs except Connection.
EOID
Embedded Object Identifier
FI
Fragmentation Indicator
Fragment
One of the multiple component messages comprising a fragmented long form APDU.
Fragmentation Indicator
Fragmentation Indicator is a single bit field that identifies an

APDU as fragmented.
Guest
In a Host-Guest (or Master-Slave) relationship, a specific group of
Guest Devices is managed by a Host Device.
Host
In a Host-Guest (or Master-Slave) relationship, a Host Device manages a specific group of Guest Devices.
IDAdd
Initiating Device Address

Indication (primitive)
A representation of an interaction in which an ALP Service Provider indicates that a procedure has been invoked by the ALP service-user at the peer service-access-point. The indication service is an Application Layer primitive service. The Indication notifies the Service User of the presence of a request from another device
or controller.
Initiating Device
In a Peer-to-Peer relationship, the Initiating Device initiates a message exchange by sending a request message to the Responding Device.
ISO/OSI Reference Model
This is the seven-layer reference model for communication protocols defined by ISO-7498, Information Processing Systems, Open Systems Interconnection, Basic Reference Model.
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Logical Address
The Smart Distributed System device address as it appears on the bus and at the device interface.  Logical addresses must be within the range {0 ... 125}.
Logical Device
A Logical Device is a separately addressable entity within a physical component. A logical device contains at least one and no more than 32 embedded objects.  A Logical Device is connected to the communications channel via its Logical Address.
Media
Twisted pair, optical fiber, or other means of transmitting communication signals between two or more nodes
Network
All the media, connectors, associated communication elements, and a given set of communicating devices interconnected for the purpose of communication
Object
Embedded Object
Object Model
An Object Model provides a method for describing the network- visible aspects of a device. The device behavior or structure is defined by a set of attributes, a set of actions, and a set of events that comprise the model.

P–P
Peer-to-Peer
Peer
One of two addressable objects within a Peer-to-Peer relationship Peer-to-Peer
A communication channel between two Channel Capable Devices Physical Component
A Physical Component is an abstraction representing a single
physical package that is optionally modular, comprises hardware and software, and is connected to the network.  The Physical Component contains one or more Logical Devices.
Primitive
An abstract, implementation-independent representation of an interaction between a service user and a service provider. Primitive services exist at the Application Layer level. These commands describe the four services:  Request, Response, Indication, and Confirm.

R/R
Request/Response
RDAdd
Responding Device Address
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Request (primitive)
A representation of an interaction in which an ALP Service User invokes some procedure. The request service is an Application Layer primitive service. As a result of the request, the Application Layer typically formats and transmits a request packet.

Request/Response
Request/Response is a subfield of the Service Specifiers field.  The entry options are Request, Successful Response, Error Response, and Wait Response.  The R/R subfield is used in all Smart Distributed System long form messages.

Responding Device
In a Peer-to-Peer relationship, the Responding Device normally responds to the Initiating Device with a response message and by performing the requested service.
Responding Device
Address



In an Open/Close Peer-to-Peer APDU, this Service Parameters subfield identifies the address of the Responding Device.
Responding Device EOID
In an Open/Close Peer-to-Peer APDU, this Service Parameters subfield identifies the EOID for a Responding Device.
Response (message)
A long-form message in which the Request Response (R/R) field is set to Response.

Response (primitive)
A representation of an interaction in which an ALP Service-User indicates that it has completed some procedure previously invoked by an indication primitive. The response service  is an Application Layer primitive service. This service is invoked by the Application Layer Service Provider when a response has been prepared.
RTR
Remote Transmission Request (re. CAN specification)
SDS
Smart Distributed System
Service Parameters
The Service Parameters field determines how an APDU will be processed.  Its definition varies according to Service Type.
Service Provider
A Service Provider is an abstraction used to facilitate descriptions of Application Layer services.  A Service Provider responds to requests from the Application Layer.
Service Specifiers
An APDU field that holds the subfields R/R and FI
 SubType
In a Peer-to-Peer APDU, this Service Parameters subfield specifies the service type requested of the Responding Device by the Initiating Device.
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Service User
A Service User is an abstraction used to facilitate descriptions of Application Layer services.  A Service User requests or receives services from the Application Layer.

SubParameters
In a Channel APDU, this Service Parameters subfield identifies the parameters for the Responding Device (e.g. for a Write service, the SubParameters is the Variable ID).
Topology
The physical arrangement and spacing of the trunk, branches, and physical components
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2.  Application Layer Services
2.1  Service Convention Overview
The Smart Distributed System Application Layer provides services tailored for maximum support of the Smart Distributed System Network within the limitations of  the  CAN  Data  Link  layer.  The services provided are listed in Figure 2.1.
The following Application Layer services are available.
Service                  Function
Read
Allows the ALP service user to read the value of a Device-Object attribute
Write
Allows the ALP service user to modify the value of a Device-Object attribute
Event
Allows an ALP service user to report a Device-Object event
Action
Allows an ALP service user to command a Device-Object to execute an action
COS ON
Specialized event service that reports a Change Of State to the ON state at a Device
COS OFF
Specialized event service that reports a Change Of State to the OFF state at a Device
Write ON
Specialized write service that writes an ON state to a Device
Write OFF
Specialized write service that writes an OFF state to a Device
Connection
Allows the ALP service user to open/close individual logical address connections
Channel
Allows the ALP service user to establish and use Multicast and Peer-to-Peer channels
Figure 2.1  SDS Application Layer Services
The  Smart  Distributed  System  Service Model uses four primitive functions:  Request,  Response, Indication,  and   Confirm,  to  provide  the  Application  Layer  services.  These   primitives   are diagrammed in Figures 2.2 and 2.3.  Figure 2.4 shows the Application Layer Connection Service.
When  an  Initiating  Device  invokes  an application layer service (such as the  “Read” service), the following sequence of events occurs. The Request primitive is presented to the Application Layer. The application layer generates an Application Layer Protocol Data Unit (APDU) to be processed by the Responding Device’s application layer. The Application Layer issues a send message request to the  CAN  Data  Link  Layer  using the APDU.  The Data Link Layer prepares a CAN-formatted Protocol Data Unit (PDU) and presents it a bit at a time to the Physical Layer for sending to the Responding Device. The Indication primitive represents the requested service as it is received at the Responding Device’s application layer. The Responding Service User creates a response to the read request. The  Response  primitive conveys the information from the Responding Device, and the Confirm primitive notifies the Initiating Device that the response has been received.
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2.2  Basic Service Conventions
Initiating Device
Responding Device
Service User
Request
1


Confirm


Response
3


Indication
4
Application Layer
2
CAN Data Link Layer
Physical Layer
Response APDU
Request APDU
Figure 2.2  Representation of the Basic Service Primitives
1.
A  Request primitive presented to the Application Layer precipitates generation of an Application

Layer Protocol Data Unit by the Initiating Device.

2.
The receipt of the Application Layer Protocol Data Unit by the Responding  Device  causes  an
Indication of the received message for the Service User at the Responding Device.
3.
The Service User at the Responding Device presents a Response primitive to the Application Layer that precipitates generation of an Application Layer Protocol Data Unit.
4.
The receipt of this APDU response by the Initiating Device causes a  Confirm primitive to be delivered to the Service User at the Initiating Device.
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2.3  Fragmented Service Conventions
The Fragmented Service is used for information that exceeds the maximum data length of a single
Application Layer Protocol Data Unit. The following sequence of events occurs.
Initiating Device
Responding Device
Service User
Request
Response
Confirm
31
Indication
4
Application Layer
2

CAN Data Link Layer

Physical Layer

Response APDU
Request APDU (nth fragment)
Request APDU (2nd fragment)
Request APDU (1st fragment)
Figure 2.3  Representation of Fragmentation Service Primitives
1.
A  Request  primitive  presented to the Application Layer precipitates generation of the individual fragmented APDUs by the Initiating Device.

2.
The receipt of the last APDU fragment by the Responding Device causes an  Indication of the received message for the Service User at the Responding Device.
3.
Following receipt of the Indication primitive, the Service User at the Responding Device invokes the
Response primitive on the Application Layer, which precipitates generation of a Response ADPU.
4.
The receipt of this Response APDU by the  Initiating  Device  causes  a  Confirm  primitive to be delivered to the Service User at the Initiating Device.
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2.4  Connection Service Conventions
Initiating Device


Connection Manager


Responding Device
Service User
Request
1


Confirm


Indication
37


Response
5
 Application Layer   8


62
4
CAN
Data Link Layer
Physical Layer
Request APDU
Response APDU
Figure 2.4  Representation of the Connection Service Primitives
1.   A Request primitive presented to the Application Layer precipitates generation of the Request

APDU by the Initiating Device.

2.   The receipt of the APDU by the Connection Manager causes the Connection Manager to forward the
Request APDU (as a relayed Connection Request APDU) to the Responding Device.
3.   The receipt of the relayed Request APDU by the Responding Device causes an Indication of the received message for the Service User at the Responding Device.
4.   The Responding Device responds to the Request APDU with a Response primitive and a Response
APDU.
5.   The Connection Manager receives the Response APDU from the Responding Device and forwards the Response APDU (as a relayed Connection Response APDU) to the Initiating Device.
6.   The receipt of the relayed Response APDU by the Initiating Device causes a Confirm primitive to be delivered to the Service User at the Initiating Device.
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2.5 Read Service
The Read Service is used to read an attribute value of a Embedded Object. For example, this service could be used to read the present value of a sensor. Figure 2.5 describes the parameters defined for the read service.
Parameter                         Request
Indication
Response
Confirm
Logical Address—EOID   Mandatory
(=) Request received
Mandatory
Attribute ID
Mandatory
(=) Request received
Mandatory
Result (+)
   Attribute ID
   Attribute Value
Result (–)
   Attribute ID
   Error Code


Conditional Mandatory Mandatory
Conditional Mandatory Mandatory


(=) Response received
(=) Response received
(=) Response received
(=) Response received
Figure 2.5  Parameters Defined for Read Service
The functions of the parameters are as follows:
1.   Logical  Address
defines  the  device  from  which  the  attribute  data  is  to  be  read.  This  is mandatory in both the Request and the Response.
2.
EOID (Embedded Object ID)  specifies which of the embedded objects is to be read. This is mandatory in both the Request and the Response.
3.   Attribute ID  specifies the attribute to be read. The value of the Attribute ID is defined in the object model of the embedded object. This is mandatory in both Request and Response.
4.   Result  (+)  The Result (+) parameter is returned if the Read was successful. It returns the attribute ID and the value that was read.
5.   Result (–)  The Result (–) parameter is returned if the read fails. It returns the Attribute ID and provides an error code specifying why the Read Request failed.
2.5.1  Read Service Procedure
When  a  Read  Service  is invoked, the Initiating Device transmits a Read  Request APDU to the Responding Device Logical Address. The Responding Service User receives a Read Indication. If the Responding Service User is not able to service the request, it issues a Response primitive with Result (–) parameters and a failed response Read APDU (Error) is sent back to the Initiating Device. Otherwise the Response primitive contains the Result (+) parameters and a successful response Read APDU (Success) containing the requested data is sent back to the Initiating Device. The Initiating Service User receives the Confirm primitive indicating the returned APDU with the corresponding Result (+) or Result (–) parameters has been received.
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2.6 Write Service
The Write Service is used to modify an attribute of a Embedded Object. For example, this service could be used to set an actuator output to on or off. Figure 2.6 describes the parameters defined for this service.

Parameter                 Request
Indication
Response
Confirm
Logical Address—EOID   Mandatory
(=) Request received
Mandatory
(=) Response received
Attribute ID
Mandatory
(=) Request received
Mandatory
(=) Response received
Attribute Value
Mandatory
(=) Request received
Result (+)
   Attribute ID
Result (–)


Conditional
Mandatory
(=) Response received
Conditional
   Attribute ID
   Error Code

Mandatory
Mandatory

(=) Response received
(=) Response received
Figure 2.6  Parameters Defined for Write Service
The functions of the parameters are as follows:
1.   Logical Address  defines the device that contains the target Object.
2.
EOID (Embedded Object ID)  specifies which of the embedded objects is to be written.

3    Attribute ID   specifies the attribute to be written. The value of the ID is defined in the object model of the embedded object.
4    Attribute Value  is the value to which the attribute is to  be set.

5.  Result (+)  The Result (+) primitive returned with the Attribute ID if the Write was successful.
6.   Result (–)  The Result (–) primitive is returned if the Write failed. It returns the Attribute ID and provides an error code specifying why the Write request failed.
2.6.1  Write Service Procedure
When  a  Write  Service is invoked, the Initiating Device transmits a Write  Request APDU to the Responding Device Logical Address. The Responding Service User receives a Write Indication. If the Responding Service User is not able to service the request, it issues a Response primitive with Result (–) parameters and a failed response Write APDU (Error) is sent back to the Initiating Device. Otherwise the Response primitive contains the Result (+) parameters and a  successful  response Write APDU (Success) is sent back to the Initiating Device. The Initiating Service User receives the Confirm  primitive  indicating  the  APDU  with  the  corresponding  Write  APDU  Result (+)  or Result (–) parameters has been received.
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2.7 Event Service
The Event Service is used to report the occurrence of events specified for an Embedded Object. A Logical Device might, for example, report a self-test failure. Figure 2.7 describes  the  parameters defined for this service.
Parameter                 Request
Indication
Response
Confirm
Logical Address—EOID   Mandatory
(=) Request received
Mandatory
(=) Response received
Event ID
Mandatory
(=) Request received
Mandatory
(=) Response received
Event Parameters
Conditional
(=) Request received
Result (+)
   Event ID
Result (–)


Conditional
Mandatory
(=) Response received
Conditional
   Event ID
   Error Code

Mandatory
Mandatory

(=) Response received
(=) Response received
Figure 2.7  Parameters Defined for Event Service
The functions of the parameters are as follows:
1.   Logical Address  defines the device in which the event occurred.
2.
EOID (Embedded Object ID)  specifies which of the embedded objects is transmitting.

3.   Event ID  specifies the event that occurred. The value of the Event ID is specified in the Object
Model of the sending Embedded Object.
4.  Event Parameters  The Event Parameters are Conditional on the type of event. They are defined in the Component Model specifications.
5.  Result  (+)  The Result (+) primitive is returned with the Event ID if  the  Event  Report  was successful.
6.   Result (–)  The Result (–) primitive is returned if the Event Report failed. It returns the Event ID

and provides an error code specifying why the Event report failed.
2.7.1  Event Service Procedure
When an Event Service is invoked, the Initiating Device generates  an  Event  Request APDU and transmits  it  to  the  Responding  Device.  When  the  Responding  Service  User  receives  an  Event Indication, indicating that the Event APDU is available, the Responding Service User then issues a Response  primitive  with  the  Result (+)  parameters  and  a  successful  response  Event  APDU
(Success). If the Responding Service User is unable to process the Event APDU, a Response APDU with a Result (–)  primitive  (Error)  is  issued to the Initiating Device. The Initiating Service User receives the Confirm primitive indicating the returned APDU with the corresponding Result (+) or Result (–) parameters has been received.
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2.8 Action Service
The Action Service is used to execute the actions specified for a Embedded Object. For example, the Action service may be used to initiate a self-test.  Figure 2.8 describes the parameters defined for this service.
Parameter                 Request
Indication
Response
Confirm
Logical Address—EOID   Mandatory
(=) Request received
Mandatory
(=) Response received
Action ID
Mandatory
(=) Request received
Mandatory
(=) Response received
Action Parameters
Conditional
(=) Request received
Result (+)
   Action ID
   Action Results
Result (–)
   Action ID
   Error Code


Conditional Mandatory Conditional
Conditional Mandatory Mandatory


(=) Response received
(=) Response received
(=) Response received
(=) Response received
Figure 2.8  Parameters Defined for Action Service
The functions of the parameters are as follows:
1.
Logical Address  defines the device that contains the target Object.
2.
EOID (Embedded Object ID)  specifies which of the embedded  objects  is  to  perform  the action.
3.   Action ID   specifies the action to be performed. The value of the Action ID is specified in the
Object Model of the target object.
4.  Action Parameters   are dependent on the type of action. They are defined in the Object Model specifications.
5.  Result (+)  The Result (+) parameter is returned with the Action ID and Action parameters.
6.   Result (–)  The Result (–) parameter is returned if the Action request failed. It returns the action
ID and provides an error code specifying why the Action request failed.
2.8.1  Action Service Procedure
When an Action Service is invoked, the Initiating Device transmits an Action Request APDU to the Responding Device Logical Address. The Responding Service User receives an Action Indication. If the Responding Device is not able to service the  request,  it  issues  a  Response primitive with Result (–) parameters and a failed response Action APDU (Error)  is  sent  back  to  the  Initiating Device.  Otherwise  the  Response  primitive  contains  the  Result (+)  parameters  and  a  successful response Action APDU (Success) is sent back to the Initiating Device. The Initiating Device Service User  receives  the   Confirm  primitive  indicating  the  returned  APDU  with  the  corresponding Result (+) or Result (–) parameters has been received.
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2.9  Change Of State to ON Service
The Change Of State ON Service (COS ON) is a specialized event service used by a Logical Device to report the occurrence of a change of its state to ON via a short form message. This service is used only by a Device with a single embedded object (e.g., a single binary input). Figure 2.9 describes the parameters defined for this service.
Parameter                 Request
Indication
Response
Confirm
Logical Address
Mandatory
(=) Request received
Mandatory
(=) Response received
Result (+)
COS ON ACK


Conditional
Mandatory
(=) Response received
Figure 2.9  Parameters Defined for Change Of State to ON Service
The functions of the parameters are as follows:
1.   Logical Address  defines the device in which the Change Of State to ON occurred.
2.  Result (+)  The Result (+) parameter is returned when the report is successful.
3.   Result (–)  The Result (–) parameter is not defined for this service.
2.9.1  COS to ON Service Procedure
The Change Of State ON Service is invoked via a Request primitive that precipitates the sending of a COS ON APDU. The Responding Service User receives a COS ON Indication and the Change of State  ON APDU. The Responding Service User initiates a  Response primitive that precipitates a COS ON ACK APDU. If there is an error at the Responding Device, no response is  returned. Otherwise,  the  Initiating Device receives the  Confirm primitive and the returned APDU with the Result (+) parameters.
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2.10  Change Of State to OFF Service
The Change Of State OFF Service (COS OFF) is a specialized event  service  used  by  a  Logical Device to report the occurrence of a change of its state to OFF via a short form message. This service is used only by a Device with a single embedded  object  (e.g.,  a  single  binary input).  Figure  2.10 describes the parameters defined for this service.
Parameter                 Request
Indication
Response
Confirm
Logical Address
Mandatory
(=) Request received
Mandatory
(=) Response received
Result (+)
COS OFF ACK


Conditional
Mandatory
(=) Response received
Figure 2.10  Parameters Defined for Change Of State to OFF Service
The functions of the parameters are as follows:
1.
Logical Address  defines the I/O device in which the COS to OFF occurred.
2.  Result (+)  The Result (+) primitive is returned when the report is successful.
3.   Result (–)  The Result (–) primitive is not defined for this service.

2.10.1  COS to OFF Service Procedure
The Change Of State OFF Service is invoked via a Request primitive that precipitates the sending of a Change Of State OFF APDU. The Responding Service  User  receives  a  Change  Of  State  OFF Indication and the Change of State OFF APDU. The Responding Service User initiates a Response primitive that precipitates a COS OFF ACK APDU. If there is an error at the Responding Service User, no response is returned. Otherwise the Initiating Service User receives the Confirm primitive and the returned APDU with the Result (+) parameters.
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2.11  Write ON State Service
The  Write  ON  State  Service  is a specialized write service used to write an ON state to a Logical Device  via  a  short  form  message. This service is used by only a Device with a single embedded object (e.g., a single binary output).  Figure 2.11 describes the parameters defined for this service.
Parameter                 Request
Indication
Response
Confirm
Logical Address
Mandatory
(=) Request received
Mandatory
(=) Response received
Result (+)
WRITE ON ACK


Conditional
Mandatory
(=) Response received
Figure 2.11  Parameters Defined for Write On State Service
The functions of the parameters are as follows:
1.   Logical Address  defines the  device which is to assume the  ON state.
2.  Result (+)  The Result (+) primitive is returned when the report is successful.
3.   Result (–)  The Result (–) primitive is not defined for this service.

2.11.1  Write ON Service Procedure
The Write ON Service is invoked via a Request primitive that precipitates sending of a Write On State APDU. The Responding Device receives a Write On State Indication. The Responding Device initiates a  Response primitive that precipitates a Write ON ACK APDU. The Initiating Device receives the returned Confirm primitive and the APDU with the Result (+) parameters. However, if there is an error at the Responding Device, no response is returned.
Note: Devices that support multiple Embedded Objects (or multiple output bits) must use the normal Write Service (see
Section 2.6, Write Service) with an Embedded Object ID.
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2.12  Write OFF State Service
The Write OFF State Service is a specialized write service used to write an OFF state to a Logical Device  via  a  short  form  message. This service is only used by a Device with a single embedded object (e.g., a single binary output).  Figure 2.12 describes the parameters defined for this service.
Parameter                 Request
Indication
Response
Confirm
Logical Address
Mandatory
(=) Request received
Mandatory
(=) Response received
Result (+)
WRITE OFF ACK


Conditional
Mandatory
(=) Response received
Figure 2.12  Parameters Defined for Write Off State Service
The functions of the parameters are as follows:
1.   Logical Address  defines the I/O device that is to assume the  OFF state.
2.  Result (+)  The Result (+) primitive is returned when the report is successful.
3.   Result (–)  The Result (–) primitive is not defined for this service.

2.12.1  Write OFF Service Procedure
The Write OFF Service is invoked via a Request primitive that precipitates the sending of a Write OFF  State  APDU.  The  Responding  Service  User  receives  a  Write  OFF  State  Indication.  The Responding Service User initiates a Response primitive that precipitates a Write OFF ACK APDU. The  Initiating  Service  User  receives  the  returned  Confirm  primitive  and  the  APDU  with  the Result (+)  parameters. However, if there is an error at the Responding Device, no response is returned.
Note: Devices that support multiple Embedded Objects (or multiple output bits) must use the normal Write Service (see
Section 2.6, Write Service) with an Embedded Object ID.
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2.13 Connection Service
The Connection Service is used to establish a Device Connection between an Initiating Device and a Responding Device.  A successful service invocation results in the Responding Device being able to accept future APDUs with the source address of the initiator, and the Initiating Device being able to accept future APDUs with the source address of the Responding Device.
Parameter                 Request
Indication
Response
Confirm
Initiating Device Add
Mandatory
(=) Request received
Mandatory
(=) Response received
Open/Close
Mandatory
(=) Request received
Mandatory
(=) Response received
Responding Dev Add
Mandatory
(=) Request received
Mandatory
(=) Response received
Result (+)
   Open/Close
Respond Dev Add
Result (–)
   Open/Close
Respond Dev Add
   Error Code


Conditional Mandatory Mandatory
Conditional Mandatory Mandatory Mandatory


(=) Response received
(=) Response received
(=) Response received
(=) Response received
(=) Response received
Figure 2.13  Parameters Defined for Connection Service
The functions of the parameters are as follows:
1.
Initiating Device Address  defines the device that is initiating the Connection.
2.
Open/Close  specifies either opening or closing of a Connection.
3.
Responding Device Address  defines the device to be connected to the Initiating Device.

4.
Result (+)  The Result (+) primitive is returned with the Connection parameters.
5.
Result (–)  The Result (–) primitive is returned if the Connection request failed. It returns the
Connection parameters and provides an error code specifying why the Connection request failed.
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2.13.1  Connection Service Procedure
When  a Service User invokes a Connection service, a Connection  Request APDU is sent on the network.  If the Connection Manager is unable to service this request, it issues a Response primitive with Result (–) parameters and a failed Connection Response APDU (Error) is sent back to  the Initiating Device.  Otherwise, the Connection Manager processes the request as follows.
The Connection Manager receives and processes this Connection Request message by forwarding the relayed Connection Request APDU to the Responding Device Address (i.e., the specific address that is the target of the connection).  This results in a connection Indication at the Responding Device.  If the Responding Device is unable to service this request, it issues a Response primitive with Result (–

) parameters and a failed response Connection APDU (Error) is sent back to the Initiating Device via the Connection Manager.  Otherwise, the responding Service User adjusts its message acceptance filter to accept future channel messages originated by the Initiating Device. The Responding Device then invokes a Response primitive with Result (+) and a Successful Response APDU is sent back to the Initiating Device via the Connection Manager. The Connection Manager receives the response APDU and forwards a relayed Connection Response to the Initiating Device.  The Initiating Device receives a  Confirm primitive along with the forwarded Response APDU and similarly adjusts its message acceptance filter to receive APDUs from the Responding Device.
Note:  The Connection process is facilitated by a network unique Connection Manager. (Uniqueness means that a single Connection Manager can function at any point in time.  A backup Connection Manager can be implemented to take over this function in case of a primary Connection Manager failure.)  The Connection Manager communicates with both devices using their respective addresses in the address identifier field.  This means that the Responding Device does not need to open its message acceptance filter to addresses other than its own before the process begins.
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2.14 Channel Service
The  Channel  Service  provides  direct  Multicast  and  bi-directional  Peer-to-Peer  communication channels for the Requesting Service User.  This service is used by any group of two or more Channel Capable Devices (CCDs) to communicate directly between specific Service Users that are identified via their respective Embedded Object Identifiers.
2.14.1  Multicast Channel Service
The Multicast Service delivers messages from a Publisher (Service User) to one or more Subscribers

(Service Users) with a nonresponding type of APDU. The Multicast channel service utilizes only a request  and  an  indication  primitive  from/to the Initiating and Responding Devices, respectively. Response and Confirm primitives are not used in the Multicast Channel Service.
Publisher Service Users use the Multicast Request service primitives.

Subscriber Service Users use the Multicast indication service primitives.

Parameter                 Request
Indication
Response
Confirm
Logical Address—EOID   Mandatory
(=) Request received
Channel Code
Mandatory
(=) Request received
Channel Number
Mandatory
(=) Request received
Figure 2.14  Parameters Defined for Multicast Channel Service
The functions of the parameters are as follows:
1.
Publisher Logical Address—EOID  defines the device address and Embedded Object ID that is using the Channel.

2.   Channel Code  must specify the type of channel as Multicast.
3.   Channel Number  specifies the Channel Number that is being used.
5.  Result (+)  The Result (+) primitive is not defined for this service.

6.   Result (–)  The Result (–) primitive is not defined for this service.

2.14.1.1  Multicast Channel Service Procedure

When  a  Multicast  Request  Service is invoked, the Initiating Device transmits a Channel  Request APDU, with the Channel Code set to Multicast, on the network.   The Subscribing Service User(s) each receive a Channel Indication.
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 Note :    The Multicast Channel Service sends data to a subscriber list via established Connections.  There is no open channel message.  There are no response messages from the Subscribing Devices.  The Channel parameters include a Channel Identification Number.  The Subscribing Device(s) must be configured to recognize Multicast Channel APDUs from specific Publisher Logical Addresses and Channel Number(s).  This configuration may be accomplished using one of the Write Services (see Sections 2.6 Write Service, 2.14.3, Peer-to-Peer Channel Service).
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2.14.2  Open/Close Peer-to-Peer Channel Service
The Open/Close Peer-to-Peer Channel message is used to open/close a Peer-to-Peer Channel.
Parameter                 Request
Indication
Response
Confirm
Init Dev Add—EOID
Mandatory
(=) Request received
Mandatory
(=) Response received
Open/Close Channel Number Channel Code


Mandatory Mandatory Mandatory


(=) Request received
(=) Request received
(=) Request received


Mandatory Mandatory Mandatory


(=) Response received
(=) Response received
(=) Response received
Resp Dev Add—EOID
Mandatory
(=) Request received
Mandatory
(=) Response received
Result (+)
   P-to-P  Parameters
Result (–)


Conditional
Mandatory
(=) Response received
Conditional
   P-to-P  Parameters
   Error Code

Mandatory
Mandatory

(=) Response received
(=) Response received
Figure 2.15  Parameters Defined for Open/Close Peer-to-Peer Channel Service
The functions of the parameters are as follows:
1.
Initiating Device Address—EOID  defines the device address and Embedded Object ID that is using the channel.

2.   Open/Close  specifies either opening or closing of the channel.
3.   Channel Number  specifies the Channel Number to be opened/closed.
4.   Channel Code  must specify the Channel Code to be either Open or Close.
5.
Responding Device Address—EOID   defines the device address and Embedded Object ID of the device with which the Initiating Device is establishing a channel.

5.  Result (+)   The Result (+) primitive is returned, in a successful Open/Close Response, with the
Open/Close Peer-to-Peer parameters.
6.   Result (–)  The Result (–) primitive is returned if the Open/Close Peer-to-Peer Channel request failed. It returns the Open/Close Peer-to-Peer parameters and provides an error code specifying why the Open/Close Peer-to-Peer Channel request failed.
2.14.2.1  Open/Close Peer-to-Peer Channel Service Procedure

When an Open/Close Peer-to-Peer Service is invoked,  the  Initiating  Device  transmits  a  Channel Request,  with  the Channel Code specifying Open/Close Peer-to-Peer Channel, to the Responding Device Logical Address.  The Responding Device receives a Channel Indication.  If the Responding Device is not able to service the request, it issues a Response primitive with Result (–) parameters and a failed response Channel APDU (Error) is sent back to the Initiating Device.   Otherwise the Response  primitive  contains the Result (+) parameters and a successful response Channel APDU
(Success) is sent back to the Initiating Device.  The Initiating Device receives the Confirm primitive indicating the returned APDU with the corresponding Result (–) parameters has been received.
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Note:  A connection must be established with the Responding Device (see Section 2.13, Connection Service) before the
Open/Close Peer-to-Peer Service can successfully be used.
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2.14.3  Peer-to-Peer Channel Service
The Peer-to-Peer Channel Service is used by an Initiating Device to communicate with a Responding
Device via a previously opened Peer-to-Peer Channel.
Parameter                 Request
Indication
Response
Confirm
Init Dev Add—EOID
Mandatory
(=) Request received
Mandatory
(=) Response received
SubType Channel Number Channel Code
Result (+)


Mandatory Mandatory Mandatory


(=) Request received
(=) Request received
(=) Request received


Mandatory Mandatory Mandatory
Conditional


(=) Response received
(=) Response received
(=) Response received
   P-to-P  Parameters
Result (–)

Mandatory
(=) Response received
Conditional
   P-to-P  Parameters
   Error Code

Mandatory
Mandatory

(=) Response received
(=) Response received
Figure 2.16  Parameters Defined for Peer-to-Peer Channel Service
The functions of the parameters are as follows:
1.
Initiating Device Address—EOID  defines the Device Logical Address and Embedded Object
ID of the Request Service User.
2.   SubType  specifies which Service Type (Read, Write, Action, Event) the Responding Device is requested to execute.
3.   Channel Number  specifies the Channel Number being used.
4.   Channel Code  must specify the Channel Code as Peer-to-Peer.
5.  Result (+)  The Result (+) primitive is returned with the Peer-to-Peer parameters.

6.   Result  (–)  The Result (–)  primitive is returned if the Peer-to-Peer Channel request failed. It returns the Peer-to-Peer parameters and provides an error code specifying why the Peer-to-Peer Channel request failed.
2.14.3.1  Peer-to-Peer Channel Service Procedure

When a Peer-to-Peer Service is invoked, the Initiating Device transmits a Channel Request APDU, with the Channel Code specifying Peer-to-Peer, to the Responding Device  Logical  Address.
The Responding Service User receives a Channel Indication.  If the Responding Service User is not able to service the request, it issues a Response primitive with Result (–) parameters and a failed response Channel APDU is sent back to the Initiating Device.  Otherwise, the Response primitive contains the Result (+)  parameters  and  a  successful Channel APDU (Success) containing any requested data is sent back to the Initiating Device.  The Initiating Service User receives the  Confirm primitive indicating the returned APDU with the corresponding Result (+) or Result (–) parameters has been received.
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3.  SDS Application Layer Protocol
This section specifies the protocol for all SDS services by defining each Application Layer  Protocol Data  Unit (APDU) Type and the APDU Format Specifications that the Application Layer must present to the Data Link Layer.

3.1  SDS Application Protocol Data Unit
The  Smart  Distributed  System  Application  Layer services are provided by a number of defined Service  Types.  Some  of  the  APDU fields are coded in a fixed format as specified in Section 3.2, APDU Forms. Other fields contain variable numbers of parameters that are either standard Data Types or are constructed from them. These parameters are coded according to the specifications in Section 3.3, Data Types.
3.1.1  The Address Portion Of The APDU
Physical Component


Physical Component


Physical Component
Logical Device




Logical Device
Logical Device




Logical Device




Embedded

Object

Embedded

Object



Embedded

Object



Embedded

Object


Embedded

Object

Embedded

Object

Embedded

Object

Device Address



Device Address
Device Address



Device Address

CAN



CAN



CAN

Controller
Controller
Controller

SDS BUS
Figure 3.1  Overview of Physical Component Addressing
The address fields are coded in a fixed format. Each Physical Component on the bus consists of one or more logical devices, each with its own Logical Address. Each Logical Address has one or more secondary addresses,   referred to as Embedded Object Identifiers that are used to identify a specific embedded object within a Logical Device.  For more information on embedded objects, see reference
9, Component Modeling Specification.
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3.1.2  SDS Addressing With The CAN Protocol
The  SDS  Application  Layer  Protocol  (ALP)  defines  CAN   Identifier   bit   10   (ID10)  as  the Direction/Priority bit and CAN Identifier bits 3 through 9 (ID3  —ID9 ) as the Logical Address bits. This allows Logical Addresses 0 through 125.  (Note: addresses 126 and 127 can not be used because of restrictions in the CAN specification.)
BITS


7              6              5              4              3              2              1              0
ID10         ID9          ID8          ID7          ID6          ID5          ID4          ID3
CAN
B
ID2          ID1          ID0         RTR
DLC3       DLC2       DLC1       DLC0
Header
Y
     Data Byte 1

T
     Data Byte 2

E
     Data Byte 3
CAN

S
     Data Byte 4
Data

     Data Byte 5
Field

     Data Byte 6

     Data Byte 7

     Data Byte 8

Figure 3.2  CAN Frame Format
3.1.3  Address Filtering
CAN controllers are able to filter out (or ignore) messages and accept only a particular address or set of addresses.  This reduces the number of messages that need to be serviced by the microcontroller. This feature of CAN controllers allows selection from a variety of microcontrollers to  efficiently meet  the  address  processing  requirements  of  a  specific  implementation.  GS  052  105,  Device Guidelines Specification, and GS 052 106, Interface Guidelines  Specification,  provide  additional useful information to aid in the selection of appropriate CAN hardware and address filter settings.
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3.2 APDU Forms
The Application Layer Protocol Data Unit takes one of two basic forms: short form and long form. Long form APDUs can be non-fragmented or fragmented.  A series of fragmented APDUs is used to accommodate data which exceeds the maximum size handled by the non-fragmented APDU.
Throughout this section, each field and subfield of each APDU is defined at its first occurrence in this  document.
Each  of these field definitions is preceded by a diagram that shows the primary APDU fields.   The applicable primary field will have a bold frame.  A primary field that has any previous definitions (i.e. field or subfield) will have a double frame.
Dir/Pri
Logical
Address


Service

Type


DLC
Note:  All Reserved fields must be set to a 0 value.
3.2.1  Short Form APDU Specifications
The short form APDU is 44 bits in length and is optimized for increased system throughput. The first
8 bits of the CAN Identifier are coded with the Direction/Priority bit and Logical Address. The next

3  bits  are  used  to  specify  the  Service  Type.  The  short  form  APDUs  do  not  use  the  Remote Transmission Request (RTR) bit, and it must be set to 0. The Data Length Code (DLC) is the number of actual CAN data bytes. For short form APDUs, the DLC is always 0, as none of the CAN data bytes are used.
BITS


7
6              5              4              3              2              1              0
Dir/Pri {0,1}
Logical Address {0 ... 125}
CAN
SDS

Service Type {0 ... 7}
RTR=0
Data Length Code = 0
Header
Header
Figure 3.3  Short Form APDU Structure
3.2.1.1  Direction/Priority Field

Dir/Pri
Logical
Address


Service

Type


DLC
In  short  form  APDUs, the Dir/Pri bit determines the direction with respect to the content of the logical address field. If the Dir/Pri bit is 1, the address field contains a source address. If the Dir/Pri bit  is  0,  the  address  field  contains  a  destination  address.  In  short  form  APDUs,  a  destination addressed message is always higher priority than a source addressed message.
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3.2.1.2  Logical Address Field

Dir/Pri
Logical
Address


Service

Type


DLC
The Short Form APDU defines CAN Identifier bits 3 through 9 (ID3  – ID9) as the Logical Address bits. This provides 7 address bits and permits Logical Addresses 0 to 125. (Note: Addresses 126 and
127 cannot be used due to restrictions in the CAN specification.) Within the priority level set by the Dir/Pri bit, the logical address field impacts the priority for access to the SDS network. The lower the address number, the higher the priority.
3.2.1.3  Service Type Field

Dir/Pri
Logical
Address


Service
Type


DLC
The second byte of the SDS header includes the Service Type that identifies the short form message type. Only devices, supporting a single-point input or output embedded object shall use  the  short form Service Types. The Type values are encoded in data bits 5 to 7 of the second byte (CAN ID0  – ID2).
       Name
Value
Coding
ID2           ID1           ID0
Change of State OFF
(0)
0               0               0
Change of State ON
(1)
0               0               1
Change of State OFF ACK
(2)
0               1               0
Change of State ON ACK
(3)
0               1               1
Write OFF State
(4)
1               0               0
Write ON State
(5)
1               0               1
Write OFF State ACK
(6)
1               1               0
Write ON State ACK
(7)
1               1               1
Figure 3.4  Short Form Service Type Values
3.2.1.4  Remote Transmission Request Field

The RTR field is not illustrated as one of the primary APDU fields because the ALP does not use this field.

The RTR field, bit 4 of the second CAN Header byte, must always be set to 0 for both short form and long form APDUs.
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3.2.1.5  Data Length Code Field

Dir/Pri
Logical
Address


Service

Type


DLC
The DLC field must always represent the CAN Data field length in bytes.   For short form APDUs, the DLC must always be 0.
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3.2.2  Long Form APDU Specification
The long form APDU is used for messages that require more information than the short form APDU can provide. The long form APDU is distinguished from the short form in that the long form has a non-zero Data Length Code. The long form is also used to  access  objects  in  devices  that  contain more than one Embedded Object ID.  The APDU is composed of data fields that hold addressing and service information. The primary information consists of the Dir/Pri bit, Logical Address, Embedded Object  ID  (EOID)  and  the  Service  Parameters.  The  Long  Form  APDU  has  two  forms:  non- fragmented and fragmented (Figures 3.5  and  3.14)
The Service Type field holds the type of the APDU. The long form APDU does not use the RTR bit, and its value must be set to 0. The Data Length Code indicates the number of CAN data bytes. The Service  Specifiers  field  holds the Request/Response and Fragmentation Indicator subfields. The EOID field holds the Embedded Object Identifier. The Service Parameters field  holds  the  service identifier and/or other service parameters. The Service Parameters field is coded in the second CAN data byte. (Note: Some APDUs may use more than a single byte for their Service Parameters.) The format of the Service Parameters is dependent on the Service Type.
BITS


7
6
5
4                 3                 2                 1                 0
Dir/Pri {0,1}
Logical Address { Value 0 ... 125 }
CAN
Service Type {0 ... 7}
RTR=0
Data Length Code {2 ... 8}
Header
SDS
B
Service Specifiers
EOID
Header
Y
Service Parameters
 CAN
T
Data

E
Field
S
Data
SDS

(6 bytes max)
Data

Field
Figure 3.5  Long Form APDU Format
Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service

Parameters


Data
3.2.2.1  Generic Long Form APDU Format Specification

3.2.2.1.1  Direction/Priority Field—Generic

Dir/Pri
Logical
Address


Service

Type


DLC
Service
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EOID
Service

Parameters


Data
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In a long form APDU, the meaning of the Dir/Pri bit is defined by the Service  Type  field.  For Service  Types  Read,  Write,  Action, Event, and Connection, this bit determines the direction with respect to the content of the logical address field. If the Dir/Pri bit is 1, the address field contains a source address, and if the Dir/Pri bit is 0, the address field contains a destination address.
In Channel APDUs, the Logical Address field is always a source address and the Dir/Pri bit specifies two levels of priority for access to the CAN network. The Dir/Pri bit value 0 is high priority and 1 is low priority.

3.2.2.1.2  Service Type Field—Generic

Dir/Pri
Logical
Address


Service
Type


DLC
Service

Specifiers



EOID
Service

Parameters


Data
The long form Service Types include: Channel, Connection, Read, Write, Action, and Event.
       Name
Value
Coding
ID2           ID1           ID0
Channel
(0)
0               0               0
Connection
(1)
0               0               1
Reserved
(2)
0               1               0
Reserved
(3)
0               1               1
Write
(4)
1               0               0
Read
(5)
1               0               1
Action
(6)
1               1               0
Event
(7)
1               1               1
Figure 3.6  Long Form Service Types
3.2.2.1.3  Data Length Code Field—Generic

Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service

Parameters


Data
Data bits 0 through 3 of the second CAN Header byte make up the Data Length Code field, that indicates the  number  of  CAN  data  bytes.  A long form APDU has at least 2 CAN data bytes (this includes the Service Specifiers, the Service Parameters and optional Data). The valid DLC range in a long  form APDU is 2-8.
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Value
Coding (Bits)
                 3
2
1
0
not valid
0
0
0
0
not valid
0
0
0
1
(2)               0
0
1
0
(3)               0
0
1
1
(4)               0
1
0
0
(5)               0
1
0
1
(6)               0
1
1
0
(7)               0
1
1
1
(8)               1
0
0
0
Figure 3.7  Data Length Codes for Long Form APDUs
3.2.2.1.4  Service Specifiers Field—Generic

Dir/Pri
Logical
Address


Service

Type


DLC
Service
Specifiers


EOID
Service

Parameters


Data
The Service Specifiers consists of the Request/Response and Fragmentation Indicator subfields.
3.2.2.1.4.1  Request/Response Subfield

The Request/Response subfield, bits 6 through 7 of the Service Specifiers field, specifies whether the message is a request, successful response, an error response, or a wait response.
Request/Response                          Value
Bits
7
6
Request                                               (0)
0
0
Successful Response
(1)
0
1
Error Response
(2)
1
0
Wait Response
(3)
1
1
Figure 3.8  Request/Response Subfield for Long Form APDUs
A Request message requests a specific service from a service provider.
A Successful Response message notifies the initiator that the requested service has been successfully completed.

An Error Response message notifies the initiator that an error has occurred during the processing of the requested service.  A separate Data field carries an error code.
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A Wait  Response notifies the initiator that the requested service can not be completed within the specified  time  limit.  A separate subfield in the Data field specifies a wait period after which a successful response will be sent. The allowable wait time range is 0.01 to 2.55 seconds.
3.2.2.1.4.1.1   Error Response APDU Format—Generic
BITS


7
6
5
4                 3                 2                 1                 0
B
Dir/Pri {0,1}
Logical Address { Value 0 ... 125 }
CAN

Y
Service Type {0 ... 7}
RTR=0
Data Length Code{2 ... 8}
  Header
SDS
T
R/R = Error
FI = 0
EOID {0 ... 31}
CAN
Header

E
Service Parameters
 Data
Error Code
Data
Figure 3.9  Error Response APDU Format
The position of the Error Code in the APDU Format varies with respect to the Service Type due to variation in the size of the Service Parameters field.
See Section 3.2.3, APDU Error Codes, for SDS Error Code specifications.  The Error Code data type is Unsigned 8.

3.2.2.1.4.1.2   Wait Response APDU Format—Generic
BITS


7
6
5
4                 3                 2                 1                 0
B
Dir/Pri {0,1}
Logical Address { Value 0 ... 125 }
CAN

Y
Service Type {0 ... 7}
RTR=0
Data Length Code{2 ... 8}
  Header
SDS
T
R/R = Wait
FI = 0
EOID {0 ... 31}
CAN
Header

E
Service Parameters
 Data
Wait Code
Data
Figure 3.10  Wait Response APDU Format
The Wait Code is a number (N) of type Unsigned 8 and represents a time value between 0.01 and
2.55 seconds.   The Wait time (X) equals the Wait Code (N) times 10 milliseconds.  The Wait data type is Unsigned 8.

3.2.2.1.4.2  APDU Fragmentation Indicator Subfield

The Fragmentation Indicator (FI) subfield, bit 5 of the Service Specifiers field, specifies whether the APDU format is fragmented or non-fragmented.  The Fragmentation Indicator has value 0 for non- fragmented APDUs and value 1 for fragmented APDUs.
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Fragmentation Indicator
Value
Bit
5
Non-fragmented APDU Format
(0)
0
Fragmented  APDU Format
(1)
1
Figure 3.11  Fragmentation Indicator Subfield
3.2.2.1.5  Embedded Object ID Field—Generic

Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service

Parameters


Data
Bits 0 through 4 of the first CAN Data Field make up the Embedded Object Identifier. This identifier is an address selector used to distinguish the specific object that is involved with a particular APDU. The EOID field is not used in Connection APDUs and in this case, the field is reserved.
Value            Coding (Bits)
4      3      2      1      0
(0)
0      0      0      0      0
(1)
0      0      0      0      1
:
:       :       :       :       :
(30)
1      1      1      1      0
(31)
1      1      1      1      1
Figure 3.12  Embedded Object ID Field
3.2.2.1.6  Data Field—Generic

Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service

Parameters


Data
The Data field carries data in support of the Service Type.  The structure and format of this data for a specific APDU is specified by the applicable object model (see Reference 9).  The Data Types are defined in Section 3.3, Data Types, of this document.
3.2.2.2  Service Types 4–7 (Read, Write, Action, Event)

3.2.2.2.1  APDU Format Specification—Read,Write,Action,Event

The format specification for Service Types 4–7 is based upon the Long Form APDU shown in Figure
3.5.
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3.2.2.2.1.1  Service Parameters Field—Read,Write,Action,Event

Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service
Parameters


Data
When the Service Type is a Write or Read, the Service Parameters field holds an Attribute ID that specifies the attribute being read or modified. In the case of an Action or Event, this field holds the Action ID or Event ID. It is a 1-byte Unsigned Integer (see Section 3.3, Data Types) with values ranging from 0 to 255. The values used for Attribute IDs, Action IDs, or Event IDs are specified for each Embedded Object in the Component Model specification (see Reference 9). The syntax of the Service Parameters is shown for the other Service Types in following sections.
3.2.2.2.1.2  Data Field—Read,Write,Action,Event

Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service

Parameters


Data
For a Write request or a Read response APDU, the Data field holds the value of the variable being written or read. For an Action or Event APDU, it provides the parameters supported by the specific type of event or action.  The Data field holds up to 6 bytes.
BITS


7
6
5
4                 3                 2                 1
0
Dir/Pri {0,1}
Logical Address { Value 0 ... 125 }
CAN
Service Type {0 ... 7}
RTR=0
Data Length Code {2 ... 8}
Header
SDS
B
Service Specifiers
EOID
Header
Y
Service Parameters
 CAN
T
Data (Byte 0)
Data

E
Data (Byte 1)
Field
S
Data (Byte 2)
SDS

Data (Byte 3)
Data

Data (Byte 4)
Field
Data (Byte 5)
Figure 3.13  Data Field for Long Form APDUs
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3.2.2.2.2  APDU Format Specification (Fragmented)—Read,Write,Action,Event

BITS


7
6
5
4                 3                 2                 1                 0
Dir/Pri {0,1}
Logical Address {0 ... 125}
CAN
SDS

Service Type {4 ... 7}
RTR = 0
Data Length Code {4...8}
Header
Header
B
Service Specifiers
Embedded Object ID {0 ... 31}

Y
Service Parameters
  CAN
T
Fragmentation

  Data
E
Field
S
Data (Byte 0)
SDS

Data (Byte 1)
Data

Data (Byte 2)
Field
Data (Byte 3)
Figure 3.14  Fragmented  Read, Write, Action, Event APDU Format
Some data provided or requested by an ALP service user  will not fit into a single APDU because the size of the Data field  is limited.  In this case, a series of APDUs  will  be  transmitted  with  the Fragmentation Indicator in the APDU Modifier set to 1.  The device receiving the APDU fragments reassembles the fragmented data using the Fragment Numbers that are carried in each APDU.  After all  fragmented  data is received, the receiver acknowledges the entire fragmented message with a response APDU (see Note 1) and notifies the service user of the message reception.  All fragments must  be  maximum  APDU  size  (4  bytes  for  this service type), except for the last fragment.  The Fragmentation field includes two bytes of information: a Fragment Number and the Total Number of Data Bytes in the fragmented APDU series. The location of these two fields in the CAN Data Field is defined by Service Type.
The  Service  Provider  shall  provide  only  complete  and  successfully  received  and  reassembled fragmented message data to the Service User.

Note 1.  This section accurately describes Fragmentation for all other Service Types except that the Multicast Channel
Type APDUs are not acknowledged.
Note 2.  Fragmented messages are typically intended for non-time-critical messages. Therefore, to allow bus access by other devices, a 10 millisecond delay is recommended between succeeding fragments.
3.2.2.2.2.1  Fragmentation Field—Read,Write,Action,Event

The Fragmentation Field holds the data necessary for managing fragmented APDUs in the subfields, Fragment Number and Total Fragment Bytes.
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BITS

7
6
5
4                 3                 2                 1
0
Dir/Pri {0,1}
Logical Address {0 ... 125}
CAN
SDS

Service Type {4 ... 7}
RTR = 0
Data Length Code {4...8}
Header
Header
B
Request/Response
FI = 1
Embedded Object ID {0 ... 31}
Y
Service Parameters
CAN

T
Fragment Number {0 ... 63}
  Data
E
Total Fragment Bytes {0 ... 255}
  Field
S
Data (Byte 0)
SDS

Data (Byte 1)
Data

Data (Byte 2)
Field
Data (Byte 3)
Figure 3.15  Fragmentation Field
3.2.2.2.2.1.1   Fragment Number Subfield
The Fragment Number specifies the sequence number of each successive fragment.   The Fragment Number of the first fragmented message must be 0 and the Fragment Number of each succeeding fragmented APDU must be incremented by 1. The Data Type of Fragment Number is Unsigned 8.
3.2.2.2.2.1.2   Total Fragment Data Bytes Subfield
The Total Fragment Data Bytes field specifies the total number of bytes in the Service User message. This field is the same for all fragments associated with a particular user request (or response). The data type of the Total Fragment Data Bytes field is Unsigned 8.
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3.2.2.3  Service Type 1 (Connection)

The Connection Service Type allows the ALP Service User to open/close individual Logical Address connections.
An Initiating Device sends the Connection Request message to initiate the connection establishment process.   All Connection Requests (Service Type 1) are serviced by the Connection Manager. The Connection Manager relays the request, as a relayed Connection Request, to the Responding Device. The relayed Connection Request has exactly the same data as the original request, but some of its data fields are rearranged (both APDU Formats are illustrated in this section).

The Responding Device acknowledges the request with a Response message that is also serviced by the Connection Manager. Finally, the Connection Manager forwards a relayed Connection Response message  to  the  Initiating  Device,  indicating  that  the  Responding  Device  has  established  the connection.
Initiating
Device
Request



Connection
Manager
Request



Responding
Device
Relayed
Request
Indication
Response


Response
Confirm


Relayed
Response
Figure 3.16  Connection Service Sequence
Note:  An important connection concept (but not an Application Layer specification item) is that connections must be maintained through power cycles.
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3.2.2.3.1  APDU Format Specification—Connection

BITS


7
6
5
4                 3                 2                 1
0
B
Dir/Pri {0,1}
Logical  Address {0 ... 125}
CAN
SDS

Y
Service Type = 1
RTR = 0
Data Length Code = 2
Header
Header
T
Service Specifiers
Reserved
E
Open/Close
Secondary Logical Address {0 ... 125}
Data
Figure 3.17  Connection APDU Format
3.2.2.3.1.1  Direction/Priority Field—Connection



Service Parameters
Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service

Parameters


Data
The Dir/Pri field must have value 1, which implies, for a Connection APDU, that the  Logical Address field has a source address.  This is because the Connection Manager uses Dir/Pri value 0 for relaying Connection APDUs.
3.2.2.3.1.2  Logical Address Field—Connection

Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service

Parameters


Data
For Device initiated Connection APDUs, the Logical Address field may contain either an Initiating Device  address  (for  a  connection  request)  or  a  Responding  Device  address  (for  a  connection response), but it must always be a source address. Thus, if the connection APDU is a request, the Logical Address field holds the address of the Initiating Device, whereas if the connection APDU is a response, the Logical Address field holds the address of the Responding Device.
For  Connection  Manager  initiated  Connection APDUs (i.e., relayed Connection requests, that are only generated by the Connection Manager, and only in response to a Device initiated Connection APDU), the Logical Address field always contains a destination address: either of the Responding Device for a relayed request, or of the Initiating Device for a relayed response.
3.2.2.3.1.3  Embedded Object Identifier Field—Connection

Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service

Parameters


Data
The Embedded Object Identifier is not used in the Connection APDU because Connections are at the Logical Device Address level.  Therefore, this field is reserved in this APDU Format specification and the bits of this field must be set to 0 (i.e., bits 0 through 4 of the first CAN Data byte).
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3.2.2.3.1.4  Service Parameters Field—Connection

Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service
Parameters


Data
The  Service  Parameters  field  in  the  Connection  APDU  contains  the  subfields  Open/Close  and Secondary Logical Address. The Open/Close subfield has value 0 to open a connection and value 1 to  close  a connection. The Secondary Logical Address subfield refers to the other Peer Device Address and may contain either an Initiating Device or a Responding Device Address but must be different   from   the   Logical   Address  field  (see  section  3.2.2.3.1.2,  Logical  Address  Field— Connection).
BITS


7
6
5
4                 3                 2                 1
0
B
Dir/Pri = 1
Initiating Device Address {0 ... 125}
CAN
SDS

Y
Service Type = 1
RTR = 0
Data Length Code = 2
Header
Header
T
R/R = Request
FI = 0
Reserved
E
Open
Responding Device Address {0 ... 125}
Data
Service Parameters
                                 Figure 3.18  Connection Request APDU Format
The  Connection  Manager relays the request, as a relayed Connection Request, to the Responding Device. To avoid CAN collisions while establishing a connection between any two Channel Capable Devices, the Connection Manager is the only object on the network that uses Service Type 1 with the Dir/Pri Bit set to 0.  The Connection Manager moves the Initiating Device Address to the Secondary Logical Address subfield of the Service Parameters field and the Responding Device Address to the Logical Address field.  The relayed Connection Request must have Dir/Pri set to 0.
BITS


7
6
5
4                 3                 2                 1                 0
B
Dir/Pri = 0
Responding Device Address {0 ... 125}
CAN
SDS

Y
Service Type = 1
RTR = 0
Data Length Code = 2
Header
Header
T
R/R = Request
FI = 0
Reserved
E
Open
Initiating Device Address {0 ... 125}
Data

Figure 3.19  Relayed Connection Request APDU Format
The Responding Device acknowledges the request with a Response message that is also serviced by the  Connection  Manager.   In the case that the requested connection is already established, the Responding Device uses this same response message.
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BITS


7
6
5
4                 3                 2                 1                 0
B
Dir/Pri = 1
Responding Device Address {0 ... 125}
CAN
SDS

Y
Service Type = 1
RTR = 0
Data Length Code = 2
Header
Header
T
R/R = Response
FI = 0
Reserved
E
Open/Close
Initiating Device Address {0 ... 125}
Data

Figure 3.20  Connection Response APDU Format
Finally, the Connection Manager sends the relayed Response message  to  the  Initiating  Device, indicating that the Responding Device has agreed to establish the connection.
BITS


7
6
5
4                 3                 2                 1                 0
B
Dir/Pri = 0
Initiating Device Address {0 ... 125}
CAN
SDS

Y
Service Type = 1
RTR = 0
Data Length Code = 2
Header
Header
T
R/R = Response
FI = 0
Reserved
E
Open/Close
Responding Device Address {0 ... 125}
Data
Figure 3.21  Relayed Connection Response APDU Format
7
6
5
4                 3                 2                 1                 0
B
Dir/Pri = 1
Responding Device Address {0 ... 125}
CAN
SDS

Y
Service Type = 1
RTR = 0
Data Length Code = 3
Header
Header
T
R/R = Error
FI = 0
Reserved
E
Open/Close
Initiating Device Address {0 ... 125}
Data

Error Code
Data
Figure 3.22  Connection Error Response APDU Format
The Error Response APDU can use any of the applicable Error Codes that are specified in Section
3.2.3, APDU Error Codes (i.e. 11 through 15).  The data type of the Error Code is Unsigned 8.
7
6
5
4                 3                 2                 1                 0
B
Dir/Pri = 0
Initiating Device Address {0 ... 125}
CAN
SDS

Y
Service Type = 1
RTR = 0
Data Length Code = 3
Header
Header
T
R/R = Error
FI = 0
Reserved
E
Open/Close
Responding Device Address {0 ... 125}
Data
Error Code
Data
Figure 3.23  Relayed Connection Error Response APDU Format
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3.2.2.3.2  Typical Close Connection Message Sequence

Close Connection is the same as Open Connection except that  the  Open/Close  subfield  is  set  to Close.  Either Peer Device can request closing an established connection between two Devices. If the connection has already been closed, the Responding Device uses this same response message.
Closing a connection results in the Initiating and Responding Devices no longer accepting messages from one another.
If a Connection is closed, all Channels based on that Connection are also closed (see Section 3.2.2.4, Service Type 0 (Channel)).
The  Initiating Device should not close until it receives a Successful Response.  If the Connection Manager does not receive a Successful Response it must reissue the close request.  If the Connection Manager does not receive a response after three requests, it sends an Error Response (Error Code 13, No Connection Response) to the Initiating Device.
 Note:   In the case of no response to a close connection request, there could be a problem whether or not the Requesting Device completes closing the connection unilaterally. If the Requesting Device does not close the connection at its end, it could be resource limited whenever it needs to establish another connection. If the Requesting Device closes the connection at its end, the Responding Device does not know it and may eventually try to use this “valid” connection again. Therefore, the decision to close or not to close when there is no response must be left up to the application.
3.2.2.3.3  APDU Format Specification (Fragmented form)—Connection

The Fragmented form is not defined for the Connection APDU.
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3.2.2.3.4  Timing Specifications—Connection

To assure interoperability, timing requirements are specified.

Note 1:   Because  it is difficult to establish timing requirements that are measurable at the Application layer, these timing specifications are with respect to the Physical Layer.  The timing definition on the responding side is from the receipt of the last bit of a Request message until the last bit of the Response message is transmitted.  The Verification Test Procedure Specification, Reference 10, defines the test procedure for the timing specifications. On the initiating side, the timing is defined from the time the last bit in a request message is transmitted until the last bit of the response message is received. To determine the timing requirements on the Application Layer, the implementor must account for the time necessary for reception and transmission through the Physical and Data Link layers.
Note 2:   Timing specifications on the Physical Layer are for a bus with bare minimum bus traffic (i.e., only devices essential to the timing specifications are on the bus).
3.2.2.3.4.1  Connection Request—Successful Response

Initiating
Device
Request


Connection
Manager
Request


Responding
Device
tCM



Relayed
Request
tCM
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tRD



Indication
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Confirm


Relayed
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Max
tCM
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tRD
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Figure 3.24  Connection Request–Successful Response
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3.2.2.3.4.2  Connection Request—Error Response

If  the  Responding  Device  does  not  support the Connection APDU, any Error Response must use either Error Code 0 (Service Not Available) or Error Code  1  (Illegal  Service  Parameters).  If  the device does support the Connection APDU, any Error Response must  use  one  of  the  Connection Error Codes listed in Figure 3.48, APDU Error Codes (i.e. 11 through 15).  The Connection Manager must relay the Responding Device Error Code to the Initiating Device via the relayed Error Response message.
Initiating
Device
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Connection
Manager
Request



Responding
Device
tCM



Relayed
Request
Error
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tRD



Indication
Error Response
tCM

Error
Confirm



Relayed Error Response
Max
tCM
10 msec
tRD
50 msec
                                 Figure 3.25  Connection Request–Error Response
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3.2.2.3.4.3  Connection Request—No Response—Responding Device

If there is no response from the Responding Device, the Connection Manager  must  reissue  the relayed  Request.
If  there  is  no  response after three tries, the Connection Manager must issue an Error Response (Error Code 13, No Connection Response).
Initiating
Device
Request


Connection
Manager
Request


Responding
Device
tCM-1

tCM-2

tCM-2



Relayed
Requests
Confirm


Error
Response


tCM-2

Min                                        Max
tCM-1
N/A                                     10 msec
tCM-2
70 msec
90 msec
             Figure 3.26  Connection Request–No Response–Responding Device
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3.2.2.3.4.4  Connection Request—No Response—Connection Manager

Under normal conditions the Connection Manager is always available.  However, if the Connection Manager does not respond, the Initiating Device Application Layer must reissue the request message. If after three tries there is still no response, the Initiating Device must abort the attempted connection and issue an Error Response (Error Code 13, No Connection Response).
Initiating
Device
Request


Connection
Manager
Request


Responding
Device
tID
tID


Request
Request
tID
Error Confirm
Min                                        Max
tID
300 msec
320 msec
                  Figure 3.27  Connection Request–No Response–Connection Manager
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3.2.2.3.4.5  Connection Request—Successful Response Following Wait

Following a Wait Response from a Responding Device, the Responding Device must issue another response within the requested wait time of (X) milliseconds. When a Successful Response is issued prior  to  the  Wait  time  expiring,  the  Connection  Manager  forwards  the  response  as  a  relayed Successful Response to the Initiating Device.
Initiating
Device
Request


Connection
Manager
Request


Responding
Device
tCM




Relayed
Request
Relayed
Wait(X)



tCM



Wait(X)


Indication
tRD-1

Wait Response
tRD-2

Wait Response


Response

Successful Response
tCM

Confirm
Max
tCM
10 msec
tRD-1
50 msec
tRD-2
X msec
               Figure 3.28  Connection Request–Successful Response Following Wait
3.2.2.3.4.6  Connection Request—No Response Following Wait

If the Responding Device sends a Wait Response three  times  in  succession  without  sending  a
Successful Response, the Initiating Device should abort the transaction.
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                    Figure 3.29  Connection Request–No Response following Wait
Application Layer Protocol
Honeywell  MICRO SWITCH Sensing and Control
Rel. Date:  April 6, 1999

Freeport, IL, USA Version 2.0
Page 61 of 96
MICRO SWITCH SPECIFICATION
GS 052 103   Issue 4
3.2.2.4  Service Type 0 (Channel)

3.2.2.4.1  APDU Format Specification—Generic Channel

BITS


7
6
5
4                 3                 2                 1
0
Dir/Pri {0,1}
ILogical Address {0 ... 125}
CAN
SDS

Service Type = 0
RTR = 0
Data Length Code {2...8}
Header
Header
B
Service Specifiers
Embedded Object ID {0 ... 31}

Y
Channel Number {0 ... 31}
Channel Code = 0
CAN
T
Data

E
Field
SDS

S
Service Parameters

Data
(6 bytes max)


Data

Field
Figure 3.30  Generic Channel APDU Format
3.2.2.4.1.1  Service Parameters Field—Generic Channel

The Generic Channel Service Parameters field consists of a Channel Number and a Channel Code subfield. Additional Service Parameters information is defined for the specific Channel Types. The structure of the additional Service Parameters information is dependent on the Channel Code.
3.2.2.4.1.1.1   Channel Number Subfield
The Channel Number format depends on the Channel Type that is identified in the Channel Code subfield.
3.2.2.4.1.1.2   Channel Code Subfield
The Channel Code subfield of the Service Parameters field, bits 0 through 2 of the second CAN data byte,  identifies  the  function  of  a Channel message.  The Channel Code defines the behavior and structure of a specific Channel APDU type.
The remaining structure of the Service Parameters information depends on the Channel Code.  The
Data field also has a different meaning for different Channel Codes.
Channel Code Name
Coding (Bits)
Channel Code (Value)
2             1             0

Multicast
0            0            0
(0) Reserved
0            0            1
(1) Open/Close Peer-to-Peer
0            1            0
(2) Peer-to-Peer
0            1            1
(3) Reserved
1            0            0
(4) Reserved
1            0            1
(5) Reserved
1            1            0
(6) Reserved
1            1            1
(7)
Figure 3.31  Channel Codes
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3.2.2.4.1.2  Data Field—Generic Channel

In the Channel services (see Section 3.2.2.4, Service Type 0 (Channel)), all messages carry source addresses in the Logical Address (Initiating Device Address) field. The  connection  establishment process allows the Initiating Device to inform the Responding Device of its source address. The connection  process  utilizes  the  Connection  Service  Type  and  a  Connection  Manager  Service Provider that is unique on the network.
3.2.2.4.2  APDU Format Specification—Multicast
The purpose of the Multicast APDU is to exchange process data in an efficient way.  It provides a one-to-many  communication  channel  at the Embedded Object level.  The Channel Number, the specific  data  and  associated data structure, and the conditions for sending a Multicast Request message are all specified in the object model for the Initiating Device Embedded Object.

Subscribers of Multicast messages shall not return any response  APDUs to the publisher.
3.2.2.4.2.1  Service Parameters Field—Multicast
Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service
Parameters


Data
In a Multicast Channel APDU, the Service Parameters consists of a Channel Number field (data bits

3 through 7 in the second CAN Data byte)  and a Channel Code (data bits 0 through 2 in the second
CAN Data byte).
The Channel Code must be set to 0 for Multicast messages.  The Channel Number allows up to 32

Multicast   channels   for   each   Embedded   Object.
Channel   Numbers   are   typically  established at configuration.  Channel Capable Devices, that are configured to receive Multicast messages, first look for Service Type 0 (Channel) and Channel Code 0 (Multicast).  Then the  CCD checks if the Channel Number is one it is configured to consume.  If so,  the  CCD  processes  the  Multicast message.
BITS


7
6
5
4                 3                 2                 1
0
Dir/Pri = 1
Initiating Device Address {0 ... 125}
CAN
SDS

Service Type = 0
RTR = 0
Data Length Code {2...8}
Header
Header
B
R/R = Request
FI = 0
Initiating Device Embedded Object ID {0 ... 31}

Y
Channel Number {0 ... 31}
Channel Code = 0
 CAN
T
Data (Byte 0)
Data

E
Data (Byte 1)
Field
SDS
S
Data (Byte 2)


Service Parameters

Data

Data (Byte 3)
Field
Data (Byte 4)
Data (Byte 5)
Figure 3.32  Multicast Channel Request APDU Format
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3.2.2.4.3  APDU Format Specification—Open/Close Peer-to-Peer

A Peer-to-Peer (P–P) channel is used to communicate from one single Embedded Object to another single Enbedded Object and is a two-way communication channel.  The main purpose of the P–P channel  is  to  handle  data  for  non-time-critical  communication  such  as   enhanced   diagnostic information and configuration.
A connection must be established before the Open/Close P–P messages can be used.
The Open P–P APDU maps a Logical Address and EOID combination to another Logical Address and EOID combination and assigns a Channel Number to the mapping.
BITS


7
6
5
4                 3                 2                 1
0
Dir/Pri = 1
Initiating Device Address {0 ... 125}
CAN
SDS

B
Service Type = 0
RTR = 0
Data Length Code = 4
Header
Header
Y
Service Specifiers
Initiating Device Embedded Object ID {0 ... 31}

T
Peer-to-Peer Code = Open
Channel No. {0 ... 3}
Channel Code = 2
 CAN
E
Reserved
Responding Device Address {0 ... 125}
 Data
Reserved
Reserved
Reserved
Responding Device EOID {0 ... 31}
 Field
          Figure 3.33  Open Peer-to-Peer Channel APDU Format
3.2.2.4.3.1  Service Parameters Field—Open/Close Peer-to-Peer



Service Parameters
Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service
Parameters


Data
3.2.2.4.3.1.1   Peer-to-Peer Code Subfield
The Peer-to-Peer Code subfield defines the type of P–P channel for an Open request and a generic close code for a Close request.
Value              Name
0                  Open P–P Channel

1                  Close P–P Channel

2-7                 Reserved
Figure 3.34  Peer-to-Peer Code Definitions
Application Layer Protocol
Honeywell  MICRO SWITCH Sensing and Control
Rel. Date:  April 6, 1999

Freeport, IL, USA Version 2.0
Page 64 of 96
MICRO SWITCH SPECIFICATION
GS 052 103   Issue 4
3.2.2.4.3.1.2   Channel Number Subfield
The Channel Number subfield allows up to 4 P–P channels for each Embedded Object.  All channels can be open at the same time.  It is recommended that the first three Channel Numbers (0–2) be used for general purposes and that Channel Number 3 be used for configuration purposes.
3.2.2.4.3.1.3   Responding Device Address Subfield
The Responding Device Address subfield must contain the Logical Address of the peer device for the P–P communication link.

3.2.2.4.3.1.4   Responding Device EOID Subfield
The Responding Device EOID subfield must contain the EOID of the peer device Embedded Object for the P–P communication link.

3.2.2.4.4  APDU Format Specification—Peer-to-Peer

3.2.2.4.4.1  Service Parameters Field—Peer-to-Peer

Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service
Parameters


Data
The Peer-to-Peer (P–P) Channel APDU sends specific service data to the Responding Device over a previously established P–P Channel.  This allows Read,Write,Action,Event messaging between two P–P  connected  objects.  The data in the Data field is formatted in accordance with the service specification in the Peer Device.
BITS


7
6
5
4                 3                 2                 1
0
Dir/Pri ={0,1}
Initiating Device Address {0 ... 125}
CAN
SDS

B
Service Type = 0
RTR = 0
Data Length Code = {3 ... 8}
Header
Header
Y
Request/Response {0 ...3}
FI = 0
Initiating Device Embedded Object ID {0 ... 31}

T
SubType {4 ... 7}
Channel No. {0 ... 3}
Channel Code = 3
 CAN
E                                                                         SubParameters
 Data
Data Byte 0
Field

Data Byte 1
SDS

Data Byte 2


Service Parameters

Data

Data Byte 3
Field

Data Byte 4

Figure 3.35.  Peer-to-Peer APDU Format
3.2.2.4.4.1.1  SubType Subfield
Because the Service Type is P–P, a different field is needed to describe the requested Peer service. The SubType subfield defines the service that is requested of the other Peer Device. The allowable codes (4–7) correspond to the basic Service Types: Read, Write, Action and Event.
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3.2.2.4.4.1.2  SubParameters Subfield
Because the Service Parameters field defines the P–P SubType, another subfield is needed to specify the service identifier for the Responding Device Peer.  The SubParameters subfield must contain this service identifier.  For Read/Write it is an Attribute Identifier, for an Action it is an Action Identifier, and for an Event it is an Event Identifier.

3.2.2.4.4.2  Data Field—Peer-to-Peer

Dir/Pri
Logical
Address


Service

Type


DLC
Service

Specifiers



EOID
Service
Parameters


Data
The data requirements for a P–P APDU are determined, as described above, by the APDU SubType and the SubParameters (e.g., if the SubType is Write and the SubParameters is Attribute Number 24, the data must match the definition of that attribute).
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3.2.2.4.5  APDU Format Specification (Fragmented)—Channel

3.2.2.4.5.1  Fragmented Structure—Multicast
The Fragmented Structure for Multicast APDUs is the same as for Read,Write,Action,Event.
BITS


7
6
5
4                 3                 2                 1                 0
Dir/Pri {0,1}
Initiating Device Address {0 ... 125}
CAN
SDS

Service Type = 0
RTR = 0
Data Length Code {4...8}
Header
Header
B
Request/Response {0...3}
FI = 1
Embedded Object ID {0 ... 31}

Y
Channel # {0 .. 31}
Channel  Code = 0
CAN
T
Fragment Number {0 ... 63}
Data

E
Total Fragment Bytes {0 ... 255}
Field

S
Data (Byte 0)
SDS

Data (Byte 1)
Data

Data (Byte 2)
Field
Data (Byte 3)
Figure 3.36  Multicast Channel Fragmented APDU Format
3.2.2.4.5.2  Fragmented Structure—Peer-to-Peer

The
Fragmented
Structure    for    Peer-to-Peer    APDUs    carries    1    data    byte    less    than
Read,Write,Action,Event.  The Total Fragment Bytes value has a fixed maximum of 255. Therefore,
86 fragments are needed to process the maximum data packet size.
BITS


7
6
5
4                 3                 2                 1                 0
Dir/Pri ={0,1}
Initiating Device Address {0 ... 125}
CAN
SDS

B
Service Type = 0
RTR = 0
Data Length Code = {5 ... 8}
Header
Header
Y
R/R = Request
FI = 0
Initiating Device Embedded Object ID {0 ... 31}

T
SubType {4 ... 7}
Channel No. {0 ... 3}
Channel Code = 3
CAN
E
SubParameters
Data
Fragment Number {0 ... 85}
Field

Total Fragment Bytes {0 ... 255}

Data Byte 0
SDS

Data Byte 1
Data

Data Byte 2
Field

Figure 3.37  Peer-to-Peer Channel Fragmented APDU Format
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3.2.2.4.6  Timing Specifications—Channel

To assure interoperability , timing requirements are specified.

See also the notes in Section 3.2.2.3.4, Timing Specifications—Connection.
3.2.2.4.6.1  Peer-to-Peer Request—Successful Response

For a Peer-to-Peer Channel transaction the Responding Device must  respond  within  a  maximum time of  tRD milliseconds.

Request



Initiating
Device


Request


Responding
Device
tRD



Indication
Response

Response
Confirm
Max
Open/Close Peer-to-Peer
tRD
100 msec
Peer-to-Peer
tRD
20 msec
Figure 3.38  Peer-to-Peer Request–Successful Response
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3.2.2.4.6.2  Peer-to-Peer Request—Error Response

For a Peer-to-Peer Channel transaction, the Responding Device  must  respond  within  a  maximum time of  tRD milliseconds. If it can not provide a successful response within this time, it should issue an Error Response.
Request


Initiating
Device


Request


Responding
Device
tRD



Indication
Error
Confirm

Response

Error
Response
Max
Open Peer-to-Peer
tRD
100 msec
Peer-to-Peer
tRD
20 msec
                     Figure 3.39  Peer-to-Peer Request–Error Response
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3.2.2.4.6.3   Peer-to-Peer Request—No Response

In Peer-to-Peer messaging, the Initiating Device must wait at least   tID (Min) milliseconds for the response on Peer-to-Peer. The maximum wait time is  tID  (Max) milliseconds, after which the request can be retransmitted.  The Responding Device must respond within the maximum specified time.
If there is no response, the Initiating Device Application Layer must retransmit the request message up to three times, and if there is still no response, the requester must abort the attempted transaction and notify the service requester.
Initiating
Device



Responding
Device
Request


Request
tID
tID
tID


Request
Request
Error Confirm
Min                                                  Max
Open Peer-to-Peer
tID
120 msec
140 msec
Peer-to-Peer
tID
30 msec
40 msec
Figure 3.40  Peer-to-Peer Request–No Response
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3.2.2.4.6.4  Peer-to-Peer Request—Successful Response Following Wait Response

When the Responding Device can not respond within the specified time, it can respond with a Wait
Response, Wait(X).
When the Responding Device can not provide a successful response within the specified time, it can respond with a Wait Response, Wait(X).  The delay time (X) milliseconds is represented as 1 Data byte (N) of type unsigned 8.  The scaling is   X = 10N milliseconds.  This provides a Wait time range of  0.01  to  2.55  seconds.
Following this delay, the Responding Device should provide either a Successful or an Error Response.
Initiating
Device
Request
Wait Confirm


Request
Wait(X)
Response


Responding
Device
Indication
tRD-1

Wait Response
tRD-2

Successful Response
Confirm
Open Peer-to-Peer
Peer-to-Peer



Max
tRD-1
100 msec
tRD-2
X msec
tRD-1
20 msec
tRD-2
X msec
      Figure 3.41  Peer-to-Peer Request–Successful Response following Wait
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3.2.2.4.6.5  Peer-to-Peer Request—No Response Following Wait

When the Responding Device can not respond within the specified time, it can respond with a Wait Response, Wait(X).  The delay time (X) is represented as 1 Data byte (N) of type unsigned 8.  The scaling is     X = 10N milliseconds.  This provides a Wait time range of 0.01 to  2.55  seconds. Following  this  delay,  the  Responding  Device  should  provide  either  a  Successful  or  an  Error Response.
If  the  Responding  Device  sends a Wait message three times in succession without sending the Response message, the Initiating Device must abort the attempted transaction and notify the service requester.
Initiating
Device


Responding
Device
Request


tID-1


Wait
Confirm



tID-2


Request
Wait(X1)
Request
Wait(X2)


tRD

tRD



Indication
Response
Indication
Response
tID-2


Request
Wait(X3)



tRD




Indication
Response
Error
Confirm


tID-2
The table showing the timing specification values is on the following page.
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Min                                             Max
tID-1
10 + XN  msec
120 + XN  msec
Open Peer-to-Peer
tID-2
10 msec
100 msec
tRD
N/A                                        100 msec
tID-1
10 + XN  msec
70 + XN  msec
Peer-to-Peer
tID-2
10 msec
50 msec
tRD
N/A                                         20 msec
Figure 3.42  Peer-to-Peer Request–No Response following Wait
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3.2.2.4.6.6  Peer-to-Peer Request—Fragmented Successful Response

Initiating
Device
Request



Responding
Device
Request
Total Message Confirm



Frag 1
Frag 2
Frag n


Indication
tRD-1

Response
tRD-2

tRD-2

Peer-to-Peer


Min                                                  Max
tRD-1
N/A                                               20 msec
tRD-2
10 msec
50 msec
Figure 3.43  Peer-to-Peer Request–Fragmented Successful Response
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3.2.2.4.6.7  Peer-to-Peer Request—Fragmented Error Response

Initiating
Device
Request


Responding
Device
Request
Frag 1
Frag 2
Frag n
Error Confirm
Peer-to-Peer


Min                                                  Max
tRD-1
N/A                                               20 msec
tRD-2
10 msec
50 msec
Figure 3.44  Peer-to-Peer Request–Fragmented Error Response
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3.2.2.4.6.8  Fragmented Peer-to-Peer Request—Successful Response

Initiating
Device


Responding
Device
Request



Frag 1
tID
tID


Frag 2
Frag  n
Confirm



tRD



Total Message Indication
Successful
Response
Peer-to-Peer



Min                                                  Max
tID
10 msec
50 msec
tRD
N/A                                               20 msec
Figure 3.45  Fragmented Peer-to-Peer Request–Successful Response
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3.2.2.4.6.9  Fragmented Peer-to-Peer Request—Error Response

Initiating
Device


Responding
Device
Request



Frag 1
tID
tID


Frag 2
Frag  n
Error
Confirm



tRD



Total Message Indication
Error
Response
Peer-to-Peer


Min                                                  Max
tID
10 msec
50 msec
tRD
60 msec
80 msec
Figure 3.46  Fragmented Peer-to-Peer Request–Error Response
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3.2.2.4.6.10  Fragmented Peer-to-Peer Request—Wait Response

Initiating
Device



Responding
Device
Request



Frag 1
tID
tID


Frag 2
Frag  n
Wait Confirm


Wait(X)


Total Message Indication
tRD-1

Wait  Response
tRD-2

Response
Confirm


Successful Response
Min                                                  Max
tID
10 msec
50 msec
Peer-to-Peer
tRD-1
N/A                                               20 msec
tRD-2
N/A
X  msec
Figure 3.47  Fragmented Peer-to-Peer Request–Wait Response
Note:  When the Responding Device can not respond within the specified time, it can respond with a Wait Response, Wait(X).  The delay time (X) is represented as 1 Data byte (N).  The scaling is     X = 10N milliseconds.  This provides a Wait time range of 0.01 to 2.55 seconds.  Following this delay, the Responding Device should provide either a Successful or an Error Response.
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3.2.3  APDU Error Codes
When the Service Type Modifier indicates the message is an Error Response, the Data portion of the
APDU contains a more specific error code as shown in Figure 3.48, APDU Error Codes.
Error Code
Error Code Name
Definition
0
Service Not Available
Service Type  was {0 ... 3} with DLC (CAN Data Length Code)  > 0.

1
Illegal Service Parameters
Requested Service Parameters does not exist in this object.

2
Read Only Variable
A write action was requested of a  read-only variable.

3
Illegal Data
The data for a specific variable is incorrect.

4
EEPROM Read Error
Nonvolatile memory error.

5
Time Out
Resource was not available.

6
Unable to Respond
Request could not be honored at this time, unable to respond.

7
Embedded object unavailable
The embedded object addressed is not available.

8
Illegal Object
EOID value out of range for Logical Device.

9
Illegal DLC
DLC value does not match data byte count.

10            Reserved

11
Connection Not Available
The requested Connection can not be established.

12
Connection Denied
The requested Connection can not be established at this time.

13
No Connection Response
No response to a Connection request message.

14
Connection Previously Made
The requested Connection has been made previously.

15
Connection Fail
Connection is not established due to address filter overload.

16-20         Reserved

21
Channel No. Not Available
No available Channel No. for requested Channel Code.

22
Channel Open Fail
Channel is not established due to resource problem.

23
No Channel Response
No response to a Channel request message.

24-25         Reserved

26-253        Reserved

254
ALP Service Timeout
No response to a request message within the specified time limit.

255
Other Network
Other Network level error.

Figure 3.48  APDU Error Codes
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3.3 Data Types
Each Attribute ID has an associated Data Type. The data values must be transmitted with the most significant byte first, in byte significance order, and for each byte the most significant bit must be transmitted first.  The coding for each data type is described in the following sections.
3.3.1  Data Types Supported

Boolean

Real Numbers

Unsigned Integers

Character Strings

Signed Integers
3.3.1.1  Boolean Values

Single  Boolean values are coded in a single byte, with the value 0x00 for FALSE and 0x01 for TRUE.  Multiple Boolean values are coded in 1 to 4 bytes, depending on the number of values to be encoded. In this case, each bit represents a Boolean value, with TRUE corresponding to a 1 bit and FALSE corresponding to a zero bit.  The following example shows the encoding  of  a  multiple Boolean item with 14 Boolean values (unused bits are always encoded as zero):
msb
BITS


7         6         5         4         3         2         1         0
MSB
0
0
F         T         F
F
F         F
LSB
F         F         T         F
F
F         T
T
Figure 3.49  Multiple Boolean Example
3.3.1.2  Unsigned Integers

Data  elements  of  type  Unsigned  Integers  are  coded  as  binary  numbers  in  the  range  0  to  255. Unsigned 8 data elements are coded in one byte (8 bits). Example:  The decimal value 70 is coded as
0x46  or :

3.3.1.3  Unsigned 16



BITS


7         6         5         4         3         2         1         0
0
1         0         0         0         1         1
0
Figure 3.50  Unsigned 8 Integers
Data elements are coded in two bytes (16 bits) in the range of 0 to 65535. Example: The value 258 is coded as  0x0102.
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3.3.1.4  Unsigned 32



BITS


7         6         5         4         3         2         1         0
MSB
0
0         0         0         0         0         0
1
LSB
0
0         0         0         0         0         1
0
Figure 3.51  Unsigned 16 Integers
Data elements are coded in four bytes (32 bits) with a maximum value of 4,294,967,295.  For example, a value of 8262 is coded as 0x0000 2046.
BITS


7         6         5         4         3         2         1         0
MSB
0
0         0         0         0         0         0
0
0
0         0         0         0         0         0
0
0
0         1         0         0         0         0
0
LSB
0
1         0         0         0         1         1
0
Figure 3.52  Unsigned 32 Integers
3.3.1.5  Signed Integers

Signed  integers  are  coded  as  binary  numbers  using  2’s  complement  notation,  with  1  byte  for Signed 8, 2 bytes for Signed 16, and 4 bytes for Signed 32 integers. For example, an Signed 8 value representing  –127 decimal is coded as follows, with data bit 7 indicating the sign bit value as negative.

BITS


7         6         5         4         3         2         1         0
1
0         0         0         0         0         0
1
Figure 3.53  Signed 8 Integers
A Signed 16 value requires 2 bytes, and for negative values, data bit 7 of the Most Significant Byte
(MSB) is 1. This table shows the bit values for a negative  0x46.
BITS


7         6         5         4         3         2         1         0
MSB
1
1         1         1         1         1         1
1
LSB
1
0         1         1         1         0         1
0
Figure 3.54  Signed 16 Integers
A Signed 32 value requires 4 bytes, and for negative values, data bit 7 of the Most Significant Byte
(MSB) is 1. This table shows the bit values for a positive value of 2105414, coded as 0x0020 2046.
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BITS


7         6         5         4         3         2         1         0
MSB
0
0         0         0         0         0         0
0
0
0         1         0         0         0         0
0
0
0         1         0         0         0         0
0
LSB
0
1         0         0         0         1         1
0
Figure 3.55  Signed 32 Integers
3.3.1.6  Real Numbers

Real  numbers  are  coded  using  the  method  specified  in  ANSI/IEEE  Standard  754-1985,  IEEE Standard for Binary Floating Point Arithmetic.  Single-precision real numbers are coded in 4 bytes. No double-precision real numbers are supported.
BITS


7            6            5            4            3            2            1            0
MSB
Sign
                                  Exponent
EXP
                                  Mantissa
Mantissa
LSB
Mantissa
Figure 3.56  Real Numbers
3.3.1.7  Character Strings

Character  strings  are  coded  using  ANSI  X3.4,  1977,  American  National  Standard  Code  for Information Interchange (ASCII). Each character is coded in 1 byte using its ASCII value. When a character  string  is too long to fit into one APDU, it is sent in several APDUs according to the fragmentation scheme defined in Section 3.2.2.2.2.
3.3.1.7.1  Formatted Character Strings—Date Code

Date Code is a Character String formatted to hold the manufacturer’s Date Code. The 4-character
Date Code format is yy/ww and the 6-character Date Code format is yy/mm/dd.
BITS


7         6
5
4         3         2         1         0
B
Year-tens-digit
Y
Year-units-digit
T
Week-tens-digit
E
Week-units-digit
Figure 3.57  Format for Four Character Date Code
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BITS


7         6
5
4         3         2         1         0
Year-tens-digit
B
Year-units-digit
Y
Month-tens-digit
T
Month-units-digit
E
Day-tens-digit
Day-units-digit
Figure 3.58  Format for Six Character Date Code
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4.  SDS APDUs  Embedded in CAN Frames
4.1  The SDS Short Form APDU
         SDS Header
CAN Header
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC
CRC  ACK  EOF   FIELD NAME
1
1              7
3
1
2              4
16      2
7
BITS/FIELD

---     {0,1}
{0 ... 125}
{0 ... 7}
{0}
---
{0}
---      ---      ---
VALUE RANGE
Italicized fields cannot be changed.
BITS

2       1       0
DLC = 0
COS OFF
0       0       0
COS ON
0       0       1
COS OFF ACK
0
1
0

COS ON ACK
0
1
1

WRITE OFF
1       0       0
WRITE ON
1       0       1
WRITE OFF ACK
1
1
0

WRITE ON ACK
1
1
1
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4.2  The SDS Long Form APDU
Note 1.   Some Channel APDUs use multiple bytes for the Service Parameters.  In these cases the additional bytes are taken from the Data field.  Otherwise these APDUs are the same as shown below.
         SDS Header
SDS Data

CAN Arbitration Field
CAN Control Field
CAN Data
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0   DLC

Service

Specifiers    EOID


Service

Parameters
Data
Data
Data
Data
Data
Data
CRC  ACK  EOF   FIELD NAME
1
1              7
3
1
2
4
3              5
8
8              8              8              8              8              8
16      2
7
BITS/FIELD

---     {0,1}
{0 ... 125}
{0 ... 7}
{0}          ---
{0 ... 7}    {0 ... 7}    {0 ... 31}  {0 ... 255}  {0 ... 255} {0 ... 255} {0 ... 255} {0 ... 255} {0 ... 255} {0 ... 255}   ---      ---      ---
VALUE
  RANGE
4.3  The SDS Long Form Fragmented APDU
         SDS Header
SDS Data Field

CAN Arbitration Field
CAN Control Field
CAN Data
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0   DLC

Service

Specifiers    EOID


Service

Parameters

Fragment
Number

Total

Bytes
Data
Data
Data
Data
CRC  ACK  EOF   FIELD NAME
1
1              7
3
1
2
4
3              5
8
8
8              8              8              8              8
16      2
7
BITS/FIELD

---     {0,1}
{0 ... 125}
{0 ... 7}
{0}          ---
{0 ... 7}    {0 ... 7}    {0 ... 31}  {0 ... 255}
{0 ... 63}   {0 ... 255} {0 ... 255} {0 ... 255} {0 ... 255} {0 ... 255}   ---      ---      ---
VALUE
  RANGE
Italicized fields cannot be changed.
BITS
                          BITS
BITS

2    1    0
2    1
0
4    3    2    1    0
DLC  0
R/R
FRG
EOID
CHANNEL
0    0    0
REQUEST
0    0
NON-FRAGMENTED
0
OBJECT 0
0    0    0    0    0
CONNECTION
0    0    1
SUCCESSFUL RESPONSE
0    1
FRAGMENTED
1
OBJECT 1
0    0    0    0    1

RESERVED
0    1    0
ERROR RESPONSE
1    0
OBJECT 2
0    0    0    1    0

RESERVED
0    1    1
WAIT RESPONSE
1    1
OBJECT 3
0    0    0    1    1

WRITE
1
0
0
- - - - - - - -
-
-
-
-
-
READ
1    0    1
OBJECT 29
1    1    1    0    1
ACTION
1    1    0
OBJECT 30
1    1    1    1    0
EVENT
1    1    1
See Section 3.2.2 for detail
OBJECT 31
1    1    1    1    1
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5.  Example SDS APDUs In CAN Frames
5.1  Short Form APDUs
5.1.1  COS to OFF  APDU from Logical Address 25
         SDS Header
CAN Header
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC
CRC  ACK  EOF   FIELD NAME
1
1              7              3
1
2              4
16
2
7
BITS/FIELD
---
1       001 1001
000
0
---
0000
---      ---      ---
VALUES (BINARY)
---     Dir = From L. Add

25          COS OFF


not used

---
No Data
---      ---      ---
DESCRIPTION
5.1.2  COS to OFF ACK APDU to Logical Address 25
         SDS Header
CAN Header
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC
CRC  ACK  EOF   FIELD NAME
1
1              7              3
1
2              4
16
2
7
BITS/FIELD
---
0       001 1001
010
0
---
0000
---      ---      ---
VALUES (BINARY)
---     Dir = To
L. Add

25          COS OFF ACK


not used

---
No Data
---      ---      ---
DESCRIPTION
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5.1.3  WRITE ON APDU to Logical Address 36
         SDS Header
CAN Header
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC
CRC  ACK  EOF   FIELD NAME
1
1              7              3
1
2              4
16      2
7
BITS/FIELD

---
0       010 0100
101
0
---
0000
---      ---      ---
VALUES (BINARY)
---     Dir = To

L.. Add

36        WRITE ON

not used

---
No Data
---      ---      ---
DESCRIPTION
5.1.4  WRITE ON ACK APDU from Logical Address 36
         SDS Header
CAN Header
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC
CRC  ACK  EOF   FIELD NAME
1
1              7              3
1
2              4
16      2
7
BITS/FIELD

---
1       010 0100
111
0
---
0000
---      ---      ---
VALUES (BINARY)
---     Dir = From L. Add

36        WRITE ON ACK


not used

---
No Data
---      ---      ---
DESCRIPTION
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5.2   Long Form APDUs
5.2.1  Read
5.2.1.1  Read Request to Logical Address 16, Embedded Object 0, Variable 8

         SDS Header
CAN Header
CAN Data Field
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters CRC  ACK  EOF   FIELD NAME
1
1              7              3
1
2
4
3                 5                 8
16      2
7
BITS/FIELD

---
0       001 0000
101
0
---
0010
000
0 0000
0000 1000
---      ---      ---
VALUES (BINARY)
---     Dir = To
L. Add

16         Read

not used

---
2 Bytes
Request
Object 0
Attribute
8

---      ---      ---
DESCRIPTION
5.2.1.2  Read Response from Logical Address 16, Embedded Object 0,Variable 8

         SDS Header
SDS Data

CAN Header
CAN Data Field
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters
Data
CRC  ACK  EOF   FIELD NAME
1
1              7              3
1
2
4
3                 5                 8                 8
16      2
7
BITS/FIELD

---
1       001 0000
101
0
---
0011
010
0 0000
0000 1000  0000 0011
---      ---      ---
VALUES (BINARY)
---     Dir = From L. Add

16         Read

not used

---        3 Bytes

S. Response

Object 0
Attribute
8

0x03
---      ---      ---
DESCRIPTION
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5.2.2  Write
5.2.2.1  Write Request to Logical Address 76, Embedded Object 3, Variable 12

         SDS Header
SDS Data

CAN Header
CAN Data Field
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters
Data
CRC  ACK  EOF   FIELD NAME
1
1              7              3
1
2
4
3                 5                 8                 8
16      2
7
BITS/FIELD

---
0       100 1100
100
0
---
0011
000
0 0011
0000 1100  0000 1111
---      ---      ---
VALUES (BINARY)
---     Dir = To
L. Add

76         Write

not used

---
3 Bytes
Request
Object 3
Attribute
12

0x0F
---      ---      ---
DESCRIPTION
5.2.2.2  Write Response from Logical Address 76, Embedded Object 3, Variable 12

         SDS Header
CAN Header
CAN Data Field
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters CRC  ACK  EOF   FIELD NAME
1
1              7              3
1
2
4
3                 5                 8
16      2
7
BITS/FIELD

---
1       100 1100
100
0
---
0010
010
0 0011
0000 1100
---      ---      ---
VALUES (BINARY)
---     Dir = From L. Add

76         Write

not used

---        2 Bytes

S. Response

Object 3
Attribute
12

---      ---      ---
DESCRIPTION
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5.2.3  Connection
5.2.3.1  Connection Request from Logical Address 6 to Logical Address 61

         SDS Header
CAN Header
CAN Data Field
CAN Footer
SOF   Dir/Pri

Logical Address IDAdd

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


Reserved

Service

Parameters CRC  ACK  EOF   FIELD NAME
O/C,RDAdd
1
1              7              3
1
2
4
3                 5                 8
16      2
7
BITS/FIELD

---
1       000 0110
001
0
---
0010
000
0 0000
0011 1101
---      ---      ---
VALUES (BINARY)
---     Dir = From L. Add

6           Con- nection

not used

---        2 Bytes
Request
Open
61

---      ---      ---
DESCRIPTION
5.2.3.2  Connection Response from Logical Address 61 to Logical Address 6

         SDS Header
CAN Header
CAN Data Field
CAN Footer
SOF   Dir/Pri

Logical Address IDAdd

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


Reserved

Service

Parameters CRC  ACK  EOF   FIELD NAME
O/C,RDAdd
1
1              7              3
1
2
4
3                 5                 8
16      2
7
BITS/FIELD

---
1       011 1101
001
0
---
0010
010
0 0000
0000 0110
---      ---      ---
VALUES (BINARY)
---     Dir = From L. Add

61          Con- nection

not used

---        2 Bytes

S. Response

               Open
6

---      ---      ---
DESCRIPTION
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5.2.4  Channel
5.2.4.1  Multicast Request from Device-Object (17-22)

         SDS Header
SDS Data

CAN Header
CAN Data
CAN Footer
SOF   Dir/Pri

Logical Address IDAdd

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service Parameters C.No,Code


Data
CRC  ACK  EOF   FIELD NAME
1
1              7              3
1
2
4
3                 5                 8                 8
16      2
7
BITS/FIELD

---
0       001 0001
000
0
---
0011
000
1 0110
0011 1000  0101 0101
---      ---      ---
VALUES (BINARY)
---     Pri = HI

17         Chan- nel

not used

---
3 Bytes
Request
Object 22
Chan 7
Multicast


0x55
---      ---      ---
DESCRIPTION
5.2.4.2  Peer-to-Peer Request from Device-Object (46-01), Write to Attribute 118

         SDS Header
SDS Data

CAN Header
CAN Data
CAN Footer
Logical

Service


Reserved

Service


Service


Service

SOF   Dir/Pri

Address

Type
RTR

RB1,RB0
DLC

Specifiers


EOID


Parameters Parameters

Data
CRC  ACK  EOF   FIELD NAME
IDAdd

R/R,FI

Byte 1


Byte 2

1
1              7              3
1
2
4
3                 5                 8                 8                 8
16      2
7
BITS/FIELD

---
1       100 1100
000
0
---
0100
000
0 0001
1001 0011  0111 0100  0000 0001
---      ---      ---
VALUES (BINARY)
---     Pri = LO

46         Chan- nel

not used

---
4 Bytes
Request
Object 1
Write
Chan 2
P-P


Attribute
118

0x01
---      ---      ---
DESCRIPTION
5.2.4.3  Peer-to-Peer Response from Device-Object (22-16)

         SDS Header
CAN Header
CAN Data
CAN Footer
Logical

Service


Reserved

Service


Service


Service

SOF   Dir/Pri

Address

Type
RTR

RB1,RB0
DLC

Specifiers


EOID


Parameters Parameters CRC  ACK  EOF   FIELD NAME
IDAdd

R/R,FI

Byte 1


Byte 2

1
1              7              3
1
2
4
3                 5                 8                 8
16      2
7
BITS/FIELD

---
1       001 0110
000
0
---
0100
010
1 0000
1001 0011  0111 0100
---      ---      ---
VALUES (BINARY)
---     Pri = LO

22         Chan- nel

not used

---        4 Bytes

S. Response

Object 16
Write
Chan 2
P-P


Attribute
118

---      ---      ---
DESCRIPTION
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5.3 Fragmented APDUs
5.3.1  Read, Fragmented
5.3.1.1  Read Request to Logical Address 32, Embedded Object 0, Variable 56

         SDS Header
CAN Header
CAN Data
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters CRC  ACK  EOF   FIELD NAME
1
1              7              3
1
2
4
3                 5                 8
16      2
7
BITS/FIELD

---
0       010 0000
101
0
---
0010
000
0 0000
0011 1000
---      ---      ---
VALUES (BINARY)
---     Dir = To
L. Add

32         Read

not used

---
2 Bytes
Request
Object 0
Attribute
56

---      ---      ---
DESCRIPTION
5.3.1.2  Read Response (Fragment 1) from Logical Address 32, Embedded Object 0, Variable 56

         SDS Header
SDS Data

CAN Header
CAN Data
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters

Fragment
Number

Total

Bytes
Data
Byte 1



Data
Byte 2



Data
Byte 3



Data
Byte 4



CRC  ACK  EOF   FIELD

1
1              7              3
1
2
4
3                 5                 8                 8                 8                 8                 8                 8                 8
16      2
7
BITS

---
1       010 0000
101
0
---
1000
011
0 0000
0011 1000  0000 0000  0000 1011  0100 0111  0100 0001  0101 0100  0100 0101
---      ---      ---
VALUES
---     Dir = From L. Add

32         Read

not used

---        8 bytes

S. Response Fragment’d

Object 0
Attribute
56

0
11
"G"
"A"              "T"              "E"
---
---
---
DESC.
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5.3.1.3  Read Response (Fragment 2) from Logical Address 32, Embedded Object 0, Variable 56

         SDS Header
SDS Data

CAN Header
CAN Data
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters

Fragment
Number

Total

Bytes
Data
Byte 5



Data
Byte 6



Data
Byte 7



Data
Byte 8



CRC ACK  EOF   FIELD

1
1              7              3
1
2
4
3                 5                 8                 8                 8                 8                 8                 8                 8
16      2
7
BITS

---
1       010 0000
101
0
---
1000
011
0 0000
0011 1000  0000 0001  0000 1011  0010 0000  0101 0011  0100 0101  0100 1110
---     ---
---
VALUES
---     Dir = From L. Add

32         Read

not used

---        8 bytes

S. Response Fragment’d

Object 0
Attribute
56

1                11
space
"S"
"E"
"N"
---
---
---
DESC.
5.3.1.4  Read Response (Fragment 3, last fragment) from Logical Address 32, Embedded Object 0, Variable 56

         SDS Header
SDS Data

CAN Header
CAN Data
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters

Fragment
Number

Total

Bytes
Data
Byte 9



Data
Byte 10



Data
Byte 11



CRC  ACK  EOF   FIELD NAME
1
1              7              3
1
2
4
3                 5                 8                 8                 8                 8                 8                 8
16      2
7
BITS/FIELD

---
1       010 0000
101
0
---
0111
011
0 0000
0011 1000  0000 0010  0000 1011  0101 0011  0100 1111  0101 0010
---      ---      ---
VALUES (BINARY)
---     Dir = From L. Add

32         Read

not used

---        7 bytes

S. Response Fragment’d

Object 0
Attribute
56

2
11
"S"
"O"
"R"
---      ---      ---
DESCRIPTION
End of READ transaction.
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5.3.2  Write, Fragmented
5.3.2.1  Write Request (Fragment 1) to Logical Address 32, Embedded Object 0, Variable 56

         SDS Header
SDS Data

CAN Header
CAN Data
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters

Fragment
Number

Total

Bytes
Data
Byte 5



Data
Byte 6



Data
Byte 7



Data
Byte 8



CRC  ACK  EOF   FIELD

1
1              7              3
1
2
4
3                 5                 8                 8                 8                 8                 8                 8                 8
16      2
7
BITS

---
1       010 0000
100
0
---
1000
001
0 0000
0011 1000  0000 0000  0000 1011  0101 0011  0100 0100  0101 0011  0010 0000
---      ---      ---
VALUES
---     Dir = To
L. Add

32         Write

not used

---        8 bytes

Request, Fragment’d

Object 0
Attribute
56

0
11
"S"
"D"
"S"
space
---      ---      ---
DESC.
5.3.2.2  Write Request (Fragment 2) to Logical Address 32, Embedded Object 0, Variable 56

         SDS Header
SDS Data

CAN Header
CAN Data
CAN Footer
SOF   Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters

Fragment
Number

Total

Bytes
Data
Byte 5



Data
Byte 6



Data
Byte 7



Data
Byte 8



CRC  ACK  EOF   FIELD

1
1              7              3
1
2
4
3                 5                 8                 8                 8                 8                 8                 8                 8
16      2
7
BITS

---
1       010 0000
100
0
---
1000
001
0 0000
0011 1000  0000 0001  0000 1011  0010 0000  0101 0011  0100 0101  0100 1110
---      ---      ---
VALUES
---     Dir = To
L. Add

32         Write

not used

---        8 bytes

Request, Fragment’d

Object 0
Attribute
56

1
11
space
"S"
"E"
"N"
---      ---      ---
DESC.
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5.3.2.3  Write Request (Fragment 3, last fragment) to Logical Address 32, Embedded Object 0, Variable 56

            SDS Header
SDS Data

CAN Header
CAN Data
CAN Footer
SOF
Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters

Fragment
Number

Total

Bytes
Data
Byte 9



Data
Byte 10



Data
Byte 11



CRC  ACK  EOF

1
1               7               3
1
2
4
3                 5                 8                 8                 8                 8                 8                 8
16      2
7
---
1         010 0000
100
0
---
0111
001
0 0000
0011 1000  0000 0001  0000 1011  0101 0011  0100 1111  0101 0010
---      ---      ---
---
Dir = To
L. Add

32           Write

not used

---        7 bytes

Request, Fragment’d

Object 0
Attribute
56

2                11
"S"
"O"
"R"
---      ---      ---
5.3.2.4  Write Response from Logical Address 32, Embedded Object 0, Variable 56

         SDS Header
CAN Header
CAN Data
CAN Footer
SOF
Dir/Pri

Logical
Address

Service

Type
RTR

Reserved
RB1,RB0
DLC

Service Specifiers R/R,FI


EOID


Service

Parameters   CRC  ACK  EOF   FIELD NAME
1
1               7               3
1
2              4
3
5
8
16      2
7
BITS/FIELD

---
1         010 0000
100
0
---
0010
010
0 0000
0011 1000
---      ---      ---
VALUES (BINARY)

---

Dir = From L. Add

32           Write

not used

---        2 Bytes

S. Response

Object 0
Attribute
56

DESCRIPTION
End of WRITE transaction
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